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Nuclias Connect
Introduction

Nuclias Connect is D-Link’s centralized management solution for Small-to-Medium-Sized Business (SMB) networks. Nuclias Connect makes
it easier to analyze, automate, configure, optimize, scale, and secure your network — delivering the convenience of an Enterprise-wide
management solution at an SMB price. Nuclias Connect gives you the financial and technical flexibility to expand from a small network

to a larger one (up to 1,000 APs), while retaining a robust and centralized management system. And with its intuitive Graphical User
Interface (GUI), a wealth of enhanced AP features, and a setup wizard that supports 11 languages, Nuclias Connect minimizes the hassle of
deployment, configuration, and administration.

Deployable on a Windows server (or Linux via Docker), PC, or Smartphone (via lite management app) the Nuclias Connect free-to-download
software is capable of managing up to 1,000 Access Points (APs) without licensing charges, coupled with an inexpensive optional

hardware controller (the Hub) suitable for remote locations. Through software-based monitoring and remote management of all wireless
Access Points (APs) on your network, Nuclias Connect offers tremendous flexibility compared to traditional hardware-based unified
management systems. Configuration can be done remotely. Network traffic analytics are available at a glance (in whole or in part). Load
Balancing, Airtime Fairness, and Localized Throttling are enabled.

Nuclias Connect supports multi-tenancy, so network admins can grant localized management authority for local networks. In addition,
because APs can support 8 SSIDs per radio (16 SSIDs per dual band APs), administrators have the option of using one SSID to create a guest
network for visitors.

Nuclias Connect provides direct AP discovery and provisioning when it shares the same Layer-2/Layer-3 network with a given AP, allowing
users to find APs and import profiles with minimum effort, which can be applied as needed to groups or individual APs for even more
effective configuration.

Since Nuclias Connect’s software operates transparently on the network, an AP can be deployed anywhere in an NAT environment. Admins
can provide & manage a variety of distributed deployments, including setting & admin account configuration for each deployment.

Nuclias Connect allows for multiple user authentications while enabling specific access control configurations for each SSID, giving admins
the option of configuring separate internal networks for different subnets, while enabling more advanced Value-Added Services, such as
Captive Portal or Wi-Fi Hotspot.
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Nuclias Connect Key Features

+ Free-to-Download Management Software

« Searchable Event Log and Change Log

+ License-Free Access Points

« Traffic Reporting & Analytics

« Authentication via Customizable Captive Portal, 802.1x and RADIUS Server, POP3, LDAP, AD
« Remote Config. & Batch Config.

« Multilingual Support

+ Intuitive Interface

« Multi-Tenant & Role-Based Administration

« Payment Gateway (PayPal) Integration and Front-Desk Ticket Management

For more information on how to use Nuclias Connect with DAP-2610, please refer to the Nuclias Connect User Guide.
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Package Contents

- DAP-2610 802.11ac Power over Ethernet (PoE) Access Point
« Mounting Brackets

+ Ceiling Brackets

+ Quick Install Guide

Note: No PSU supplied. To power the units use a D-Link 802.3af PoE switch or the D-Link DPE-301Gl PoE injector.

System Requirements

* Computer with Windows®, Macintosh®, or a Linux-based operating system with an installed Ethernet Adapter
* Internet Explorer 11, Safari 7, Firefox 28, or Google Chrome 33 and above (for web-based configuration)
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Hardware Overview

LED Connections

o_

-

- LA RRARRRR R NN R RN

Solid Red Indicates the access point has malfunctioned. 2 Power Receptor | Connect the supplied power adapter.
3 LAN (PoE) Port Connect to a Power over Ethernet (PoE) switch or router via
1 Power/Status Blinking Red | This LED will blink during boot-up. an Ethernet cable.
) . ) Press and hold for five seconds to reset the access point to
Solid Green, | /Ndicates that the DAP-2610 is working 4 Reset Button the factory default settings. Press and hold for one second
properly. to reboot the access point.
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Basic Installation
Hardware Setup

To power on the DAP-2610, you can use ONE of the following methods:

1. Plug one end of your Ethernet cable into the LAN port of the DAP-2610, and the other end into a port on a 802.3af PoE switch.
2. Separately purchase a DPE-301GlI PoE injector if you need to connect the Access Point without a 802.3af PoE Switch.

3. Separately purchase a power adaptor to plug into the power receptor of the DAP-2610

Configure the Access Point

Power
Adapter

<P
802.3atPoE Switch

Power
Adapter

Computer with DHCP Server Computer with DHCP Server
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To set up and manage the DAP-2610, use one of the following methods:

1. Connect the access point and your computer to the same PoE switch. Manage the access point from the computer.
Enter dap2610.local in the address field of your browser.
Log in to the Administration user interface. The default login information is:
Username: admin
Password: admin

2. Connect the access point and your computer via DPE-301GlI PoE injector. Manage the access point from the computer.
Enter dap2610.local in the address field of your browser.
Log in to the Administration user interface. The default login information is:
Username: admin
Password: admin

3. Connect the access point and your computer to the same network switch. Manage the access point from the computer.
Enter dap2610.local in the address field on your browser.
Log in to the Administration user interface. The default login information is:
Username: admin
Password: admin
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Setup Wizard

The first login instance displays the System Settings window which requires a change in password. Additional settings include the System Time

and System Country functions.

After logging in to the user interface, fill in the New Password and Confirm New Password fields.

In the System Time function, select Using Network Time Protocol (NTP) or Manually to define the system time. If required, click the Daylight Sav-

ing Offset drop-down menu and select the value (minutes).

* Setting NTP System Time: Before trying to configure NTP check, perform a ping test with the NTP server. In the NTP Server field, enter the NTP
server to use. Then click the Time Zone drop-down menu and select the appropriate time zone.

* Setting System Time Manually: From the System Date drop-down menu, select the Year, Month, and Day along with the Hour and Minutes
appropriate for the AP.

* Enable Daylight Saving: Click the radio button to enable the daylight savings time (DST) function. Set the DST start (24 hours) and end (24
hours) time by clicking on the drop-down menus and setting the Month, Week, Day, Hour, and Minute of the DST starting days.

Once the settings are configured, click Update button to accept the configuration and proceed to the main interface menu page.

PROVIDE SYSTEM SETTINGS ...

These s=ttings apply to this access point.

Mew Password | |

Confirm New Password | |

O Using Network Time Protocol(NTF)

System Time
= Manually
System Date |2019 |[February Oj[20 O]
System Time(24 HR) :
Enable Daylight Saving N
DST Start(24 HR) Frst [ Sunday [ in[January 0O atjoo O (o O
DST End{24 HR) Fist O Sunday [ in|January O atjoo O o O
Daylight Offset(minutes) o 0O
System Country —Salact a Country— O

10
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The DAP-2610 supports an elaborate web user interface where the user can configure and monitor the device. Launch a web browser, type
dap2610.local in the address field and then press Enter to login. Most of the configurable settings are located in the left menu of the web GUI

Web User Interface

which contains sections called Basic Settings, Advanced Settings and Status.

':' DAP-2610
{8 Basic Setfings
----- = Wireless
-2 LAN
----- 2 IPvE
E-fi@Advanced Settings
----- 2 Performance
----- 2 Wireless Resource
----- = Multi-SSID
----- 2 VLAN
= Intrusion
Schedule
= Internal RADIUS Server
----- =) ARP Spoofing Prevention
----- = Bandwidth Opfimization
-8 Captive Portal
-8 DHCP Server
[
[

[ Filters
- Traffic Control
M-l Status

DAP-2610

# Help

Wireless band 2.4GHz v
Wireless
Wireless Mode | Mixed 802.11n, 802.11q and B802.11b V|
Data Rate Best(Up to 300) v | (Mbps)
Beacon Interval (40-500)
DTIM Interval (1-15)
Transmit Power
WMM (Wi-Fi Multimedia) Enable v
Ack Time Qut (2.4GHz, 48~200) (us)
Short GI
IGMP Snooping
Multicast Rate (Mbps)
Multicast Bandwidth Control
Maximum Multicast Eandwidth kbps
HT20/40 Coexistence Enable

Transfer DHCP Offer to Unicast Enable

11
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Wireless

On the wireless settings page, you can setup the basic wireless configuration for the access point. The user can choose from 4 different wireless
modes:

Access Point - Used to create a wireless LAN

WDS with AP - Used to connect multiple wireless networks while still functioning as a wireless access point

WDS - Used to connect multiple wireless networks

Wireless Client - Used when the access point needs to act as a wireless network adapter for an Ethernet-enabled device

Access Point Mode

Wireless Band: Selecteither 2.4 GHz or 5 GHz from the drop-down

performance. The channel selection process only
occurs when the AP is booting up. To manually
select a channel, set this option to Disable and
select a channel from the drop-down menu.

menu. DAP-2610
= " Configuration ~ ® Help
Mode: Select Access Point from the drop-down menu. = DaP-2510
- {@Basic Settings
2 i Wireless Band 2.46Hz v
Network Name (SSID): Service Setdentifier (SSID) is the name designated 2 P Mode
. . - [ Advanced Settings
for a specific wireless local area network (WLAN). ooy [
The SSID’s factory default setting is dlink. The SSID e
. o Auto Channel Selection
can be easily changed to connect to an existing o _—
wireless network or to establish a new wireless Channel Width
network. The SSID can be up to 32 characters and e
is case-sensitive. Encryption @ pisable O Enable
Key Type HEX v Key Size 64 Bits v
o _ep_oqs Key Index(1~4) 1w
SSID Visibility: Select Enable to broadcast the SSID across the Network Key ———
network, thus making it visible to all network users. Confirm Key _
. . (0-9,a-z,A-Z,~@2§% & ()_+ -=001"\"../<>7)
Select Disable to hide the SSID from the network.
Save
Auto Channel Selection: This feature when enabled automatically selects
the channel that provides the best wireless

12



D-Link DAP-2610 User Manual

Channel: To change the channel, first toggle the Auto Channel Selection setting to Disable, and then use the drop-down menu to make
the desired selection.

Note: The wireless adapters will automatically scan and match the wireless settings.

Channel Width: Allows you to select the channel width you would like to operate in. Select 20 MHz if you are not using any 802.11n wireless
clients. Auto 20/40 MHz allows you to connect to both 802.11n and 802.11b/g or 802.11a wireless devices on your network.

Authentication: Use the drop-down menu to choose Open System, Shared Key, WPA-Personal, WPA-Enterprise, or 802.1x.
« Select Open System to communicate the key across the network (WEP).
« Select Shared Key to limit communication to only those devices that share the same WEP settings. If multi-SSID is
enabled, this option is not available.
« Select WPA-Personal to secure your network using a password and dynamic key changes. No RADIUS server is required.
« Select WPA-Enterprise to secure your network with the inclusion of a RADIUS server.
« Select 802.1X if your network is using port-based Network Access Control.

13
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Wireless Band:

Mode:

Network Name (SSID):

Auto Channel Selection:

Channel:

Channel Width:

WDS with AP Mode

Select either 2.4GHz or 5GHz from the drop-down
menu.

WDS with AP mode s selected from the drop-down
menu.

Service Set Identifier (SSID) is the name designated
for a specific wireless local area network (WLAN).
The SSID’s factory default setting is dlink. The SSID
can be easily changed to connect to an existing
wireless network or to establish a new wireless
network.

Enabling this feature automatically selects
the channel that will provide the best wireless
performance. This feature is not supported in WDS
with AP mode. The channel selection process only
occurs when the AP is booting up.

All devices on the network must share the same
channel.To change the channel, use the drop-down
menu to make the desired selection. (Note: The
wireless adapters will automatically scan and match
the wireless settings.)

Click the drop-down menu to select 20 MHz, Auto
20/40 MHz or Auto 20/40/80 MHz. Select 20 MHz
if you are not using any 802.11n wireless clients.
Auto 20/40 MHz allows you to connect to both
802.11nand 802.11b/g or 802.11a wireless devices
on your network.

D-Link

% Home

" manenance

*® Dup 2810

* [ Basic Settings
+1-ladvanced semings
3 Sttus

Wirelzss Band

Mode

Metwork Name (33I0)
Auto Channel Selection
Channal

Channel Widih

AP MAC Address

Logout

2.4GH ¥

WOS with AP~

[k |

Enable v

20 MHz v

DAP-2610

# Hep

[~ Site Survey

saan_|

Aumenicaton

Opea System v

 Key Settngs
Encryption
Kev Type

Kev Index(1~4)
Netwark Key
Confirm Key

® Dgabla | Enable
¥ Ker Size

(0-8,2zAZ~1ees% &7 (s =}V <7

(s )

14
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Authentication:  Click the drop-down menu to select Open System, Shared Key, WPA-Personal, WPA-Enterprise, or 802.1X.

+ Select Open System to communicate the key across the network (WEP).

+ Select Shared Key to limit communication to only those devices that share the same WEP settings. If multi-SSID is enabled,
this option is not available.

+ Select WPA-Personal to secure your network using a password and dynamic key. No RADIUS server is required.

«  Select WPA-Enterprise to secure your network with the inclusion of a RADIUS server.

« Select 802.1X if your network is using port-based Network Access Control.

Save: Click to save the updated configuration. To make the updates permanent, click Configuration > Save and Activate.

15
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Wireless Band:

Mode:

Network Name (SSID):

Auto Channel Selection:

Channel:

Channel Width:

AP MAC Address:

WDS Mode

Select either 2.4GHz or 5GHz from the drop-down
menu.

WDS is selected from the drop-down menu.

Service Set Identifier (SSID) is the name designated
fora specific wireless local area network (WLAN).The
SSID’s factory default setting is dlink. The SSID can
be easily changed to connect to an existing wireless
network or to establish a new wireless network.

Enabling this feature automatically selects
the channel that will provide the best wireless
performance. This feature is not supported in WDS
mode.

All devices on the network must share the same
channel.To change the channel, use the drop-down
menu to make the desired selection.

Click the drop-down menu to select 20 MHz, Auto
20/40 MHz or Auto 20/40/80 MHz. Select 20 MHz
if you are not using any 802.11n wireless clients.
Auto 20/40 MHz allows you to connect to both
802.11nand 802.11b/g or 802.11a wireless devices
on your network.

Enter the MAC addresses of the root AP of this WDS
network. If left empty, then this device is the root AP.

D-Link

o Home

F]
% Mamienance ~

® iR 2510

#- [j@Basic Settings

+- Eadvanced semngs
% iSttus

DAP-2610

¥ Hep

Wirelass Band 2.4GHz ¥
Moda [0S with 4P|
Webwork Name (SSID) [dnk
Auto Channel Selection [Enable v
Channal
Channel Widih (20Mz v
AP MAC Address
— Site Survey
[ san |

Aumenicaton Opea System v
— Key Settngs:

Encryption ¥ Digable | Enabla

Key Type * Key Size v

Key Indexi1-~4)

MNetwrork Key [

Confirm Key [ |

(0422 AT % &L+ "= ()} |,-f<>7)
Sae )

16
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Site Survey:

Authentication:

Save:

Click on the Scan button to search for available wireless networks, then click on the available network that you
want to connect with.

Use the drop-down menu to choose Open System or WPA-Personal.

« Select Open System to communicate the key across the network.

« Select WPA-Personal to secure your network using a password and dynamic key changes. No RADIUS server
is required.

Click to save the updated configuration. To make the updates permanent, click Configuration > Save and
Activate.

17
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Wireless Band:

Mode:

Network Name (SSID):

Auto Channel Selection:

Channel:

Channel Width:

Site Survey:

Wireless Client Mode

Select either 2.4 GHz or 5 GHz from the drop-down
menu.

Wireless Client is selected from the drop-down menu.

Service Set Identifier (SSID) is the name designated
for a specific wireless local area network (WLAN). The
SSID’s factory default setting is dlink. The SSID can
be easily changed to connect to an existing wireless
network.

Enabling this feature automatically selects the channel
that will provide the best wireless performance. This
feature is not supported in Wireless Client mode.

The channel used will be displayed, and matches the
AP that the DAP-2610 is connected to when set to
Wireless Client mode.

Click the drop-down menu to select 20 MHz, Auto
20/40 MHz or Auto 20/40/80 MHz. Select 20 MHz if
you are not using any 802.11n wireless clients. Auto
20/40 MHz allows you to connect to both 802.11n
and 802.11b/g or 802.11a wireless devices on your
network.

Click on the Scan button to search for available
wireless networks, then click on the available network
that you want to connect with.

* Dap2sl
E-@Bxic Sattings
= Wireless
-= 3 LAN
- P
=~ Advanced Settings
- [ Status

Wirgless Band
Weds | wareless Chene
Hetwork Name (SSID) g
ESID Visiiity
Auto Channel Selection [Ensbie v
Channal
Channel Widih
r—Site Survey
Scan

Authenbcabon | open System v
Ky Settngs

Enavption ) Disable ! Enable

Key Type v Key Size

Key Indest(1-4)

Netwark Key |

Confirm Key |

(0-B-zh-Z ! Bt (L + =11 =7

—Viireless MAC Clone

Enatie O

MAC Source \

s s i o

s' N




D-Link DAP-2610 User Manual

Authentication:

Enable:

MAC Source:

MAC Address:

Wireless Client Mode

Will be explained in the next topic.

Check the box to enable the Wireless MAC Clone
function.

Click the drop-down menu to select Auto or Manual.

Check the box to enable the Wireless MAC Clone
function.

Click the drop-down menu to select Auto or Manual.

When MAC Source is set to Manual, click Scan to
find the MAC address to clone.

D- - ] o DAP-2610
& Home < MamEnance - . ¥ Help
- Dap2610 | Iﬁlw iﬂ“ 1
E-JBastic Setings

= Wieless Wirslss Band
-- 5 LAN
= WMods | wirdless Chene v
5~ Advanced Settings Network Nams (9SID) [ ik
- [ Status
SSID Visiiity Ensble v
Auta Channel Seection Ensble v
Channgl B v
Channel Width Aarto 20/40 Miz ¥
= Site Suryey

Securily

Authenbcabon
Ky Settings:
Encryption %) Disable
Key Type W
Key Index(1-4) 1w
Network Key [ |
Confirm Key ]
(0-3,0-z -2~ B2 5% 8+ -= [\l 7)

[0pen system »

'Enable
Key Size

—Wireless MAC Clone
Enatle
MAL Source o
MAC Address |:[ :[ H i I

¢
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Wireless Security

There are mainly two forms of wireless encryption, called Wired Equivalent Privacy (WEP) and Wi-Fi Protected Access (WPA). WEP was the first security method

developed.Itis alow-level encryption but better than no encryption. WPA is a newer encryption standard, and with the more advanced WPA2 standard wireless
networks have finally reached a point where their security is strong enough to give users peace of mind.

Wired Equivalent Privacy (WEP)

WEP provides two variations, called Open System and Shared Key.

Open System will send a request to the access point and if the key used matches the one configured on the access point, the access point will return a“success”

message back to the wireless client. If the key does not match the one configured on the access point, the access point will deny the connection request from
the wireless client.

Encryption: Use the radio button to disable or enable DAP-2610

encryption. {_Mabier . - T 2
*. DAP-2510 .
2§ Basic Settings b
%o % % B icless Wireless Band 24GHz
Key Type*: Select HEX* or ASCII. M e e
ng;:“d S0 Nebwork Name (330) sk
Key Size: Select 64 Bits or 128 Bits. P e
Auto Channel Selection Enable v
Channel 6 Vv
. H Channel Width 20 MHz v
Key Index (1-4): Select the 1st through the 4th key to be the active R _——
key. Key Sattings
Encryption (U Disable '@ Enable
Key Type Key Size [e488s ~]
Key: Input up to four keys for encryption. You will select ety =
. _ Confirm Key
one of these keys in the Key Index drop-down b .
menu. )
*Hexadecimal (HEX) digits consist of the numbers 0-9 and the letters A-F.
**ASCIl (American Standard Code for Information Interchange) is a code that represents English letters using
numbers ranging from 0-127.

20



D-Link DAP-2610 User Manual

Wi-Fi Protected Access (WPA / WPA2 / WPA3)

WPA was created by the Wi-Fi Alliance to address the limitations and weaknesses found in WEP. This protocol is mainly based on the 802.11i
standard. There are also two variations found in WPA called WPA-Personal (PSK) and WPA-Enterprise (EAP).

WPA-EAP requires the user to install a RADIUS server on the network for authentication.
WPA-Personal does not require the user to install a RADIUS server on the network.

Compared with WPA-EAP, WPA-PSK is a weaker form of authentication but compared to WEP, WPA-PSK is far more secure than WEP. WPA-EAP is
currently the highest level of wireless security for users.

WPA2/WPA3 are upgrades of WPA and solves some possible security issues found in WPA. Similar to WPA, WPA2/WPA3 have two variations
called WPA2/WPA3-Personal (PSK) and WPA2/WPA3-Enterprise (EAP).

WPA Mode: When WPA-Personal is selected for Authentication
type, you must also select a WPA mode from the

drop-down menu: AUTO (WPA or WPA2), WPA2 or sk e Y
WPA3, WPA2 Only, or WPA3 Only. i il
Network Name (SSID) dink a
Cipher Type: When you select WPA-Personal, you must also select | SSPVebity —
AUTO, AES, or TKIP from the pull-down menu. e Ll
Channel L
Group Key Update: Selecttheinterval during which the group key will be valid. || Channel width i -
The default value of 3600 is recommended. et e S
PassPhrase Settings
PassPhrase: When you select WPA-Personal, please enter a passphrase e e ran. B |
in the corresponding field. e TR e S
@ Manual Periodical Key Change
Activated From Sun 290 v 5] o
Time Interval [ |(1~168)hour(s)
PassPhrase '

Confirm PassPhrase

notice: 8~63 in ASCII or 64in Hex.
(0-9.a2A-Z~@#5% &5 ()_+ -=01:":"L../<>7)
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WPA Mode: When WPA-Enterprise is selected, you must also
select a WPA mode from the drop-down menu:
AUTO (WPA or WPA2), WPA2 Only, or WPA3
only.
Cipher Type: When WPA-Enterprise is selected, you must also
select a cipher type from the drop-down menu:
Auto, AES, or TKIP.
Group Key Update Interval: Select the interval during which the group key
will be valid. 3600 is the recommended value as
a lower interval may reduce data transfer rates.

Network Access Protection: Enable or disable Microsoft Network Access
Protection.

RADIUS Server: Enter the IP address of the RADIUS server.
RADIUS Port: Enter the RADIUS port.
RADIUS Secret: Enter the RADIUS secret.
Account Server: Enter the IP address of the account server.
Account Port: Enter the account port.

Account Secret: Enter the account secret.

. .

Wireless Band

Mode
Metwork Name (SSID)
SSID Visibility

Auto Channel Selection

Channel 6 W

Channel Width

Authentication

WPA-Enterprise v

RADIUS Server Settings

WPA Mode [AUTO (WPA or WPAZ) w|

Cipher Type Group Key Update Interval Sel:)
Network Access Protection

Metwork Access Protection (® pisable () Enable

Primary RADIUS Server Setting

RADIUS Server [ ] RaDIUSPort

RADIUS Secrat | |

(08,22, A-Z, 1 @25% 8 ()_+ -={}1; ", <>7)
Backup RADIUS Server Setting (Optional)
RADIUS Server [ ] ReDWSPort
RADIUS Secrat | |
(0-9,a-z,A-Z,~1@2$%~&)_+ -={H1I:\"],.f<>?)
Primary Accounting Server Setting

Accounting Mode
Accounting Server [ ]  Accounting Port
Accounting Secret | |

(0-9,2-2,A-Z,~@25% () _+ -={H1 "\ "../<=7)

Backup Accounting Server Setting (Optional)
Accounting Port
|

[ ]

Accounting Secret |
(0-9,3-z,A-Z,~@#5%"&"()_+ -={H1\:",.<=7)

Accounting Server
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LAN

LAN is short for Local Area Network. This is your internal network. These are the IP settings of the LAN interface for the DAP-2610. These settings
may be referred to as private settings. You may change the LAN IP address if needed. The LAN IP address is private to your internal network and
cannot be seen on the Internet.

Get IP From:

IP Address:

Subnet Mask:

Default Gateway:

DNS:

Dynamic IP (DHCP) is chosen here. Choose this option
if you have a DHCP server in your network, or if you wish
to assign a static IP address to the DAP-2610. When
Dynamic IP (DHCP) is selected, the other fields here will
be grayed out. Please allow about 2 minutes for the DHCP
client to be functional once this selection is made.

Assign a static IP address that is within the IP address
range of your network.

Enter the subnet mask. All devices in the network must
share the same subnet mask.

Enter the IP address of the gateway/router in your
network.

Enter a DNS server IP address. This is usually the local IP
address of your gateway/router.

LANSetngs

Get IP From

IP Address
Subnet Mask
Default Gateway
DNS

Static IP (Manual) v

192.168.0.50
[255.255.255.0

Save )
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Enable IPv6:

Get IP From:

IP Address:
Prefix:

Default Gateway:

IPv6

Check to enable IPv6.

Choose Auto to acquire IPv6 address automatically
or use Static to set IPv6 address manually. When Auto
is selected, the other fields here will be grayed out.
Enter the LAN IPv6 address used here.

Enter the LAN subnet prefix length value used here.

Enter the LAN default gateway IPv6 address used here.

Home

*{_ Maintenance ~ = " Configuraton~ #  Heip

D.Link DAP-2610

: DAP-2610
= i@ Basic Settings
= Wineless
= LAN
2 1Pve
i [ Advanced Settings
& [ Status

|IPvesetings |

Eneable IPv
Get IP From Static v
IP Address
Prefix [ ]
Default Gateway
(_save )
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In the Advanced Settings Section the user can configure advanced settings concerning Performance, Wireless Resource, Multi-SSID, VLAN, Intrusion,

Advanced Settings

Schedule, Internal RADIUS Server, ARP Spoofing Prevention, Bandwidth Optimization, Captive Portal, DHCP Server, Filters and Traffic Control . The following
pages will explain settings found in the Advanced Settings section in more detail.

= DAP-2610
El-{& Basic Settings
-5 Wireless

-2 LAN
2 IPv6
El-f@ Advanced Settings
- Performance
Wireless Resource
- = Multi-5S1D
- = VLAN

= Intrusion
Schedule
- Internal RADIUS Server
- = ARP Spoofing Prevention
-2 Bandwidth Oplimization
E-f§@ Captive Portal
& DHCP Server
-8 Filters
B8 Traffic Control
- fstatus

B Configuration -

DAP-2610

) Help

Wireless band
Wireless
Wireless Mode [ Mixed 802.11n, 802.11g and 602.11b |
Data Rate Best(Up to 300) v+ | (Mbps)
Eeacon Interval (40-500)
DTIM Interval {1-15)
Transmit Power
WM (Wi-Fi Multimedia) Enable w
Ack Time Qut (2 4GHz, 48~200) {us)
Short GI
IGMP Snooping
Multicast Rate (Mbps)
Multicast Bandwidth Control
Maximum Multicast Bandwidth  [100  |kbps
HT20/40 Coexistence Enable

Transfer DHCP Offer to Unicast

25



D-Link DAP-2610 User Manual

Performance

On the Performance Settings page, you can configure more advanced settings concerning the wireless signal and hosting.

Wireless Band

Wireless

Wireless Mode

Data Rate*

Beacon Interval (40-500)

DTIM Interval (1-15)

: Select either 2.4GHz or 5GHz.
: Use the drop-down menu to turn the wireless function on or off.

: The different combination of clients that can be supported include
Mixed 802.11n,802.11g and 802.11b, Mixed 802.11gand 802.11b
and 802.11n Onlyinthe 2.4 GHz band, and Mixed 802.11n,802.11a,
802.11aOnly,and 802.11n Only in the 5 GHz band. Please note that
when backwards compatibility is enabled for legacy (802.11a/g/b)
clients, degradation of 802.11n (draft) wireless performance is
expected.

: Indicate the base transfer rate of wireless adapters on the wireless
LAN.The AP will adjust the base transfer rate depending on the base
rate of the connected device. If there are obstacles or interference, the
AP will step down the rate. This option is enabled in Mixed 802.11g
and 802.11b mode (for 2.4 GHz) and 802.11a Only mode (for 5 GHz).
The choices available are Best (Up to 54), 54, 48, 36, 24, 18, 12, 9,
and 6 for 5 GHz and Best (Up to 54), 54, 48, 36, 24,18, 12,9, 6, 11,
5.5,2 and 1 for 2.4 GHz.

: Beacons are packets sent by an access point to synchronize a
wireless network. Specify a value in milliseconds. The default (100)
is recommended. Setting a higher beacon interval can help to save
the power of wireless clients, while setting a lower one can help a
wireless client connect to an access point faster.

Performance Settings

Wireless Band

Wireless

Wireless Mode

Data Rate

Beacon Interval (40-500)
DTIM Period (1-15)
Transmit Power

WMM (Wi-Fi Multimedia)
Ack Time Out

Short GI

IGMP Snooping

Multicast Rate

Multicast Bandwidth Control
Maximum Multicast Bandwidth
HT 20/40 Coexistence

Transfer DHCP Offer to Unicast

On v

| Mixed 802.11b, 802.11g, 802.11n v

Best{Up to 300) v | Mbps
4 Jws
[Disable v Mbps
[0 Jxops

: Select a Delivery Traffic Indication Message setting between 1 and 15. 1 is the default setting. DTIM is a countdown informing
clients of the next window for listening to broadcast and multicast messages.

26



D-Link DAP-2610 User Manual

Transmit Power:

WMM (Wi-Fi Multimedia):
Ack Time Out
(2.4 GHZ, 48~200):

Short Gl:

IGMP Snooping:

Multicast Rate:
Multicast Bandwidth
Control:

Maximum Multicast
Bandwidth:

HT20/40 Coexistence:

Transfer DHCP Offer to
Unicast:

This setting determines the power level of the wireless transmission. Transmitting power can be adjusted to eliminate overlapping
of wireless area coverage between two access points where interference is a major concern. For example, if wireless coverage
is intended for half of the area, then select 50% as the option. Use the drop-down menu to select 100%, 50%, 25%, or 12.5%.

WMM stands for Wi-Fi Multimedia. Enabling this feature will improve the user experience for audio and video applications over
your Wi-Fi network.

To effectively optimize throughput over long-distance links, enter a value for Acknowledgement Time Out between 25 and 200
microseconds for 5 GHz, or 48 to 200 microseconds for 2.4 GHz.

Select Enable or Disable. Enabling a short guard interval can increase throughput. However, be aware that it can also increase
the error rate in some installations due to increased sensitivity to radio-frequency installations.

Select Enable or Disable. Internet Group Management Protocol allows the AP to recognize IGMP queries and reports sent
between routers and an IGMP host (wireless STA). When IGMP snooping is enabled, the AP will forward multicast packets to an
IGMP host based on IGMP messages passing through the AP.

Adjust the multicast packet data rate here. The multicast rate is supported in AP mode (2.4 GHZ and 5 GHZ) and WDS with AP
mode, including Multi-SSIDs.

Adjust the multicast packet data rate here. The multicast rate is supported in AP mode, and WDS with AP mode, including Multi-
SSIDs.

Set the multicast packets maximum bandwidth passthrough rate from the Ethernet interface to the access point.
Enable this option to reduce interference from other wireless networks in your area. If the channel width is operating at 40 MHz
and there is another wireless network’s channel overlapping and causing interference, the access point will automatically change

to 20 MHz.

Enable to transfer the DHCP Offer to Unicast from LAN to WLAN. Enable this function if the number of stations on your network
is larger than 30.
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Wireless Resource Control

The Wireless Resource Control window is used to configure the wireless connection settings so that the device can detect the better wireless
connection in your environment.

Airtime Fairness: Click the drop-down menu to enable or disable the

airtime fairness function. DAP-2610
*{ Maintenance - ™ " Configuration ~ 2 | %1 Help
Band Steering: Use the drop-down menu to Enable the 5G Pre- B | WirelessResource Control |
ferred function. When the wireless clients support = i adeanced settngs Aiime Faimess
both 2.4 GHz and 5 GHz and the 2.4 GHz signal is - et o=
. . = VLAN
not strong enough, the device will use 5 GHz as the 2 mnsion Virelessband
hl her riorlt -2 Internal RADIUS Server Connem.m.len
g p y. -2 ARP Spoofing Prevention User Limil (0 - 64)
-~ Bandwidth Optimization 11n Preferred Disable v
) g 2 Ei’_:’é::"z:r::fl Network Utilization 100% ~
Wireless band: Select 2.4GHz or 5GHz. -8 Fikers Aging aut
& Teafic Control RSS| Threshold 100% v
. . . . L. . & e status Data Rate Threshold 54 v
Connection Limit: Select Enable or Disable. This is an option for load ACLRSS
[Disable v
balancing. This determines whether to limit the num- SO IS 0%
ber of users accessing this device. The exact number C Save 3
is entered in the User Limit field below. This feature
allows the user to share the wireless network traffic
and the client using multiple APs. If this function is

enabled and when the number of users exceeds this
value, or the network utilization of this AP exceeds
the percentage that has been specified, the DAP-2610 will not allow clients to associate with the AP.

User Limit: Set the maximum amount of users that are allowed access (zero to 64 users) to the device using the specified wireless
band. The default setting is 20.

11n Preferred: Use the drop-down menu to Enable the 11n Preferred function. The wireless clients with 802.11n protocol will have
higher priority to connect to the device.

Network Utilization: Set the maximum utilization of this access point for service. The DAP-2610 will not allow any new clients to associate
with the AP if the utilization exceeds the value the user specifies. Select a utilization percentage between 100%, 80%,
60%, 40%, 20%, and 0%. When this network utilization threshold is reached, the device will pause for one minute to al-
low network congestion to dissipate.
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Aging out:

RSSI Threshold:

Data Rate Threshold:

ACL RSSI:

ACL RSSI Threshold:

Use the drop-down menu to select the criteria of disconnecting the wireless clients. Available options are RSSI and Data
Rate.

When RSSl is selected in the Aging out drop-down menu, select the percentage of RSSI here. When the RSSI of wireless
clients is lower than the specified percentage, the device disconnects the wireless clients.

When Data Rate is selected in the Aging out drop-down menu, select the threshold of the data rate here. When the
data rate of wireless clients is lower than the specified number, the device disconnects the wireless clients.

Use the drop-down menu to Enable the function. When enabled, the device denies the connection request from the
wireless clients with the RSSI lower than the specified threshold below.

Set the ACL RSSI Threshold.
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Enable Multi-SSID:
Band:

Index:

SSID:

SSID Visibility:

Security:

Priority:

WMM (Wi-Fi
Multimedia):

Multi-SSID

The device supports up to four multiple Service Set Identifiers. You can set the Primary SSID in the Basic > Wireless section. The SSID’s factory
default setting is dlink. The SSID can be easily changed to connect to an existing wireless network or to establish a new wireless network.

Check to enable support for multiple SSIDs.
Select 2.4GHz or 5GHz.

You can select up to seven multi-SSIDs. With the Primary
SSID, you have a total of eight multi-SSIDs.

Service Set Identifier (SSID) is the name designated for a
specific wireless local area network (WLAN). The SSID’s
factory default setting is dlink. The SSID can be easily
changed to connect to an existing wireless network or to
establish a new wireless network.

Enable or Disable SSID visibility. Enabling this feature
broadcasts the SSID across the network, thus making it
visible to all network users.

The Multi-SSID security can be Open System, WPA-
Personal, or WPA-Enterprise. For a detailed description
of the Open System parameters, please go to page 20. For
a detailed description of the WPA-Personal parameters
please go to page 21. For a detailed description of the
WPA-Enterprise parameters please go to page 22.

Select the priority level of the SSID selected.
WMM stands for Wi-Fi Multimedia. Enabling this feature

will improve the user experience for audio and video
applications over a Wi-Fi network.

® DAP-2610
[=l-{& Basic Settings
- = Wireless
El-f@Advanced Settings
= Performance
-2 Wireless Resource
-2 Multi-SSID
-2 Intrusion
-5 Schedule
-2 Internal RADIUS Server
- = ARP Spoofing Prevention
-5 Bandwidth Optimization
B-f Captive Portal
(- DHCP Server
- Filters

[l Traffic Control
E-fistatus

[J Enable Multi-55ID Enable Priority
— Wireless Setting

Band

Index Primary SSID v

SSID

SSID Visibility Enable v

Security Open System v

Priority 0~

WMM (Wi-Fi Multimedia) Enable
— Key Setting:

Encryption Disable Enable

Key Type HEX w Key Size ~

Key Index(1~4) 1w

Network Key L 1

Confirm Key ]

(0-9,3z,A-Z,~1@#$% 8 (_+ -={1"\:"./<>?)
( ada )
Index SSID Band Encryption Delete
Primary SSID dlink 2.4 GHz Mone
( sae )
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Encryption:

Key Type:

Key Size:

Key Index (1-4):
Key:

WPA Mode:

Cipher Type:

Group Key Update Interval:
Pass Phrase:

Confirm Pass Phrase:

RADIUS Server:

RADIUS Port:

RADIUS Secret:

When you select Open System, toggle between Enable and Disable. If Enable is selected, the Key Type, Key Size, Key Index
(1~4), Key, and Confirm Keys must also be configured.

Select HEX or ASCII.

Select 64-bit or 128-bit.

Select from the 1st to 4th key to be set as the active key.

Input up to four keys for encryption. You will select one of these keys in the Key Index drop-down menu.

When you select either WPA-Personal or WPA-Enterprise, you must also choose a WPA mode from the drop-down menu:
AUTO (WPA or WPA2), WPA2 Only, or WPA Only. WPA and WPA2 use different algorithms. AUTO (WPA or WPA2) allows you to
use both WPA and WPA2. In addition, you must configure Cipher Type, and Group Key Update Interval.

Select Auto, AES, or TKIP from the drop-down menu.

Select the interval during which the group key will be valid. The default value of 3600 is recommended.

When you select WPA-Personal, please enter a pass phrase in the corresponding field.

When you select WPA-Personal, please re-enter the pass phrase entered in the previous item in the corresponding field.

When you select WPA-Enterprise, enter the IP address of the RADIUS server. In addition, you must configure RADIUS port and
RADIUS Secret.

Enter the RADIUS port.

Enter the RADIUS secret.
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VLAN

VLAN List

The DAP-2610 supports VLANs. VLANs can be created with a name and VID. Mgmt (TCP stack), LAN, primary/multiple SSID, and WDS connections
can be assigned to VLANSs as they are physical ports. Any packet which enters the DAP-2610 without a VLAN tag will have a VLAN tag inserted

with a PVID. The VLAN List tab displays the current VLANSs.

VLAN Status: Usetheradio button to check Enable. Next,go ; ;| i I | E ” |
to the Add/Edit VLAN tab to add or modify an

item on the VLAN List tab. VLAM Status : @ pisable ) Enable (_ Save
VLAMN Mode @ Static(2.4G), Static(5G)
VLAN Mode: The current VLAN mode is displayed. VLAN List | Portlist |  Add/EditVLAN |  PVID Sefting |

Untag VLAN Ports Edit Delete
Mgmt, LAN,
Primary(2.4G), 5-1(2.46G),
5-2(2.46), 5-3(2.4G), S-
4(2.4G), 5-5(2.4G), S- 4 :
- default 6(2.4G), 5-7(2.4G), L4 )
Primary(5G), 5-1(5G), S-
2(5G), 5-3(5G), 5-4(5G),
5-5(5G), 5-6(5G), 5-7(5G)
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The Port List tab displays the current ports. If you want to configure the guest and internal networks on a Virtual LAN (VLAN), the switch and

Port List

DHCP server you are using must also support VLANSs. As a prerequisite step, configure a port on the switch for handling VLAN tagged packets as
described in the IEEE 802.1Q standard.

VLAN Status

Port Name
Tag VID
Untag VID

PVID

: Use the radio button to toggle to Enable. Next, go to the Add/Edit
VLAN tab to add or modify an item on the VLAN List tab.

: The name of the port is displayed in this column.
: The tagged VID is displayed in this column.
: The untagged VID is displayed in this column.

: The port VLAN identifier is displayed in this column.

VLAN Settings

Port Name
Mgmt

LAN
Primary(2.4G)
Primary(5G)
5-1(2.4G)
5-2(2.4G)
S5-3(2.4G)
5-4(2.4G)
5-3(2.4G)
S-6(2.4G)
5-7(2.4G)
5-1(5G)
S-2(5G)
5-3(5G)
5-4(5G)
S-5(5G)
5-6(3G)
S5-7(5G)

VLAN Status :
VLAN Mode :

® pisable ) Enable
Static(2.4G), Static(5G)

VLANList | PortList |  Add/Edit VLAN

Tag VID

| Save )

| PvID Setting |
Untag VID

e e e R S T e e e e e e

»-n-n-»-.-l-.-»-.-»-.-»-.-»-.-»—.-»-l-g

L]
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The Add/Edit VLAN tab is used to configure VLANs. Once you have made the desired changes, click the Save button to let your changes take

effect.

VLAN Status:

VLAN ID:

VLAN Name:

Add/Edit VLAN

Use the radio button to check Enable.

Provide a number between 1 and 4094 VLAN Status :
for the internal VLAN. VLAN Mode
VLAN List |

Enter the VLAN to add or modify.

® pisable ) Enable

. Static(2.4G), Static(5G)

PortList |  Add/Edit VLAN

Save

= =

|  PVID Setting |

— 2.4GHz

VIANID(VID) [ |  VLAN Name |
Port
Untag All
Tag
Not Member All

Select Al Mgmt  LAN

MSSID Port
Untag Al
Tag
Not Member Al

5-3

54 55 56 57

—oGHz

MSSID Port
Untag Al
Tag
Not Member Al
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PVID Settings

The PVID Settings tab is used to enable/disable the Port VLAN Identifier Auto Assign Status as well as to configure various types of PVID settings.

Click the Save button to let your changes take effect.

VLAN Status: Use the radio button to toggle between
Enable and Disable.

PVID Auto Assign Status: Use the radio button to toggle PVID auto
assign status to Enable.

VLAM Status : @ Dizable () Enable Save )
VLAN Mode © Static(2.4G), Static(5G)
VIANList | Portlist |  Add/Edit VLAN PVID Setting |
PVID Auto Assign Status Disable Enable
Port Mgmt LAN
PVID
— 2.4GHz

MSSID Port
PVID

— 3GHz

MSSID Port
PVID
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Intrusion

The Wireless Intrusion Protection window is used to set your APs to All, Valid, Neighborhood, Rogue, and New. Click the Save button to let
your changes take effect.

Wireless Band: Select 2.4GHz or 5GHz.

Detect: Click this button to initiate a scan of the

K ™ DAP-2610 lﬂ‘iﬂiii |Ei£l i'ﬂﬂ Eﬂﬂﬂ
network. E-§@Basic Settings

: \L’\gﬁless Wireless Band
AP List: Click the drop-down menuto select All, |, 20 .
Valid, Neighbor, Rogue, and New. The s f\:’;:;f;:::;;zw
following is a definition of the listed AP 5 tru B e Bad O LastSeen Stalus
. . 2 Int

categories: "2 Scheaue

. H ; ; -2 Internal RADIUS S
Valid: An AP which is authenticated to e AR Swootng Proseion

H : H H = Bandwidth Optimization

the network with encryption is classified o Captve P
as Valid - DHCP Server

. . . (-l Filters
NelgthI’: A detected AP W|th a Weak [jﬁ Traffic Control Set as Valid || Set as Neighborhood || Set as Rogue H Set as New |

. I t th . I ﬁ d t - pestatus (O Mark All New Access Points as Valid Access Points

Slgna S reng IS Cclassifned as a SUSpeC (O Mark All New Access Points as Rogue Access Points
neighbor. e

Rogue: An AP that has been installed
on the secure network without explicit
authorization.

New: An alternative category.

From the AP List, select a detected

AP and click Set as Valid, Set as
Neighborhood, Set as Rogue, or Set
as New to manually define the category
type for the AP. Alternatively, click the
radio button to mark all new access
points as valid or rogue.

Save: Click to save the updated configuration.
To make the updates permanent, click
Configuration > Save and Activate.
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Schedule

The Wireless Schedule Settings window is used to add and modify scheduling rules on the device. Click the Save button to let your changes
take effect.

Wireless Schedule: Use the drop-down menu to enable the device’s

. DAP-2610
scheduling feature.
£y “{" Maintenance ~ = Configuration - - 2 ®) Help
. . - y . .
Name: Enter a name for the new scheduling rule in the field || =70 | Wireless Schedule Setings |
provided, :::2 \L":ﬁ'ess Wireless Schedule
-5 1P
) Bl Advanced Settings Name |:|
Index: Use the drop-down menu to select the desired SSID. 2 Performance —
f::] ere_less Resource Index Primary SSID 2.4G v
B ss0
SSID: Thisread-onlyfield indicates the current SSID in use.To = Intrusion Day(s) AllWeek  Select Day(s)
2 Schedul
= Schedule

create a new SSID, go to the Wireless Settings window
(Basic Settings > Wireless).

nternal RADIUS Server Sun Mon Tue Wed Thu Fri Sat

ARP Spoofing Prevention All Day(s)
- = Bandwidth Optimization

- Captive Portal Start Time |:| : |:| (hourminute, 24 hour time)
B 2 DHCP Server End Time I:l : I:l (hour:minute, 24 hour time) | Ovemnight
|58 Filters

Day(s): Toggle the radio button between AllWeek and Select || ~ =77

Day(s). If the second option is selected, check the ||* ¥swts

specific days you want the rule to be effective on. Day(s) Time Frame  Wireless Edit DEL

All Day(s): Check this box to have your settings apply 24 hours
aday.

+: To the end time of the next day overnight.

Start Time: Enter the beginning hour and minute, using a 24-hour
clock.

End Time: Enter the ending hour and minute, using a 24-hour
clock.
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Internal RADIUS Server

The DAP-2610 features a built-in RADIUS server. Once you have finished adding a RADIUS account, click the Save button to let your changes take
effect. The newly-created account will appear in the RADIUS Account List. The radio buttons allow the user to enable or disable the RADIUS account.

Click the icon in the delete column to remove the RADIUS account. We suggest you limit the number of accounts to 30.

User Name: Enter a name to authenticate user access to the

internal RADIUS server.

Password: Enter a password to authenticate user access to the
internal RADIUS server. The length of your password

should be 8 to 64 characters.

Status: Toggle the drop-down menu between Enable and

Disable.

RADIUS Account List: Displays the list of users.

DAP-2610

® 4P 2610

-
i--ﬁﬂasit Settings
£l advanced Secongs

i = Performance
Wirless Resource
Muti-S810
- VLAN

? Intruzion

2 Schedule
i & Internal RADIUS Server
_‘:" ARP Spoofing Prevenfion
2 Bandwidth Oplimzalion
. E-fil Caotive Poral

i B Traffic Control
&l Status

® Hep

Add RADIUS Account

User Hame

Pascword

statue Erable v |

RADIUS Account list

Utser Name

Disable

Delete
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ARP Spoofing Prevention

The ARP Spoofing Prevention feature allows users to add IP/MAC address mapping to prevent ARP spoofing attacks.

ARP Spoofing Prevention:

Gateway IP Address:

Gateway MAC Address:

This check box allows you to enable the ARP
spoofing prevention function.

Enter a gateway IP address.

Enter a gateway MAC address.

: DAP-2610

El-{@ Basic Settings

2 Wireless

?::] LAN

?::] IPvE

B Advanced Settings
-5 Performance

- = Wireless Resource
- Multi-SSID

= VLAN

Intrusion
Schedule

Internal RADIUS Server

-2 Bandwidth Optimization
E-f@ Captive Portal

(-l DHCP Server

-l Filters

B Traffic Control

B filiStatus

DAP-2610

¥ Help

= ARP Spoofing Prevention

Gateway IP Address

Gateway MAC Address

Gateway Address List
Total Entries: 0 Delete A
Gateway IP Address Gateway MAC Address Edit Delete
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Bandwidth Optimization

The Bandwidth Optimization window allows the user to manage the bandwidth of the device and arrange the bandwidth for various wireless
clients. When the Bandwidth Optimization rule is finished, click the Add button. To discard the Add Bandwidth Optimization Rule settings, click the
Clear button. Click the Save button to let your changes take effect.

Enable Bandwidth
Optimization:

Usethedrop-down menutoenablethe Bandwidth
Optimization function.

DAP-2610

" Maintenance ~ ™" Configuration v ] 2] #) Help
. . . . L. * DAP-2610 : —
Downlink Bandwidth: Enter the downlink bandwidth of the device in |2 geasc setings b
Mbits per second. 5 o optmizaton
-2 IPV6 Downlink Bandwidth 80 Mbits/sec
. e . . . . D"‘Ai]" T i Upiink Bandwidtn 80 Mbits/sec
Uplink Bandwidth: Enterthe uplink bandwidth of the device in Mbits ::;3] Wrdss Resucs
per Second. é] VLAN Rule Type Allocate average BW for each station v
-5 Intrusion Band 5
= Schedule

Rule Type:

Use the drop-down menu to select the type
that is applied to the rule. Available options are:

- = Internal RADIUS Server
= ARP Spoofing Prevention
... Bandwidth Optimization

SSID Index
Downlink Speed

“ -l Captive Portal Uplink Speed Kbits/sec v
Allocate average BW for each station, Allocate r:---g DHCP Server e
0 . []' Flt -
maximum BW for each station, Allocate | = s i cono
o o -l Status
different BW for 1a/b/g/n stations, and Allocte N 5D e meremd o

specific BW for SSID. The rules are described
below.

Allocate average BW
for each station:

The AP will distribute average bandwidth for
each client.

Allocate maximum BW
for each station:

Specify the maximum bandwidth for each
connected client. Reserve certain bandwidth for
future clients.

Allocate different BW
for a/b/g/n stations:

The weight of the 11b/g/n and 11a/n clients
are 10%/20%/70% and 20%/80%. The AP will
distribute different bandwidth for 11a/b/g/n
clients.
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Allocate specific BW for All clients share the total bandwidth.
SSID:

Band: Use the drop-down menu to toggle the wireless band between 2.4GHz and 5GHz.
SSID Index: Use the drop-down menu to select the SSID for the specified wireless band.
Downlink Speed: Enter the limitation of the downloading speed in either Kbits/sec or Mbits/sec for the rule.

Uplink Speed: Enter the limitation of the uploading speed in either Kbits/sec or Mbits/sec for the rule.
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Captive Portal

Authentication Settings - Web Redirection Only

The Captive Portal is a built-in web authentication server. When a station connects to an AP, the web browser will be redirected to a web authentication
page. In this window, user can view and configure the Captive Portal settings. After selecting Web Redirection Only as the Authentication Type,
we can configure the redirection website URL that will be applied to each wireless client in this network.

Session timeout Enter the session timeout value here. This value

DAP-2610

. . - »
(1-1440): can be from 1 to 1440 minutes. By default, this D-Link
value is 60 minutes. &  Home *{" Maintenance v ™ Configuration ~ > 2 ¥
- Basic Settings
Band: Select 2.4GHz or 5GHz. B Wirless Bang
2 IPV6 SSID Index
. . . El-f@ Advanced Settings : i
SSID Index:  Select the SSID for this authentication. - Performance \deTimeout (+1440) [0 imtsts)
-2 Wireless Resource Authentication Type
- =) Multi-SSID — Web Redirection Interface Seftings
. . . . -5 VLAN S
Authentication Type: Select the captive portal encryption type -2 Intrusion Web Redirection Stae  Enzble
. -2 Schedul v
here. The options to choose from are "2 ntomal RaDIUS Server [ || UREPER [hto] v]|
Web Redi N -2 ARP Spoofing Prevention IF_'I"te_rfao_esem"gs_ — g s
e ed 1 rect|on, Userna me,PaSSWO rd, .2 Bandwidth Optimization Please enable VLAN, and make sure IP subnet of each VLAN Group and LAN are different.
Passcode, Remote RADIUS, LDAP and c DE:;Zﬁﬁf;m Settngs LPIL:NS:E:,J
POP3. In this section we'll discuss the Web wcomee Bl e e
. . . "2 Walled Garden R
Redirection option. -8B DHCP Server 1P Address ]
s Subnet Mask ]
. . . . | Traffic Control
Web Redirection State: Default setting is Enable when select Web = s e I
— L ]
Redirection Only. o
[ Save )
URL Path: Select whether to use either HTTP or HTTPS e e
here. After selecting either http:// or https://,
enter the URL of the website that will be used
in the space provided.
IPIF Status: Selectto Enable or Disable the Captive Portal
with its IP interface feature here.
VLAN Group: Enter the VLAN Group ID here.
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Get IP From:

IP Address:
Subnet Mask:
Gateway:

DNS:

Static IP (Manual) is chosen here. Choose this option if you do not have a DHCP server in your network, or if you wish
to assign a static IP address to the DAP-2610. When Dynamic IP (DHCP) is selected, the other fields here will be grayed
out. Please allow about 2 minutes for the DHCP client to be functional once this selection is made.

Assign a static IP address that is within the IP address range of your network.

Enter the subnet mask. All devices in the network must share the same subnet mask.

Enter the IP address of the gateway/router in your network.

Enter a DNS server IP address. This is usually the local IP address of your gateway/router.
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Authentication Settings - Username/Password

The Captive Portal is a built-in web authentication server. When a station connects to an AP, the web browser will be redirected to a web authentication
page. In this window, you can view and configure the Captive Portal settings. After selecting Username/Password as the authentication type, you
can configure the Username/Password authentication that will be applied to each wireless client in this network.

Session timeout Enter the session timeout value here. This value
(1-1440): can be from 1 to 1440 minutes. By default, this

DAP-2610

. . % [ L
value is 60 minutes. : - o ter
==} EBasic Settings_
Band: Select2.4GHz or 5GHz. B § Advanced Settings e
-] Wireless Resource SSID Index
2 Multi-551D Idle Timeout (1-1440) [60  |Minute(s)
. . . = VLAN
SSID Index: Select the SSID for this authentication. S Intrusion Authentication Type
-5 Schedule —Web Redirection Interface Seftings

= Internal RADIUS Server

=) ARP Spoofing Prevention Web Redirection State

Authentication Type: Select the captive portal encryption type .2 Bandwidih Optimization T .
. =- Captive Portal -
here. The options to choose from are Web B S micuin atinge || PIntedacesettngs
. . chin Page Up‘Dad 1eg. enaor VLAN, and make sure 1 upnet of each VLAN Group ana LAN ar gifrerent.
Redirection, Username/Password, Passcode, ) MAC Bypass IPIF Status
. .= Walled Garden
Remote RADIUS, LDAP and POP3. In this - DHCP Server VLAN Group L1
. . - Filt Get IP Fi static IP(Manual) +
section we'll discuss the Username/Password &8 Traffc contrl o —
. E-fi Stati
option. o Subnet Mask ]
ateway —

DNS [

r—Username/Password Settings

Web Redirection State: Select Enable to enable the website redirection

feature. Username
URL Path: Select whether to use either HTTP or HTTPS

here. After selecting either http:// or https://,
enter the URL of the website that will be used
in the space provided.

IPIF Status: Select to Enable or Disable the Captive Portal

with its IP interface feature here. -t

Band SSID Index Captive Profile Edit Delete

VLAN Group: Enter the VLAN Group ID here.
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Get IP From: Static IP (Manual) is chosen here. Choose this option if you do not have a DHCP server in your network, or if you wish to
assign a static IP address to the DAP-2610. When Dynamic IP (DHCP) is selected, the other fields here will be grayed out.
Please allow about 2 minutes for the DHCP client to be functional once this selection is made.
IP Address: Assign a static IP address that is within the IP address range of your network.
Subnet Mask: Enter the subnet mask. All devices in the network must share the same subnet mask.
Gateway: Enter the IP address of the gateway/router in your network.
DNS: Enter a DNS server IP address. This is usually the local IP address of your gateway/router.

Username: Enter the username for the new account here.

Password: Enter the password for the new account here.
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Authentication Settings - Passcode

The Captive Portal is a built-in web authentication server. When a station connects to an AP, the web browser will be redirected to a web authentication
page. In this window, user can view and configure the Captive Portal settings. After selecting Passcode as the authentication type, we can configure
the passcode authentication that will be applied to each wireless client in this network.

Session Enter the session timeout value here. This value

. . . g DAP-2610
timeout(1-1440): can be from 1 to 1440 minutes. By default, this
value is 60 minutes. -~ : s
* DAP-2610 Eiﬂﬁi i EEEE' E iﬂii!ﬁiﬂ“
[-[§ Basic Settings
Band: Select 2.4GHz or 5GHz. 8 advances Setngs Band
=] Performance
= Wireless Resource SSID Index
SSID Index : Select the SSID for this authentication. aven e Tmeout (-1440) [0 Janutets
2 Intrusion Authentication Type
A A X X : Schedule —Web Redirection Interface Settings
Authentication Type: Selgct the captive portal encryption type h.ere. - ::;,z";;fjﬂﬁ;”;;j;;n Web Redirection State
Options to choose from are Web Redirection, - Bandurdh Optinizaton || | URL Path htp://_

=@ Captive Portal -
.2 Authentication Settings 1P Interface Settings

Login Page Upload Please enable VLAN, and make sure IP subnet of each VLAN Group and LAN are different.

Username/Password, Passcode, Remote

RADIUS, LDAP and POP3. In this section we'll 2 wACBypes: IPIF Status
discuss the Passcode option. 558 DHCP Saver VLAN Group 1
B Filters Get IP From Static IP{(Manual)
B Traffic Control o
Web Redirection State: Select Enable to enable the website redirection [ #stus e %
feature. Gateway I
URL Path: Select whether to use either HTTP or HTTPS ST
here. After selecting either http:// or https://, . .
. . Duration Hour
gnter the URL of ’Fhe website that will be used R :'Yearmm ooy (= el T5]
in the space provided. ot ]

Delete All

IPIF Status : Select to Enable or Disable the Captive Portal
with its IP interface feature here.

Last Adtive Time User Limit  Delete

VLAN Group: Enter the VLAN Group ID here.

L Save ]

46



D-Link DAP-2610 User Manual

Get IP From:

IP Address:

Subnet Mask:
Gateway:

DNS:

Passcode Quantity:
Duration:

Last Active Day:

User Limit:

Static IP (Manual) is chosen here. Choose this option if you do not have a DHCP server in your network, or if you wish to
assign a static IP address to the DAP-2610. When Dynamic IP (DHCP) is selected, the other fields here will be grayed out.
Please allow about 2 minutes for the DHCP client to be functional once this is selected.

Assign a static IP address that is within the IP address range of your network.
Enter the subnet mask. All devices in the network must share the same subnet mask.
Enter the IP address of the gateway/router in your network.

Enter a DNS server IP address. This is usually the local IP address of your gateway/router.

Enter the number of tickets that will be used here.

Enter the duration value, in hours, for this passcode to last.

Select the last active date for this passcode here. Year, Month and Day selections can be made.

Enter the maximum amount of users that can use this passcode at the same time.
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Authentication Settings - Remote RADIUS

The Captive Portal is a built-in web authentication server. When a station connects to an AP, the web browser will be redirected to a web authentication
page. In this window, you can view and configure the Captive Portal settings. After selecting Remote RADIUS as the authentication type, we can
configure the Remote RADIUS authentication that will be applied to each wireless client in this network.

Session timeout Enter the session timeout value here. This value can be DAP.2610
(1-1440):  from 1to 1440 minutes. By default, this value is 60 minutes. o e— T T — W
. g~ Aﬂvanm'seimgs ~
Band: Select 2.4GHz or 5GHz. Brwammes || 20
B :‘1"&:559 ‘e Trmeout (1-1440) B2 Iminut=(s)
SSID Index: Select the SSID for this authentication. Doneue || e edrecton ntrace eting
| 7| ARF Spoofing Frevention e
. . . . . D@ Ea;;ve b :TL Path _— .
Authentication Type: Select the captive portal encryption type here. Options 2 Do Peom oca ] || s enble AN and e LAN G LAl e 5
to choose from are Web Redirection, Username/ [ ST | et '
Password, Passcode, Remote RADIUS, LDAP and POP3. 3 B i S

- Status P Address

Web Redirection State:

URL Path:

IPIF Status:

VLAN Group:

Get IP From:

In this section we'll discuss the Remote RADIUS option.

Select Enable to enable the website redirection
feature.

Select whether to use either HTTP or HTTPS here. After
selecting either http:// or https://, enter the URL of the
website that will be used in the space provided.

Select to Enable or Disable the Captive Portal with its
IP interface feature here.

Enter the VLAN Group ID here.

Static IP (Manual) is chosen here. Choose this option
if you do not have a DHCP server in your network, or if
you wish to assign a static IP address to the DAP-2610.
When Dynamic IP (DHCP) is selected, the other fields
here will be grayed out. Please allow about 2 minutes
for the DHCP client to be functional once this selection
is made.

Subnet Mask
Gataway
ohs

~ Remote RADIUS Satting:

Radius Server Settings

e —
Radius Secret [ ]
Remote RADIUS Typs

NAS ID [Cismble ] | ]

Secondary radius Server Settings

Redius Senver [ ] Reduspot
Fadius Secret [ ]
Remote RADIUS Typ=

Third radius Server Settings

e —

Radius Secrat [

Remote RADIUS Typs Spap e

— Radius account server
Primary Accounting Server Settings

Accounting Mada

I [ o e

Accounting Seast |

Secondary Accounting Server Settings (optional)

somtrosave [ | scoeigron (55 ]

Accounting Secrst |

Third Accounting Server Settings (optional)

AccountigServer [ | AmowtingPort 1813 |

Accounting Secst |
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IP Address:
Subnet Mask:
Gateway:
DNS:

Radius Server:
Radius Port:
Radius Port:

Remote Radius Type:

Assign a static IP address that is within the IP address range of your network.
Enter the subnet mask. All devices in the network must share the same subnet mask.

Enter the IP address of the gateway/router in your network.

Enter a DNS server IP address. This is usually the local IP address of your gateway/router.

Enter the RADIUS server’s IP address here.
Enter the RADIUS server’s port number here.
Enter the RADIUS server’s shared secret here.

Select the remote RADIUS server type here. Currently, only SPAP will be used.
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Authentication Settings - LDAP

The Captive Portal is a built-in web authentication server. When a station connects to an AP, the web browser will be redirected to a web authentication
page. In this window, user can view and configure the Captive Portal settings. After selecting LDAP as the authentication type, we can configure
the LDAP authentication that will be applied to each wireless client in this network.

Session timeout

(1-1440): from 1to 1440 minutes. By default, this value is 60 minutes. CAEZR10
an - onfigurali . | Logout % Help
2 e s A
Band: Select 2.4GHz or 5GHz. g:m?j;;ced‘ﬁimgs Bond
S Wreioos Resourcs SSID Incex
. . . . B Mull-SSID Idie Timeout (1-1440) B0 Minute(s)
SSID Index: Select the SSID for this authentication. S "
7 Schedule —Web Redirection Interface Settings
Authentication Type: Select the captive portal encryption type here. 2 A6 Spoving rovenon | | | 8eb Reiecion Stote
Options to choose from are Web Redirection, Username/ | - o™ ™ || e 0 el
Password, Passcode, Remote RADIUS, LDAP and POP3. | 2 LoinPage uiond | || e cnatie v, and moke s 7 sunet 40 e e
In this section we'll discuss the LDAP option. | | [Rwemam [l
| & I-:D:;:SEWE[ GetIPFrm: Static IP(Manual) v
+ ;Sl’an‘.n:aﬁc Control IP Address
Web Redirection State: Select Enable to enable the website redirection feature. subnet Hosk [
URL Path: Select whether to use either HTTP or HTTPS here. After [ -
selecting either http:// or https://, enter the URL of the — —
website that will be used in the space provided. P
Authenticate Mode
usemame 1
passuoa —
IPIF Status: Select to Enable or Disable the Captive Portal with its IP _— : :Ed)>
interface feature here. centy | | Outo copy
( sae )
VLAN Group: Enter the VLAN Group ID here. T ——T Cape prfic Ei— pdac
Get IP From: Static IP (Manual) is chosen here. Choose this option if
you do not have a DHCP server in your network, or if you
wish to assign a static IP address to the DAP-2610. When

Enter the session timeout value here. This value can be

Dynamic IP (DHCP) is selected, the other fields here will

be grayed out. Please allow about 2 minutes for the DHCP client to be functional

once this selection is made.
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IP Address:
Subnet Mask :

Gateway :

DNS:

Server:

Port:

Authenticate Mode:
Username:
Password:

Base DN:

Account Attribute:

Identity:

Assign a static IP address that is within the IP address range of your network.
Enter the subnet mask. All devices in the network must share the same subnet mask.

Enter the IP address of the gateway/router in your network.

Enter a DNS server IP address. This is usually the local IP address of your gateway/router.

Enter the LDAP server’s IP address or domain name here.

Enter the LDAP server’s port number here.

Select the authentication mode here. Options to choose from are Simple and TLS.
Enter the LDAP server account’s username here.

Enter the LDAP server account’s password here.

Enter the administrator’s domain name here.

Enter the LDAP account attribute string here. This string will be used to search for clients.

Enter the identity’s full path string here. Alternatively, select the Auto Copy checkbox to automatically add the generic full

path of the web page in the identity field.
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Authentication Settings - POP3

The Captive Portal is a built-in web authentication server. When a station connects to an AP, the web browser will be redirected to a web authentication
page. In this window, user can view and configure the Captive Portal settings. After selecting POP3 as the Authentication Type, we can configure
the POP3 authentication that will be applied to each wireless client in this network.

Session timeout Enter the session timeout value here. This value 1
(1-1440): can be from 1 to 1440 minutes. By default, this _ ' | DAP-2610

. . X ]
value is 60 minutes. ’ =
E";s;\acn.‘:;ﬂ;g;mgs Band
Band: Select2.4GHz or 5GHz. L e e =i
: \"fL“:ir;SS'D dle Timeout (1-1440) 60 |minutets)
. . . = Intrusion Authentication Type
SSID Index:  Select the SSID for this authentication. ~Ssomae | weh Redrecton teace sectngs
2| ARP Spoofing Prevention RlcHiiS RS Sias
’ Eand_width Opfimization URL Path v
Authentication Type: Select the captive portal encryption type here. 2 et setnge || WP IntfacsSettings
A . . LDQIH Fage Upluad Yease enable VLAN, and make sure IP subnet of each VLAN Group and LAN are aniterent.

Options to choose from are Web Redirection, B M Bypase TP Statis

Username/Password, Passcode, Remote 28 ovcp s S —

RADIUS, LDAP and POP3. In this section we'll - Lo 1P Address L ]

. . Subnet Mask I:l

discuss the POP3 option. i ]

DNS :l

Web Redirection State: Select Enable to enable the website redirection [ —
feature. Por
Connection Type
URL Path: Select whether to use either HTTP or HTTPS e O

SSID Index

Captive Profile

here. After selecting either http:// or https://,
enter the URL of the website that will be used
in the space provided.

IPIF Status: Select to Enable or Disable the Captive Portal
with its IP interface feature here.

VLAN Group: Enter the VLAN Group ID here
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Get IP From: Static IP (Manual) is chosen here. Choose this option if you do not have a DHCP server in your network, or if you wish to
assign a static IP address to the DAP-2610. When Dynamic IP (DHCP) is selected, the other fields here will be grayed out.
Please allow about 2 minutes for the DHCP client to be functional once this selection is made.

IP Address: Assign a static IP address that is within the IP address range of your network.
Subnet Mask: Enter the subnet mask. All devices in the network must share the same subnet mask.
Gateway: Enter the IP address of the gateway/router in your network.
DNS: Enter a DNS server IP address. This is usually the local IP address of your gateway/router.
Server: Enter the POP3 server’s IP address or domain name here.

Port: Enter the POP server’s port number here.

Connection Type: Select the connection type here. Options to choose from are None and SSL/TLS.
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Login Page Upload

In this window, users can upload a custom login web page that will be used by the captive portal feature. Click the Browse button to navigate to
the login style located on the managing computer and then click the Upload button to initiate the upload.

Upload Login Style Inthisfield, the path to the login style file that will
from file: be uploaded will be displayed. Alternatively, the

x= DAP-2610
path can be manually entered here. D-Link
& Home *{" Maintenance ~ ™ Configuration ~ )
. . . - . "
Login Page Style List :  Select the wireless band and login style that will E;_;p;:f;mngs | lognPageUpiad |
be used in each SSID here. Click the Download |~ ##danced Settings Upload Login Style From Local Hard Drive
button to download the template file for the B Viross Recoure (A e 5] pe. || vpoud |
login page. Click the Del button to delete the -Rwa el space A
=] Schedule Login P; Style List
template file. -2 Internal RADIUS Server mreT;s:::nd © [2.4GHz ]
2 et oo
=1 Bandwii plimization =
E-{i Captive Portal 1 pages_default.tar e ® (] . . . ) . H
L2 Authentication Settings 2 pages_headerpic.tar - EH
=] Login Page Upload 3 pages_license.tar O H
-2 MAC Bypass
"2 Walled Garden
[#1-[ DHCP Server
[-[ Filters
{8 Traffic Control
(-5 Status
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MAC Bypass

The DAP-2610 features a wireless MAC Bypass feature that may be configured here. Once you are finished with these settings, click the Save
button.

Wireless Band: Select the wireless band for the MAC Bypass

feature SR
3 e = Configuraion ~ ! ! 1#)Help
SSID Index: Select the SSID for the MAC Bypass feature. 2 s Ty T —
[¥-[@e Basic Settings
El @'A%vanced Settings Wireless Band
. =] Performance
MAC Address: Enter each MAC address that you wish to B Wt Resnure S mcs Primary SSID v
. . . . 2 Multi-SSID i : _ )
include in your bypass list and click Add. 5 vian el
2 Infrusion ress Delete
= Schedule
. . . . Y
MAC Address List: When a MAC address is entered, it appears in B ARF Spacteg Provenion

this list. Highlight a MAC address and click the [5112- e ro "
Delete icon to remove it from this list. e e
= MAC Bypass

.2 Walled Garden upload MAC File
Upload File: To upload a MAC bypass list file, click Browse i i Upload File : I 2. || upead
and navigate to the MAC bypass list file saved | &8 Trafc conral TR
on the computer and then click Upload. g B

Csae D
Load MACFile to Local To download MAC bypass list file, click
Hard Driver: Download to save the MAC bypass list.
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DHCP Server

Dynamic Pool Settings

The DHCP address pool defines the range of the IP address that can be assigned to stations in the network. A Dynamic Pool allows wireless

stations to receive an available IP with lease time control. If required, the DAP-2610 is capable of acting as a DHCP server.

Function Enable/Disable:

IP Assigned From:

IP Pool Range (1-254):

Subnet Mask:

Gateway:

WINS:

DNS:

Domain Name:

Lease Time:

Dynamic Host Configuration Protocol (DHCP) assigns
dynamic IP addresses to devices on the network. This
protocol simplifies network management and allows new
wireless devices to receive IP addresses automatically
without the need to manually assign new IP addresses.
Select Enable to allow the DAP-2610 to function as a
DHCP server.

Input the first IP address available for assignment on your
network.

Enter the number of IP addresses available for assignment.
IP addresses are increments of the IP address specified in the
IP Assigned From field.

£

 Maintenance ~

* DAP-2610
[+-[ Basic Settings
E-f@Advanced Settings
~ = Performance

= Wireless Resource

= Multi-55ID
-2 VLAN
~+ =] Intrusion

= Schedule

= Intemal RADIUS Server
=] ARP Spoofing Prevention
= Bandwidth Optimization
[ [ Captive Portal
{4 DHCP Server
-] Dynamic Pool Settings
= Stalic Pool Setfings

= Current IP Mapping List
B Filters
- Traffic Control
[-fj Status

-. Configuration ~

DAP-2610

%) Help

DHCP Server Control
Function Enable/Disable
Dynamic Pool Settings
IP Assigned From

IP Pool Range(1-254)
Subnet Mask
Gateway

WINS

DNS

Domain Name

Lease Time (60 - 31536000 sec)

angmic Eool Seﬁgg;

B
255.255.255.0

II

Il

=

link-ap

I

04800

Save

All devices in the network must have the same subnet mask to communicate. Enter the subnet mask for the network

here.

Enter the IP address of the gateway on the network.

Specify the Windows Internet Naming Service (WINS) server address for the wireless network. WINS is a system that

determines the IP address of a network computer that has a dynamically assigned IP address.

Enter the IP address of the Domain Name System (DNS) server. The DNS server translates domain names such as

www.dlink.com into IP addresses.

Enter the domain name of the network, if applicable.

The lease time is the period of time before the DHCP server will assign new IP addresses.
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Static Pool Setting

The DHCP address pool defines the range of IP addresses that can be assigned to stations on the network. A static pool allows specific wireless

stations to receive a fixed IP without time control.

Function Enable/Disable:

Assigned IP:

Assigned MAC Address:

Subnet Mask:

Dynamic Host Configuration Protocol (DHCP)
assigns IP addresses to wireless devices on

| Static PoolSettngs .|

the network. This protocol simplifies network || DHEP Server Control
management and allows new wireless devices || Function EnableDisable
to receive IP addresses automatically without || Static Pool Setting
the need to manually assign IP addresses. Select || o=t Hame

Enable to allow the DAP-2610 to function as a || #ssienedif

DHCP server.

Assigned MAC Address

Subnet Mask
Use the Static Pool Settings to assign the same IP || catews,
address to a device every timeyou startup.The P || e
addresses assigned in the Static Pool listmustNOT || . .o

beinthe same|P range as the Dynamic Pool. After
you have assigned a static IP address to a device
via its MAC address, click Apply; the device will
appear in the Assigned Static Pool at the bottom
of the screen.

Enter the MAC address of the device requesting
association here.

Define the subnet mask of the IP address specified
in the IP Assigned From field.

Domain Name

Enable |w |

[ ]
1]
| - | i'l

nkep ]

MAC Address IP Address

Edit

Delete

Gateway: Specify the gateway address for the wireless network.

WINS: Specify the Windows Internet Naming Service (WINS) server address for the wireless network. WINS is a system that
determines the IP address of a network computer with a dynamically assigned IP address, if applicable.

DNS

Domain Name

: Enter the DNS server address for your wireless network.

: Specify the domain name for the network.
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Current IP Mapping List

This window displays information about the currently assigned dynamic and static IP address pools. This information is available when you
enable the DHCP server on the AP and assign dynamic and static IP address pools.

Current DHCP Dynamic
Profile:

Binding MAC Address:

Assigned IP Address:

Lease Time:

Current DHCP Static Pools:

Binding MAC Address:

Assigned IP Address:

Binding MAC Address:

Assigned IP Address:

These are IP address pools that the DHCP server
has assigned using the dynamic pool setting.

The MAC address of a device on the network
that is assigned an IP address from the DHCP
dynamic pool.

The current corresponding DHCP-assigned IP
address of the device.

The length of time that the dynamic IP address
will be valid.

These are the IP address pools of the DHCP
serverassigned through the static pool settings.

The MAC address of a device on the network
that is within the DHCP static IP address pool.

The current corresponding DHCP-assigned
static IP address of the device.

The MAC address of a device on the network
that is assigned an IP address from the DHCP
dynamic pool.

The current corresponding DHCP-assigned
static IP address of the device.

Current DHCP Dynamic Pools

Host Mame  Binding MAC Address

Current DHCP Static Pools
Host Mame  Binding MAC Address

Assigned IP Address

Assigned IP Address

Lease Time
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Filters
Wireless MAC ACL

This page allows the user to configure Wireless MAC ACL settings for access control.

Wireless Band: Displays the current wireless band rate.

DAP-2610
Access Control List: Select Disable to disable the filters function. : e T — i
: DAP-2610 iﬂﬂiﬁ Eii I!EE EE EEH-EEE
[]--ﬁBaswc Settings
Select Accept to accept only those devices with MAC || i#4dvanced settings VWireless Bang Total : 512 Used : 0
addressesin the Access Control List. All other devices SEEITILE
. . . SSID Index _r\mar\-I SSID v
not on the list will be rejected. RN C L 0000 =
1D MAC Address Delete
Select Reject to reject the devices with MAC = ARP Spoofing Prevention
. . -2 Bandwidth Optimization
addresses on the Access Control List. All other devices -8 Captive Portal
. . -8 DHCP Server
not on the list will be accepted. £ Filters
-2 Wireless MAC ACL
- \'\me Partition

MAC Address: Enter each MAC address that you wish to include in ’U___g'""if','fc"fnﬁ?“'”95 ot L T —

your filter list, and click Apply. * st
MAC Address List: When you entera MAC address, it appears in this list.
Highlight a MAC address and click Delete to remove
it from this list. Upload ACL File
Uplozd File - [ zze= |zznzn== | "Upload |
Current Client This table displays information about all the current [E,_ad A‘FL e
Information: connected stations. Serek
Save
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WLAN Partition

This page allows the user to configure a WLAN Partition.

Wireless Band:

Link Integrity:

Ethernet WLAN Access:

Internal Station Connection:

Displays the current wireless band.

Select Enable or Disable. If the Ethernet
connection between the LAN and the AP is
disconnected, enabling this feature will cause
the wireless segment associated with the AP
to be disassociated from the AP.

The default is Enable. When disabled, all
data from the Ethernet to associated wireless
devices will be blocked. Wireless devices can
still send data over the Ethernet interface.

The default value is Enable, which allows
stations to intercommunicate by connecting
to a target AP. When disabled, wireless
stations cannot exchange data on the same
Multi-SSID. In Guest mode, wireless stations
cannot exchange data with any station on
your network.

=

Wireless Band

Link Integrity

Ethernet to WLAN Access

Internal Station Connection
Primary SSID
Multi-S5I1D 1
Multi-SSID 2
Multi-SSID 3
Multi-SSID 4
Multi-SSID 5
Multi-S51D 6
Multi-SSID 7

@ Enable
Enable
Enable
Enable
Enable
Enable
Enable
Enable

) Disable

Dizable
Dizable
Disable
Disable
Disable
Dizable

Dizable

) Guest mode

Guest mode
Guest mode
Guest mode
Guest mode
Guest mode
Guest mode

Guest mode

| Save )
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IP Filter Settings

Enter the IP address or network address that will be used in the IP filter rule (or example, an IP address like 192.168.70.66 or a network address
like 192.168.70.0). This IP address or network will be inaccessible to wireless clients in this network.

Wireless Band :
IP Address:

Subnet Mask:

Upload IP Filter File:

Download IP Filter File:

Select 2.4GHz or 5GHz.
Enter the IP address or network address.

Enter the subnet mask of the IP address or
network address.

To upload an IP filter list file, click Browse and
navigate to the IP filter list file saved on the

computer, then click Upload.

To download an IP Filter list file, click Download .

[
E

* DAP-2610
[ Basic Settings
|-{@ Advanced Settings

- =] Performance
- =] Wireless Resource
2 Multi-SSID

= VLAN
Intrusion
=/ Schedule
- =] Intenal RADIUS Server
- =] ARP Spoofing Prevention
- = Bandwidth Optimization
B1-[@8 Captive Portal
[~ DHCP Server
El-j@ Filters
Wireless MAC ACL
WLAMN Pariition
IP Filter Settings
-8 Traffic Control

- [ Status

Wireless Band
551D Index
Filter State

IP Address
Subnet Mask

IP Address

Upload IP Filter File
Upload File :

Download IP Filter File
Load IP Filter File to Local
Hard Driver :

Add

J

Subnet Mask

Delete

BI%... | | Upload
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Traffic Control
Uplink/Downlink Setting

The Uplink/Downlink Settings page allow you to customize the downlink and uplink interfaces by specifying downlink/uplink bandwidth rates
in Mbits per second. These values are also used in the QoS and Traffic Manager windows. Once the desired uplink and downlink settings are
finished, click the Save button to let your changes take effect.

Ethernet: Checkthe boxto specify the Downlink or Uplink ST
Settlngs' 7"——_7 ﬁ‘ Help
® DAP-2610 ”Elﬂl iii Ei“ilﬂll EEEEE
Downlink Bandwidth: The downlink bandwidth in Mbits per second. || iessc settings
EHi Aivanced Settings Ethernet [ Dowmlink [J uplink
-5 Performance
. . . . . X .2 Wireless Resource 2.4GHz | SGHz |
Uplink Bandwidth: The uplink bandwidth in Mbits per second. ) Mult-SSID [~ Downiink Interface
‘;ﬂ: on [ Primary-ssid Multi-ssid1 Multi-ssid2 Multi-ssid3
Schedule Multi-ssid4 Multi-ssid5s Multi-ssid6 Multi-ssid?
= Internal RADIUS Server
= ARP Spoofing Prevention —Uplink Interface
i) 2 ij;g:,\:d:; rfjt'm'zatm" [ primary-ssid Multi-ssid1 Multi-ssid2 Multi-ssid3
E-[8 DHCP Server Multi-ssid4 Multi-ssid5 Multi-ssidé Multi-ssid7?
B Filters
El-@# Traffic Control
i Uplink/Downlink Settings|
B Qo8
‘B Traffic Manager
- status
Downlink Bandwidth(1~867) (100 |Mbits/sec
Uplink Bandwidth(1~867) (100 |Mbits/sec
Save
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QoS

Quiality of Service (QoS) enhances the experience of using a network by prioritizing the traffic of different applications. The DAP-2610 supports

four priority levels. Once the desired QoS settings are finished, click the Save button to let your changes take effect.

Enable QoS:

Downlink Bandwidth:

Uplink Bandwidth:

ACK/DHCP/ICMP/DNS Priority:

Web Traffic Priority:

FTP Traffic Priority:

User Defined-1/2/3/4 Priority:

Other Traffic Priority:

Check this box to allow QoS to prioritize traffic.
Use the drop-down menus to select the four
levels of priority. Click the Save button when
you are finished.

The downlink bandwidth in Mbits per second.
This value is entered in the Uplink/Downlink
Settings window.

The uplink bandwidth in Mbits per second.
This value is entered in the Uplink/Downlink
Settings window.

Click the drop-down menu to select the level of
priority for the selected rule.

Click the drop-down menu to select the level of
priority for the selected rule.

Click the drop-down menu to select the level of
priority for the selected rule.

Click the drop-down menu to select the level of
priority for the selected rule.

Click the drop-down menu to select the level
of priority for the selected rule.

I‘iEiLIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

Enable QoS

Advanced QoS5

Downlink Bandwidth

Uplink Bandwidth

ACK/IDHCPNCMP/DNS
Priarity

Web Traffic Priority
Iail Traffic Priornty

Ftp Trafiic Priority
User Defined-1 Priority
User Defined-2 Priority
User Defined-3 Priority
User Defined-4 Priority

Other Traffic Priority

Mbits/sec
Mbits/sec

Limit[100  |% Port|53,67,68,546,547 |
Limit [100  |% Port[80,443,3128,8080 |
Limit[100  |% Port|25,110,465,995
Limit[100  |% Port|20,21

Limit [100  [% Port[o

Limit[100 |3 Port|o

Limit [100  |% Port[o

Limit [100 |3 Port[o

Limit[100  |%

Save
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Traffic Manager

The Traffic Manager feature allows you to create traffic management rules that specify how to deal with listed client traffic and specify the
downlink/uplink speed for new traffic manager rules. Click the Save button to let your changes take effect.

Traffic Manager:

Unlisted Client Traffic:

Downlink Bandwidth:

Uplink Bandwidth:

Name:

Client IP (optional):

Client MAC (optional):

Downlink Speed:

Uplink Speed:

Use the drop-down menu to Enable the traffic
manager feature.

Select Deny or Forward to determine how to
deal with unlisted client traffic.

The downlink bandwidth in Mbits per second.
This value is entered in the Uplink/Downlink
Settings window.
The uplink bandwidth in Mbits per second.
This value is entered in the Uplink/Downlink
Settings window.

Enter the name of the traffic manager rule.

Enter the client IP address of the traffic manager
rule.

Enter the client MAC address of the traffic
manager rule.

Enter the downlink speed in Mbits per second.

Enter the uplink speed in Mbits per second.

_Traffic Manager

Traffic Manager Disable

Unlisted Clients Traffic Deny (@ Forward
Downlink Bandwidth |00 Mbits/sec
Uplink Bandwidth 100 Mbits/sec
Name

Client IP{optional)
Client MAC(optional)

Downlink Speed Mbits/sec

Uplink Speed Mbits/sec
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Status

In the Status Section screen, the user can monitor and view configuration settings of the access point. Here the user can also view statistics
about client information, WDS information and more. The following pages will explain settings found in the Status section in more detail.
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Device Information

This page displays information like the current firmware version and Ethernet and wireless parameters, as well as the information regarding CPU

and memory utilization.

Device Information: This read-only window displays the

configuration settings of the DAP-2610,
including the firmware version and the
device’s MAC address.

® DAP-2610

-

B i@ Basic Settings
- Advanced Settings
- fiiStatus

-_ Configuration -

DAP-2610

%) Help

Ethernet MAC Address:

Wireless MAC Address{2 4GHz):

Wireless MAC Address(5GHz)

Ethernet
IP Address

Subnet Mask
Gateway
DNS

Wireless (2.4GHz)
Network Name (SSID)

Channel
Data Rate
Security

Wireless (5GHz)
Network Name (SSID)

Channel
Data Rate
Security

Device Status
CPU Utilization

Memory Utilization
Nuclias Connect
Connection Status

Server IPIPORT
Group ID

Firmware Version:v2.01
c4:e9:0a:21:50:b0

Primary: c4:e9:0a:21:50:b0
SSID 1~7: c4:e9:0a:21:50:b1 ~ c4:e9:0a:21:50:b7
Primary: c4:e9:0a:21:50:08
SSID 1~7: c4:¢9:0a:21:50:b9 ~ c4:e9:0a:21:50:bf

192.168.0.101
255.255.255.0
192.168.0.1

192.168.0.1 192.168.0.1

dlink
]
Auto

None

dlink

Disconnect
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Client Information

This page displays information for associated clients, such as their SSID, MAC, band, authentication method, signal strength, and power saving

mode.

Client Information:

SSID:
MAC:

Band:

Authentication:

RSSI:

Power Saving Mode:

System Info:

This window displays the wireless client
information for clients currently connected
to the DAP-2610.

Displays the SSID of the client.

Displays the MAC address of the client.

Displays the wireless band that the client is
connected to.

Displays the type of authentication being
used.

Displays the client’s signal strength.

Displays the status of the power saving
feature.

Displays the associated clients information
for the network.

Client Information  Station association (2.4GHz) : 0

Band Authentication RSSI
Client Information  Station association(5GHz) : 0

Band Authentication RSSI

Power
Saving Mode

System
Info

Power
Saving Mode

System
Info
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WDS Information Page

This page displays the access point’s SSID, MAC, band, authentication method, signal strength, and status.

WDS Information:

Name:
MAC:

Authentication:

Signal:

Status:

This window displays the Wireless
Distribution System information for clients
currently connected to the DAP-2610.
Displays the SSID of the client.

Displays the MAC address of the client.

Displays the type of authentication being
used.

Displays the client’s signal strength.

Displays the status of the power saving
feature.

_wosiformaton

WDS Information

MName MAC
WDS Information
Name MAC

Channel : 1 (2 412 GHz)
Authentication

Channel : 36 (5.18 GHz)
Authentication

Signal

Signal

Status

Status
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Wireless Band:
Detect:

AP List:

Wireless Summary:

Channel Analyze

Select either 2.4GHz or 5GHz.
Click the Detect button to scan.

This will list the transmitting channels and
quality.

The wireless summary list displays after
clicking Detect.

_Chamnelpnalyze

Wireless Band

Wiraless Summary
— AP List

CH AP Num MRssi{ %) ARssi{ %) Evaluation

* There are only three non-overlapped channels in 2.4G band, respectively 1,6 and 11.
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Stats Page
Ethernet Traffic Statistics

Displays wired interface network traffic information.

Ethernet Traffic Statistics:

This page displays transmitted and received
statistics for packets and bytes.

D-Link

% Home

" Maintenance ~

: DAP-2610

= [ Basic Settings

B [ Advanced Settings
= i status

i Device information
= Chent Information
¥ WDS Informaticn

B Configuration

DAP-2610

¥ Hep

Transmitted Count
Transmitted Packet Count

Transmitted Bytes Count

Oropped Packet Count
Received Count
Recenved Packet Count

Received Bytes Count
Dropped Packet Count

21593
7214307
0
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WLAN Traffic Statistics

Displays throughput, transmitted frame, received frame, and WEP frame error information for the AP network.

WLAN Traffic Statistics: This page displays wireless network
statistics for data throughput,
transmitted and received frames, and

D.Link DAP-2610

xF

&  Home . Maintenance ~ B Configuration ~ ; e ®  Help

" DaP-2610
frame errors. & [@Basic Settings
- [ Advanced Settings
- status 2.4GHz 5GHz
| Device Information Transmitted Count
= Client Information Transmitted Packet Count 153 839
) WDS Information
B Chani) Aoy Transmitted Bytes Count 56511 309721
=l @ Statistics Dropped Packet Count 0 0
2 Ethemnet
5 WLAN Transmitted Retry Count 0 0
&l Log Received Count
Received Packet Count 16 17
Received Bytes Count 2523 2422
Dropped Packet Count 0 0
Received CRC Count 0 0
Received Decryption Emmor Count 0 0
Received MIC Emmor Count 0 0
Received PHY Error Count 0 0
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Log
View Log

The AP’s embedded memory holds logs here. The log information includes but is not limited to the following items: upgrading firmware, clients
associating and disassociating with AP, and logins to the web Ul. The page holds up to 500 logs.

View Log: The AP’s embedded memory displays = : —
system and network messages, including ﬂI?'Llnk
a timestamp and message type. S '

\  Mainfenance -~ = Configuration = System ¥ Help

i Basic Settings - r
& ﬁnd\-amed Settings FirstPage || LastPage | FPrevious | MNed || Clear
= Status Page 1 of 2
Ul Device Information
7 Clent Informaton |Time | Priority  |[# |
ok :‘““m Uptime 0 day 02:11:06  [SYSACT] Web login success from 192.168.0.100
® ﬁ Statistics Uptime 0 day 02:09:28  [Wireless] S5G:Deauth:STA 60:F1:89:4C:FD:&9(reason 34)
B Log Uptime 0 day 02:09:28  [Wireless] Mickout:Aging STA 60:F1:89:4C:FD:69
B Log S Uptime 0 day 02:06:27  [Wireless] {2'1-GR.KH|)M disassociate:STA 60:F1:89:4C:FD:69

Uptime 0 day 02:05:31  [Wireless] 2.4G:Assodiation Success:STA 60:F1:89:4C:FD:69
Uptime 0 day 02:04:19  [SYSACT] Web logout from 192.168.0.100

Uptime 0 day 02:04:18  [Wireless] 5G:Association Success:STA 60:F1:89:4C:FD:68
Uptime 0 day 02:03:42  [Wireless] 2.4G:Deauth:STA 60:F1:89:4C:FD:69(reason 9)
Uptime 0 day 01:56:25  [SYSACT] Web login success from 192.168.0.100
Uptime 0 day 01:51:06  [SYSACT] Web logout from 152.168.0.100
Uptime 0 day 01:48:05  [SYSACT] ‘Web login success from 192.168.0.100

Uptime 0 day 00:24:07  [SYSACT] Web logout from 152.168.0.100
Uptime 0 day 00:21:03  [SYSACT] Web login success from 192.168.0.100

Uptime 0 day 00:07:58  [SYSACT] Web login success from 192.168.0.100
Uptime 0 day 00:04:08  [SYSACT] Web logout from 192.168.0.100
Uptime 0 day 00:00:42  [Wireless] 5G:Initiate Wireless success
Uptime 0 day 00:00:38  [SYSACT] Web login success from 192.168.0.100

Uptime 0 day 00:00:37  [Wireless] 2.4G:Intiate Wireless success
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kind of log type you want.

Log Server/IP Address:
Log Type:

Log Server / IP Address:

E-mail Notification:

Outgoing Mail Server (SMTP):

Authentication:

SSL/TLS:
From Email Address:
To Email Address:

Email Server Address:

Log Settings

Enter the log server’s IP address to send the log to that server. Check or uncheck System Activity, Wireless Activity, or Notice to specify what

Enter the IP address of the log server.
Check the boxes to select the log type.

Enter the IP address of the EU directive
Syslog server.

Check the box to enable sending email
notification.

Click the drop-down menu to select
the SMTP server type, options include:

Internal, Gmail,Hotmail.

Check the box to enable the

authentication of the email notification.

Check the box to enable the SSL/TLS.

Enter the email address.

Enter the email address.

Enter the email server address.

* ergem
~ [ B Seftrs
4 [ ddvanrad Seings
T StE

" Dwvice inkormksen
Chent nformatar
¥ WS Infomialon
LEane ARjhIe
B il Statebes
E i Lo

¥ Lo Seflrgi

DAP-2610

L AT

Leg Settings
Lo Server Setings
Lop Sarver {IP Aooress |
Log Type o Srstem Aty
=f Winsless Achwty
o Nobs

BV directhve Syslog Server Softings
Log Server /IF Addresa |

Email Notification

Emal NOIncEnon [ Enakie

Duigong mal zaner [SKMTF) Trsternal %

Authenboation Enatis

geLILE Enabie

From Email Address

To Emall Avoress

Emall Sarver Addracs

SMTF For |

Lcar Nama

Passomnd _ |

Corfim Password [
EmailogSchedule
Bchacus [ w] rours o wnba Lo iz nul
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SMTP Port: Enter the SMTP port. DAP-3610

rance = L Syclen B Lo W e

User Name: Enter the name of the new user entry.

Password: Enter the password set for the email ot

. . ) Davics nlormubon Lot Server Settings
notification. ) Chent informator Log Sarvet fIP Aooress [ 3
& WDS hiomabon :
T —, Log Type o Srstem Al
Confirm Password: Retype the password entry to confirm - Ef“‘f 3 o Wrsless Actwity
the password. B 1on oot ¥ e
EU directive Syslog Senver Softings

Schedule: Click the drop-down menu to set email i —

log schedule.

EMan NoIncEnon [ Enabie
Ouigaing mal senar [SMTF) Iteredl =
Aulhentcaton Enabis
LELTLE Enable

From Emadl Acdress

To Emall Aporass

Email Barver Addracs |
ST Pon 1
Uzar Nama |
Paszeond _g
Conbrm Patsowird

Email Log Schedule

Schecie [0 | hours o whes Log it full




D-Link DAP-2610 User Manual

Maintenance Section

In the Maintenance section, you can configure miscellaneous settings for the DAP-2610. The following pages will explain settings found in this

section in more detail.

D.Li“k DAP-2610

% Home <,  Mainfenance - -_ Configuration - Sysiem .P Logout " Help

= pap.2610
e

- [ Basic Settings
- Advanced Settings

i {9 Status Limit Administrator B

System Mame Settings B
Login Settings W
Console Settings B
SNMP Settings ®

Ping Control Setting B

LED Settings W

DDP Control Setting W
Country Settings B

Muclias Connect Setting B
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Limit Administrator VLAN

ID: the VLAN ID that the administrator will

Limit Administrator IP:

IP Range:

Administration
Limit Administrator

Check the box provided and the enter
be allowed to log in from.

Check to limit the range of IPs that the
administrator will be allowed to log in
from.

Enter the IP address range that the
administrator will be allowed to log in
from and then click the Add button.

Limit Administrator VLAN ID JEnetie 1 |
Limil Administrator IP ] Enstie
IF Range From: | o | | | Ak

System Name Settings B
Login Settings W
Console Settings W

SNMP Settings N

Ping Conirol Setting W

LED Settings W

Central WiFiManager Setting ®
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System Name:

Location:

User Name:

Old Password:

New Password:

Confirm Password:

Status:

Console Protocol:

Timeout:

System Name Settings

The name of the device. The default
name is dap2610.

System Name Settings

System Name [dap2610 |
The physical location of the device (e.g. Location | |
72nd Floor, D-Link HQ).
Login Settings

Enter a username for the web Ul. The
default is admin.

Login Settings +

Login Name [admin |

Mew Password | |

When changing your password, enter the
old password here.

Confirm Password | | [J Apply New Password

When changing your password, enter the new password here. The password is case-sensitive. The length should
be between 0 and 12 characters.

Enter the new password a second time for confirmation purposes.

Console Settings

This is enabled by default. Uncheck the
box to disable the console.

Console Settings

Status Enahle
Select the type of protocol you would Commbn feie S Sl
like to use, Telnet or SSH. T (300 [x]

Set to 1 Min, 3 Mins, 5 Mins, 10 Mins, 15 Mins or Never.
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Status:

Public Community String:

Private Community String:

Trap Status:

Trap Server:

Status:

LED Status:

SNMP Settings

Check the box to enable the SNMP

SNMP Settings v

functions. This is enabled by default. Status O Enable
) ) ) — SNMPv2 Settings
Enter the public SNMP community string. Public: Comennily Shig R A SO A
Enter the private SNMP community Pilie Lemmariy oo S e
string. Trap Status Enable
Trap Server |:| (IP Address or Domain Name)
Check the box to enable the trap status.
Enter the trap server IP address. This is
the IP address of the SNMP manager that
will receive traps sent from the wireless
access point.
Ping Control Setting

Check the box to enable Ping control.

Ping Control Setting +

Ping works by sending ICMP “echo Status Fa——
request” packets to the target host and
listening for a response.
LED Setting
Click On or Off to enable or disable the LED Settings v
LED status display. LED Status ®on  Ooff
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Status:

Select a Country:

Enable Nuclias Connect:

DDP Control Setting

Check the box to enable the DDP control. [T i
This is enabled by default.

Status Enable
Country Settings
Select the country your network is Country Settings v
located in from the drop-down menu. Select a Country [Taivean v

Nuclias Connect Setting

Check this box to configure the Nuclias Connect Setting v
DAP-2610 with Nuclias Connect. Enable Nuclias Connect
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Upload Firmware from
Local Hard Drive:

Language Pack Upgrade:

Upload SSL Certification
from Local Hard Drive:

Firmware and SSL Upload

This page allows the user to perform a firmware upgrade. A firmware upgrade is a function that upgrade the running software used by the
access point. This is a useful feature that prevents future bugs and allows for new features to be added to this product. Please go to your local
D-Link website to see if there is a newer version firmware available.

The current firmware version is displayed
above the file location field. After the
latest firmware is downloaded, click on
the Choose File button to locate the new
firmware. Once the file is selected, click
on the Upload button to begin updating
the firmware. Don't turn the power off
while upgrading.

Select a file with a language pack to
upload to the access point.

After you have downloaded a SSL
certification to your local drive, click
Choose File. Select the certification and
click Upload to complete the upgrade.

DAP-2610

W Hep

@ il Status Update Firmware From Local Hard Drive
Firmware Version v2.01

Upload Firmware From File : | Choose Fie | No file chosen 1| Upload
Language Pack Upgrade
Upload : |Cho-u-s¢Fi= Mo file chosen Upload

Update SSL Certification From Local Hard Drive

Upload Certificate From File : | Choose Fie | o file chosen _ Upload

Upload Key From File : _ o fle chosen

80



D-Link DAP-2610 User Manual

Configuration File Upload

This page allows the user to backup and recover the current configuration of the access point in case of a unit failure.

Upload Browse to the saved configuration file
Configuration File: you have in your local drive and click

DAP-2610

Upload to update the configuration. et . - -
3 Bt Sengs | Configuration File Upioad and Downioad .|
Download Click Download to save the current 4 oo ——
Configuration File: configuration file to your local disk. Note UlcadFle: [ Coooes Fie | Mo fle chesen ][ veiess

that if you save one configuration file
with the administrator’s password now,
after resetting your DAP-2610 and then Load Settings 10 Local Hard Drive | Download
updating to this saved configuration file,
the password will be gone.

Updoad Nuchias Conmect Network File
Upload Fle: [ Choose Fia | Mo fie chosen | [ uslead

Upload Nuclias Connect Browse to a Nuclias Connect
Network File: configuration file and click Upload to
upload it to the access point.
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Time and Date Settings

Enter the NTP server IP, choose the time zone, and enable or disable daylight saving time.

Current Time:

Enable NTP Server:

NTP Server:
Time Zone:
Enable Daylight
Saving:

Daylight Saving
Dates:

Set the Date and
Time Manually:

Displays the current time and date settings.

Check to enable the AP to get system time
from an NTP server from the Internet.

Enter the NTP server IP address.

Use the drop-down menu to select your
time zone.

Check the box to enable Daylight Saving
Time.

Use the drop-down menu to select the
correct Daylight Saving offset.

You can either manually set the time for the
AP here, or click the Copy Your Computer’s
Time Settings button to copy the time from
the computer in use. (Make sure that the
computer’s time is set correctly.)

D-Link

& Home ~

% Mainlenance -

& 0AP. 2610
& [ Basic Settings
@ [ Advanced Settings
=i Status
* Device Information
Ti Client Information
£ WDS information
2 Channel Analyze
# [ Statistics
=i Log

DAP-2610

% Configuration ~ - ¥ Hep

Time Configuration

Automatic Time Configuration

Enable NTP 0

NTP Server

Time Zone r+ Kuala — v

Set the Date and Time Manually
¥ 2020 Month |s | 7

Date And Time - '—EF—‘?-' ey Ll
Hour [17 v| Minte ([29v|  Second [51v|
| Copy Your Computer’s Time Settings |

Daylight Configuration

Enable Daylight Saving O

Daylight Saving Oftset 15 v

Monith Weak Day Hour Minute

Daylight Saving Dates DST Start bt v “ v v

DST End v v v v v
F _Sa'—‘n
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Configuration and System

These options are the remaining option to choose from in the top menu. Configuration allows the user to save and activate or discard the
current configurations. System allows the user to restart the unit, perform a factory reset, or clear the language pack settings. Logout allows the
user to safely log out from the access point’s web configuration. Help allows the user to read more about the given options to configure without
the need to consult the manual. The following pages will explain settings found in the configuration and system section in more detail.

D.Link DAP-2610

X

&% Home *  Maintenance - B cConfinuration ~ . System 2 Logout ® Help

B Configuration ~

Save and Activate | The curment browser connection will |
Discard Changes | be disconnected if you click here.
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System Settings

On this page the user can restart the unit, perform a factory reset of the access point or clear the added language pack.

Restart the Device: Click Restart to restart the DAP-2610.

Restore to Factory Default Click Restore to restore the DAP-2610
Settings: back to factory default settings.

Clear Language Pack: Click to clear the current language pack.

DAP-2610

W e
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Help

The help page is useful to view a brief description of a function available on the access point in case the manual is not present.

Help: Scroll down the Help page for topics and
explanations.

Wireless Settings

Allow you to change the wireless settings to fit an existing wireless network orto customize your wireless network.

Wireless Band
Qperating frequency band. Choose 2.4GHz for visbility to legacy devices and for longer range. Choose 5GHz for least interference;
interference can hurt performance. This AP wil operate one band at a time.

Application
This option allows the user to choose for indoor or outdoor mode at the 5G Band.

Mode
Select a function mode to configure your wireless network. Function modes include AP, WDS (Wireless Distribution System) with AP,
VDS and Wireless Client. Function modes are designed to support various wireless network topology and applications.

Network Name (SSID)

Also known as the Service Set Identifier, this is the name designated for a specific wireless local area network (WLAN). The factory
default setting is "diink”. The SSID can be easily changed to connect to an existing wireless network or to establish 3 new wireless
network.

SSID Visibility

Indicate whether or not the SSID of your wireless network will be broadcasted. The default value of SSID Visihilty is set to "Enable,”
which allow wireless clients to detect the wireless network. By changing this setting to "Disable,” wireless clients can no longer detect
the wireless network and can only connect if they have the correct SSID entered.

Auto Channel Selection
If you check Auto Channel Scan, everytime when AP is booting up, the AP wil automatically find the best channel to use. This is
enabled by default.

Channel
Indicate the channel setting for the DAP-2553. By default, the AP is set to Auto Channel Scan. The Channel can be changed to fit the
channel setting for an existing wireless netwark or to customize the wireless network.

Channel Width
Allows you to select the channel width you would lke to operate in. Select 20MHz if vou are not using any 802.11n wireless clients.
Auto 20/40MHz allows your to use both 802.11n and nen-802.11n wireless devices in your network
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Technical Specifications

Standards

- |EEE802.11ac
[EEE 802.11n
IEEE 802.119g
IEEE 802.11a
IEEE 802.3
IEEE 802.3u
IEEE 802.3ab
IEEE 802.3af
IEEE 802.3x

Network Management
Web Browser interface (HTTP, Secure HTTP (HTTPS))
Nuclias Connect
SNMP Support (Private MIB)
Command Line Interface (Telnet, Secure SSH Telnet)

Security
WPA™ Personal/Enterprise
WPA2™ Personal/Enterprise
WPA3™ Personal/Enterprise
WEP™ 64-/128-bit

Wireless Frequency Range
2.4 t0 2.4835 GHz and 5.15 to 5.85 GHz**

Operating Voltage
802.3af PoE or 12V/1A

Antenna Type
2 internal dual-band 3 dBi omni antennas

LEDs
Power/Status

Temperature
Operating: 0°C to 40°C
Storing: -20°C to 65°C

Humidity
Operating: 10%~90% (non-condensing)
Storing: 5%~95% (non-condensing)

Certifications
FCCClass B
CE
UL
IC
C-Tick
Wi-Fi

Dimensions
L=170 mm
W=170 mm
H=28 mm
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Antenna Pattern

Orientation

2.4 GHz Ceiling Mounted

X

wall

(E-Plane)

Floor
(H-Plane)

Y

2.4 GHz Wall Mounted
X

Wall
(E-Plane)

Floor
(H-Plane)

Y

5 GHz Ceiling Mounted
X
;5 o] —5G-1
—5G-2 l—5G-2
z
Floor
(H-Plane)
Y
5 GHz Wall Mounted
X
A
[—5G1 —5G1
f(=—15G-2 —5G-2

wall
(E-Plane)

> Z

Floor
(H-Plane)

Y
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