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User Guide

D-Link Nuclias Cloud Gateway, DBG-2000, offers multiple features to be utilized for networking applications. However, to work with the device
efficiently, you must understand the functionality of the device. For that, we would recommend you to read the User Guide. The user guide
includes details of all the fields appearing on every page of the device user interface.

Version V2.2.0.9

Expand all Collapse all

Preface

The information here is subject to change without notice. The manufacturer makes no representations or warranties with respect to the contents
hereof and specifically disclaims any implied warranties of merchantability or fitness for any particular purpose. The manufacturer reserves the
right to revise this publication and to make changes from time to time in the content hereof without obligation of the manufacturer to notify any
person of such revision or changes.

Copyright notice

D-Link and the D-Link logo are trademarks or registered trademarks of D-Link Corporation or its subsidiaries in the United States or other
countries. All other company or product names mentioned herein are trademarks or registered trademarks of their respective companies.

© 2023 D-Link Corporation, All Rights Reserved

This publication, including all photographs, illustrations, and software, is protected under international copyright laws, with all rights reserved.
Neither this user guide nor any of the material contained herein may be reproduced without the written consent of the author.

Limitations of Liability

UNDER NO CIRCUMSTANCES SHALL D-LINK OR ITS SUPPLIERS BE LIABLE FOR DAMAGES OF ANY CHARACTER (E.G. DAMAGES
FOR LOSS OF PROFIT, SOFTWARE RESTORATION, WORK STOPPAGE, LOSS OF SAVED DATA, OR ANY OTHER COMMERCIAL
DAMAGES OR LOSSES) RESULTING FROM THE APPLICATION OR IMPROPER USE OF THE D-LINK PRODUCT OR FAILURE OF THE
PRODUCT, EVEN IF D-LINK IS INFORMED OF THE POSSIBILITY OF SUCH DAMAGES. FURTHERMORE, D-LINK WILL NOT BE LIABLE
FOR THIRD-PARTY CLAIMS AGAINST CUSTOMER FOR LOSSES OR DAMAGES. D-LINK WILL IN NO EVENT BE LIABLE FOR ANY
DAMAGES IN EXCESS OF THE AMOUNT D-LINK RECEIVED FROM THE END-USER FOR THE PRODUCT.

Safety Instructions

To reduce the risk of physical injury, electrical shock, fire, and damage to the equipment, observe the following precautions:

® Observe and follow the service markings.
® Do not service any product except as explained in your system documentation. For example, opening or removing covers
marked with the triangular symbol with a lightning bolt may expose you to electrical shock.

® Only a trained service technician should service components inside these compartments.

® |f any of the following conditions occur, unplug the product from the electrical outlet and replace the
part or contact your trained service provider:
®* The power cable, extension cable, or plug is damaged.

® An object has fallen into the product.

® The product has been exposed to water.

® The product has been dropped or damaged.

® The product does not operate correctly when you follow the operating instructions.
® Keep your system away from radiators and heat sources. Also, do not block cooling vents.

® Do not spill food or liquids on your system components, and never operate the product in a wet
environment. If the system gets wet, see the appropriate section in your troubleshooting guide or
contact your trained service provider.

® Do not push any objects into the openings of your system. Doing so can cause fire or electric shock by
shorting out interior components.

® Use the product only with approved equipment.
® Allow the product to cool before removing covers or touching internal components.
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® Operate the product only from the type of external power source indicated on the electrical rating
label. If you are not sure of the type of power source required, consult your service provider or local
power company.

® Also, be sure that the attached devices are electrically rated to operate with the power available in your
location.

® Use only approved power cable(s). If you have not been provided with a power cable for your system or
for any AC-powered option intended for your system, purchase a power cable that is approved for use
in your country. The power cable must be rated for the product and the voltage and current marked
on the product’s electrical rating label. The voltage and current rating of the cable should be greater
than the rating marked on the product.

® To help prevent electric shock, plug the system and peripheral power cables into properly grounded
electrical outlets.

®* These cables are equipped with three-prong plugs to help ensure proper grounding. Do not use
adapter plugs or remove the grounding prong from a cable. If you must use an extension cable, use a
3-wire cable with properly grounded plugs.

® Observe extension cable and power strip ratings. Make sure that the total ampere rating of all products
plugged into the extension cable or power strip does not exceed 80% of the ampere rating limit
for the extension cable or power strip.

® To help protect your system from sudden, transient increases and decreases in electrical power, use a
surge suppressor, line conditioner, or uninterruptible power supply (UPS).

® Position system cables and power cables carefully; route cables to not be stepped on or tripped over. Be sure that nothing rests on any
cables.

® Do not modify power cables or plugs. Consult a licensed electrician or your power company for site
modifications.

® Always follow your local/national wiring rules.

® When connecting or disconnecting power to hot-pluggable power supplies, if offered with your system,
observe the following guidelines:
® |Install the power supply before connecting the power cable to the power supply.
® Unplug the power cable before removing the power supply.

® [f the system has multiple power sources, disconnect power from the system by unplugging all
power cables from the power supplies.
® Move products with care; ensure that all casters and/or stabilizers are firmly connected to the system.
Avoid sudden stops and uneven surfaces.

Protecting Against Electrostatic Discharge

Static electricity can harm delicate components inside your system. To prevent static damage, discharge static electricity from your body before
touching any of the electronic components, such as the microprocessor. You can do so by periodically touching an unpainted metal surface on
the chassis.

You can also take the following steps to prevent damage from electrostatic discharge (ESD):

® When unpacking a static-sensitive component from its shipping carton, do not remove the
component from the antistatic packing material until you are ready to install the component
in your system. Just before unwrapping the antistatic packaging, be sure to discharge static
electricity from your body.

® When transporting a sensitive component, place it in an antistatic container or package.

® Handle all sensitive components in a static-safe area. If possible, use antistatic floor pads,
workbench pads, and an antistatic grounding strap.

Getting Started

Version: V2.2.0.9

The user guide of the D-Link Nuclias Cloud Gateway DBG-2000 includes information about all the features supported by the gateway. However,
before reading about the features, you must know how to use and install the gateway, its features, and where to navigate for what. You will get a
complete overview of these items and will also learn about the configuration of a few parameters in this section.

Introduction

D-Link Nuclias Cloud Gateway DBG-2000 offers a secure, high-performance, cloud-based networking solution to address the growing needs of
small and medium businesses. Optimal network security is provided via features such as virtual private network (VPN) tunnels, IP Security
(IPSec), Point-to-Point Tunneling Protocol (PPTP), Layer 2 Tunneling Protocol (L2TP), and OpenVPN. Empower your road warriors with remote
access anywhere and anytime using OpenVPN tunnels. With the D-Link Nuclias Cloud Gateway, DBG-2000, you can experience a diverse set of
benefits.
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Comprehensive Management Capabilities

The DBG-2000 includes WAN-Gigabit Ethernet, which provides policy-based service management ensuring maximum productivity for
your business operations. The failover feature maintains data traffic without disconnecting when a landline connection is lost. The Outbou
nd Load Balancing feature adjusts outgoing traffic across WAN interfaces and optimizes the system performance resulting in high
availability. In addition, the solution supports configuring a port as a dedicated DMZ port allowing you to isolate servers from your LAN.

Zero-touch Provisioning

DBG-2000 is a cloud-supported gateway that gets synchronized with the cloud to attain its full functionalities. The D-Link Nuclias Cloud
can virtually manage the widely deployed gateways and push configuration to them instantly. Also, the feature of configuring and
associating profiles to multiple deployed gateways of an organization helps them to run with the same configuration.

Robust VPN features

A fully-featured virtual private network (VPN) provides your mobile workers and branch offices with a secure link to your network. DBG-
2000 can manage multiple VPN tunnels simultaneously, empowering your mobile users by providing remote access to a central
corporate database. Site-to-site VPN tunnels use IP Security (IPSec) Protocol, Point-to-Point Tunneling Protocol (PPTP), or Layer 2
Tunneling Protocol (L2TP) to facilitate branch office connectivity through encrypted virtual links. Hub and Spoke is a new Site-to-site
topology that designates one DBG-2000 gateway as the “Hub” and all the remote sites as the “Spokes.” Hub-and-Spoke mode is
beneficial in organizations where several auxiliary sites require a connection to the HQ. With this topology, the communication between
the two sites could take place only through the Hub. This way, the Hub is always informed whenever two sites communicate with each
other.

DBG-2000 Quick Start Guide

The DBG-2000 Quick Start Guide consists of the following topics:

Installation
® Unpack the product

® Before you Begin
® Connect to your Network
System Requirements
Web-based Setup
How to connect your device to the Internet?
How to change your password?
How to change NTP Server?
How to Reset & Firmware Upgrade?
Status Overview

Installation

Unpack the product

Open the shipping carton and carefully unpack its contents. Please consult the following packing list to make sure that all the items are present
and undamaged. If any item is missing or damaged, please contact your local D-Link reseller for a replacement.

One (1) DBG-2000 Nuclias Cloud Gateway

One (1) Power adapter

One (1) Console Cable (RJ-45 to DB-9 Cable)

One (1) Ethernet (CAT5 UTP/Straight-Through) Cable
One (1) Quick Installation Guide

Two (2) Rack Mounting Brackets

Before you Begin

Ensure that you follow the precautions given below to prevent shutdowns, equipment failures, and injuries:

Ensure that the room in which you operate the device has adequate air circulation and that the room temperature does NOT exceed 40C
(104F).

Allow 1 meter (3 feet) of clear space to the front and back of the device.

Do NOT place the device in an equipment rack frame that blocks the air vents on the chassis sides. Also, ensure that enclosed racks
have fans and louver sides.

Before installation, please correct the following hazardous conditions: moist or wet floors, leaks, ungrounded or frayed power cables, or
missing safety grounds.

Connect to your Network
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The basic information about physically connecting the DBG-2000 to a network is as follows:

® Connect an Ethernet cable from the port labeled Ethernet 1 to the external router, modem, or ISP. The port Ethernet 1 is allocated to the
WAN network segment.

® Connect an Ethernet cable from one of the LAN ports (Ethernet 2, Ethernet 3, or Ethernet 4) to a switch or a computer in the LAN
network segment.

System Requirements

® A broadband Internet connection

® A computer with any of the following browsers:
® Microsoft Internet Explorer (Version 9.0 or higher)

® Mozilla Firefox (Version 20 or higher)
® Opera (Version 77.0 or higher)

® Apple Safari (Version 5.0 or higher)

® Google Chrome (Version 25 or higher)

Web-based Setup

1. Open a browser on the connected computer, and go to https://192.168.10.1/. This opens the following login page.

@ | £ = https://192.168.81.1/#%/login o ¢

- L [ Cloud Gateway
D-Link

Rulldisg Metworks For People

Please enter your username and passward.

User Mamie [ |

Password | e ]

2. Enter admin as your username and admin$123 as the password.

3. If you are logging in for the first time and the device is not synchronized with the Nuclias cloud, you will be redirected to the Change
Password page. You must change the default password and enter a new password. If the device is Nuclias cloud synchronized, you
cannot change the password.
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D-Link

Bafimg Scivawby for Frepl

Change Passward

LT

4. Enter your new password and re-enter it to confirm the new password.
5. Click Change Password.

6. If the device is synchronized to the Nuclias cloud before logging in to the device, the user is not redirected to the “Change password”
page. Instead, the user can directly log in with the Nuclias cloud Ul password for the associated profile.

7. After successful login, the Overview page will appear.

How to connect your device to the Internet?

To get connected to the Nuclias cloud, you must configure the Internet configuration.
Note: Ethernet 1 and Ethernet 4 ports are configured as default WAN and LAN ports, respectively.

. Go to the Network menu, and click Internet configuration.

. Select the connection type based on your ISP from the drop-down list. The options are DHCP, Static, PPTP, L2TP, and PPPoE.
. Enable or disable the VLAN ID on the configured WAN port. If you enable the VLAN ID, enter the VLAN ID.

. Enter details as per the selected connection type.
a. When you select DHCP as the connection type, it displays the following page:

D'LinK Busness Cloud &

Status System Metwork Logout
Nsilding Setuarks For Prople : System N ork Lago

A WON -

Internet Configuration

Internet Configuration J
Connrection Type DHCP -
Host Nama MY DHCP MAME
VLAN ID O
DS Servers Get Dynamically from ISP |
MTU 1500 z
" J
[ oo |
Fields Description
DHCP
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Hostname Enter the hostname if required by your ISP.

DNS Servers Select either Get dynamically from ISP or Use these DNS servers to enter DNS
servers manually.

Primary DNS If you select Use these DNS servers, enter the primary DNS server |IP address.

Secondary DNS If you select Use these DNS servers, enter the secondary DNS server IP address. It is
an optional field.

MTU The MTU (Maximum Transmit Unit) is the largest packet that can be sent over the
network. The standard MTU value for Ethernet networks is usually 1500 Bytes.

b. When you select Static as the connection type, it displays the following page:

D-Link _ .. .

Naddding “wrsoric For Meogle

Internet Configuration

Stabes -

O
Fields Description
Static
IP address Enter the static address that your ISP assigned to you. This address will identify the

router to your ISP.

Subnet mask Enter the IP subnet mask.
Default gateway Enter the default gateway IP address.
Primary DNS Enter the primary DNS server IP address.
Secondary DNS Enter the secondary DNS server IP address. It is an optional field.
MTU The MTU (Maximum Transmit Unit) is the largest packet that can be sent over the
network. For example, the standard MTU value for Ethernet networks is usually 1500
Bytes.

c. When you select L2TP as the connection type, it displays the following page:
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Internet Configuration

Fields

Address mode
Server address
IP address
Subnet mask

Default gateway

Static DNS IP

User name
Password
Secret

Reconnect mode

Maximum idle time

DNS Servers

MTU

L3TP -

Seatac WP -

O Demund -

Get Dynamically from ISP =

Description
L2TP
Select Dynamic IP or Static IP (IP settings supplied by your ISP).
Enter your L2TP server address.
If you select Static IP as the address mode, enter the IP address supplied by your ISP.
If you select Static IP as the address mode, enter the subnet mask supplied by your ISP.

If you select Static IP as the address mode, enter the gateway IP address supplied by
your ISP.

If you select Static IP as the address mode, enter the static DNS IP address in the
respective subnet.

Enter your L2TP user name.

Enter your L2TP password.

Enter a shared secret.

Some ISPs may require you to pay for usage time. Select On-Demand if this is the case.
This will have the gateway connect to the Internet only when you initiate an Internet
connection. Select Always On to have the gateway stay connected to the Internet.

Enter the number of minutes in the Maximum Idle Time field. This feature is useful if your
ISP charges you based on the time you are connected. This field is available only when

On-demand is selected.

Select either Get dynamically from ISP or Use these DNS servers to enter DNS
servers manually.

The MTU (Maximum Transmit Unit) is the largest packet that can be sent over the
network. For example, for all the L2TP connections, MTU is 1460 Bytes.
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d. When you select PPTP as the connection type, it displays the following page:

D-Link . ...

Statws Syshem Network Logoutk
Hellfing ™otwaris For Feoples 4

Internet Configuration

Server &ddre

Fields

Address mode
IP address
Subnet mask

Default gateway

Server address

Static DNS IP

User name
Password
Mppe Encryption

Reconnect mode

Maximum idle time

DNS Servers

PRTF -
Seatic -
On Demand b

Get Dyramacally froen 159

Description
PPTP
Select Dynamic IP or Static IP (IP settings supplied by your ISP).
If you select Static IP as the address mode, enter the IP address supplied by your ISP.
If you select Static IP as the address mode, enter the subnet mask supplied by your ISP.

If you select Static IP as the address mode, enter the gateway IP address supplied by
your ISP.

Enter your PPTP server address.

If you select Static IP as the address mode, enter the static DNS IP address in the
respective subnet.

Enter your PPTP user name.

Enter your PPTP password.

Enable it if the PPTP server supports this feature.

Some ISPs may require you to pay for usage time. Select On-Demand if this is the case.
This will have the gateway connect to the Internet only when you initiate an Internet
connection. Select Always On to have the gateway stay connected to the Internet.

Enter the number of minutes in the Maximum Idle Time field. This feature is useful if your
ISP charges you based on the time you are connected. This field is available only when

On-demand is selected.

Select either Get dynamically from ISP or Use these DNS servers to enter DNS
servers manually.
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The MTU (Maximum Transmit Unit) is the largest packet that can be sent over the
network. For PPTP connections, it is 1492 Bytes.

e. When you select PPPoE as the connection type, it displays the following page:

D-Link

Baddinr Suttwirks For Frople

Internet Configuration

Fields

Address mode
IP address
Subnet mask
User name
Password
Service

Authentication type

Reconnect mode

Maximum idle time

DNS Servers

MTU

PPPoE b
O

Static WP -

PAF -

0w Damand -

Get Dynamacally from 15F =

oy | conce

Description

PPPoE
Select Dynamic IP or Static IP (IP settings supplied by your ISP).
If you select Static IP as the address mode, enter the IP address supplied by your ISP.
If you select Static IP as the address mode, enter the subnet mask supplied by your ISP.
Enter your PPPOE user name.
Enter your PPPoE password.
If your ISP supports Service, enter the service name. It is an optional field.

Select the type of Authentication to use (Auto-Negotiate, PAP, CHAP, MS-CHAP, or MS-
CHAPv2).

Select one of the following options:

® Always on: The connection is always on.

®* On-demand: The connection is automatically ended if it is idle for a specified
number of minutes.

Enter the number of minutes in the Maximum Idle Time field. This feature is useful if your
ISP charges you based on the time that you are connected. This field is available only
when On-demand is selected.

Select either Get dynamically from ISP or Use these DNS servers to enter DNS
servers manually.

The MTU (Maximum Transmit Unit) is the largest packet that can be sent over the
network. For PPPoE connections, it is 1492 Bytes.

12
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5. Click Apply to apply your settings to the device.

How to change your password?
1. Go to the System menu, and click the System sub-menu.

System Password

User Name aamir
:".I ?ﬂ.‘h'.'p'f'i'L'l"J :.:

New Password

Change Password ﬂ

Confirm Password

. Select the Change password checkbox.

. Enter your Old password.

. Enter your new password.

. Retype your new password to confirm it and click Apply.

a b 0N

How to change NTP Server?
1. Go to the System menu and click the System sub-menu.

Time Synchronization

NTP Server Candidates | ntp.nuclias.com ]

[ ntp.nuclias.com |

l ntp.nuclias.com |

2. Under Time Synchronization, enter the Server IP address or the domain name where the NTP server is running.
3. You will be configuring primary, secondary, and tertiary NTP servers.
4. Click Apply.

How to Reset & Firmware Upgrade?

To reset the device and to upgrade its firmware, go to System > Reset and Firmware Upgrade.

Note: You can perform reset only through the device GUI and not from the Nuclias Cloud portal.
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- o Business Cloud Gateway
- lnk DBG-2000

Building Networks For People Status System Network Logout

Systemn

Reset and Firmware Ug

Reset and Firmware Upgrade

o

Reset

Reset to factory default value.Business cloud Gateway will reboot.

Reset To Default Perform Reset

Firmware Upgrade

Choose a valid firware for upgrade. it will take few minutes. Please ensure power connection during
upgrade process. Business Cloud Gateway will reboot after the upgrade.

Current Firmware Version 2.20.Q052

Image Browse... No File selected.

Upgrade

Fields Description
Reset

Reset to default If you reset the device to its default settings, it returns to the state when it was new — all
changes you made to the default configuration are lost.

Note: If your device is synchronized with the Nuclias cloud, it gets associated with a
profile, and the Internet Configuration settings are saved in that profile. After reset, when
the device gets synchronized with the Nuclias cloud, by default, the same configuration
gets pushed to the device.

Firmware Upgrade

Current Firmware version It displays the firmware version running on the gateway.
Image Click Browse and locate the firmware file.
Upgrade Click Upgrade to start the firmware upgrade.

Status Overview

The Status menu of the gateway provides a brief overview of the device’s status and its configuration. In addition, it provides details related to
the system, Internet and Nuclias cloud connection, port information, and hardware information.

@ Business Cloud Gateway
D-Link DG 2000

Bullding Netwoeks For People Status Systemn Metwark Logout

System
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Current Firmware

Local Time

Internet Connection

WANL

Cloud Details

Cloud Connectivity Status
Internet Status

Device UID

Registered

Registered Date

Nuclias

Port Information

Ethemet 4 (LAN)

Ethemet 3 (LAN)

DBG-2000

2.20.0049

DBG-2000

Wed Apr 07 2021 02:42:58 PM

Connection Type:

Address:
Metmask:
Gateway:
DHS51:
DHN52:

Connected:

Connected
Connected
TEAMF1DBGOL7

s

DHCP
192.168.98.121
255.255.248.0
192.168.98.1
192.168.98.1
0.0.0.0

01h 45m 04s

2021-04-06 16:59:53.261491

https:iflogin.nuclias.com

IP Address:
Subnet Mask:
DHCP Server:
Starting IP:

Ending IP:

Default Gateway:

Domain Name:

Lease Time:

IP Address:
Subnet Mask:
DHCP Server:
Starting IP:

Ending IP:

Default Gateway:

Domain Name:

Lease Time:

192.168.81.1
255.255.255.0
Enabled
192.168,2%.2
192.168.22.50
192.168.22.1
lan.nuclias.com

1440

192.168.121.1
255.255.255.0
Enabled
192.168.121.2
192.168.121.50
192.168.121.1
lan. nuclias.com

1440

User Guide
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Addresses Ethernet 1 (WAMN): fc:Bfcd:0d:84:3b
Ethernet 2: fic:Bf:c4:0d:84: 3¢
Ethernet 3: Bf:cd:0d:84:3d
Ethernet 4 (LAN): fo:Bf:c4:0d:84: 3e
Fields Description
System
Model It displays the name of the model.

Current version

Local time

Connection type
Address
Netmask
Gateway

DNS1
DNS2

Connected

Cloud connectivity status
Internet status
Device UID
Registered
Registered Date

Nuclias

IP address
Subnet mask
DHCP Server

Starting IP

Ending IP

It displays the firmware version running on the gateway.
It displays the time as per the time zone set on the gateway.
Internet Connection
WAN1
It displays the connection type being used to set up an Internet connection.
It displays the IP address that is obtained or configured for the WAN interface.
It displays the subnet mask for the IP address.
It displays the gateway IP address.
It displays the IP address of the primary DNS server.
It displays the IP address of the secondary DNS server.
It provides the status of the Internet connection.
Cloud Details
It displays if the device is connected to the Nuclias Cloud or not.
It provides the Internet status of your connection.
It displays the unique identification of the device.
It displays whether your device is registered with the Nuclias cloud.
If your device is registered, it displays the date and time when it got registered.
It displays the website link of the Nuclias cloud.
Port Information
Ethernet
It displays the IP address for the gateway.
It displays the subnet mask for the network.
It displays if the DHCP Server is enabled or disabled.
It displays the starting IP address.

It displays the ending IP address.
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Default gateway It displays the default gateway IP address.
Domain name It displays the domain name for LAN configuration.
Lease time It displays the duration for which IP addresses will be leased to clients.

Hardware Information

Serial number It displays the serial number of your gateway.
Hardware version It displays your device’s hardware version.
MAC address It displays the MAC address of each port.

Want to learn about the Nuclias Cloud portal? Go to Where to Go from Here.
Where to Go from Here

After installing the Nuclias cloud gateway, you can operate it using the factory default settings. These settings should be suitable for most users
and in most situations. In addition, the Nuclias Cloud Gateway provides basic and advanced configuration settings for users to use as per their
requirements. The following chapters provide the advanced settings of the cloud gateway:

Chapter 1 - Basic

This chapter describes the Device Information, Location, WAN Interface, and Site and Profile.

Chapter 2 - Summary

This chapter describes the Status, Statistics, DHCP, and VPN Status of the cloud gateway.

Chapter 3 - Network

This chapter describes the Ethernet, Addressing, Routing, Services, Traffic Management, and High Availability.

Chapter 4 - Security

This chapter describes the firewall, IPS, ALG, WCF, and Application Control.

Chapter 5 - VPN

This chapter describes the Site to Site VPN, PPTP/L2TP, OpenVPN, and GRE Tunnel.

Chapter 6 - Tools

This chapter describes the supported diagnostic tools.

Chapter 7 - License
This chapter provides license information.
Standard Web Management Interface Features

The standard features that are available on the web management interface are as follows:
Table content search allows you to search for information in the table by typing a word into the search box. The search

box is always located in the upper-right corner of the table.

Previous sk Previous/Next (on the table): The information is shown on multiple pages. Use Previous or Next to switch pages, and
between them, the current page number is displayed. The pagination is always located in the lower-right corner of the
table.

It indicates the number of entries displayed on the table on one page. The system can list 5, 10, 20, 40, and 100 entries on one page.
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The Add button adds a new entry to the current table, and the Delete button deletes the
L » selected entry or multiple entries. The Add and Delete buttons are located in the upper-left
J - = kot corner of the table.

It helps you to filter the content that you want to display in the table. Click the arrow and select the checkboxes of the
items that you want to add as columns in the table. This icon is always located in the upper-right corner of the table.

The Apply button pushes the configuration to the connected device. This button is present in the
upper-left side beside the device tabs and is available only for the following tabs: Basic, Network,
Security, and VPN.

Configuration pages

This section of the user guide comprises a set of Ul pages used to configure the important parameters, like profiles, devices, authentication
servers, schedule policies, and splash page editor. These parameters are further required to configure a few features of the Nuclias cloud
gateway. The configuration pages provide a list of configured parameters and also help you to configure them.

This section consists of the following topics:
Profiles

A profile is defined as a predefined configuration that is directly pushed to any newly added or existing gateways and shared among multiple
gateways. Rather than configuring each added device independently, a set of network and security settings parameters can be saved as Profiles.
When a device is added to the cloud, it must get associated with one of these configured profiles. You can also edit this profile configuration
based on the requirement.

The path to reach the Profiles page is Configure > Gateway > Profiles. This page lists all the configured profiles and allows the user to create
profiles and add gateways to the configured profiles.

DASHBOARD MONITOR CONFIGURE REPORTS SETTINGS HELP

Configure / Gateway / Profiles

Create profile Add device Bulk import Q -
B # Profile Model name Access level Devices Actions
— o o o . -
J 1 Default DEBEG-2000 Organization o &2 METWORK @ SECURITY i PUSH CONFIGURATION DELETE
| - DBEG-2000 Site tag ( Kaohsiung } 3 5?]5 METWORK @ SECURITY {;1:5 PUSH CONFIGURATION DELETE
) = DBG-2000 site (HQ) 2 E?E METWORK @ SECURITY Gri PUSH CONFIGURATION DELETE

Previous Mext 10 -

The fields present in the table are as follows:

Field Description
Profile It displays the name of the profile.
Model name It displays the name of the model associated with the profile.
Access level It displays the level where the user can use this.
Devices It displays the number of devices associated with the profile.
Actions It displays the following actions:

* Network: Click the Network link, and it will redirect you to the Network tab of the
device to configure the network-related parameters like Ethernet, Addressing, Services,
Traffic Management, and Captive Portal.

® Security: Click the Security link, and it will redirect you to the Security tab of the
device to configure the security parameters like Firewall, IPS, Web Content Filter, and A
pplication Control.

* Push Configuration: Click Push Configuration to configure all the associated
devices with that profile at one go.

* Delete: Click Delete to delete the profile.

To create a new profile, click the Create profile button. This opens the Create profile page.



Create profile

Profile name®

Access privilege
Arcess level

Crganization

Configuration

The fields available on this page are as follows:

Field
Profile name
Model name

Access level

Managed site tag

Managed site

Use default configuration

Clone from existing profile

Create profile

Close
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Model name
DEG-2000 -
DEG-2000 -

Close

Description
Enter a descriptive name of the profile.
Select the name of the model you want to associate with the profile.

Select the level where the user can use this profile. The options are Organization, Site tag,
and Site. Based on the access level, select the Managed site tag and the Managed site.

Select the managed site tag from the drop-down list. This field is available when you select
“Managed site tag” as the Access level.

Select the managed site from the drop-down list. This field is available when you select
“Managed site” as the Access level.

Configuration

Choose this option if you want to use the default settings for the profile. You can edit the
configuration anytime.

If you want to use the configuration of one of the configured profiles, choose this option and
then select that profile. This field is available when you select the “Organization” as the Acc
ess level.

Click Create profile to save the new profile.

Click Close to close the Create Profile page.

To add a device, click Add device. This opens the Add device page. Refer to the Device section for more details.

Device

The path to reach the Device page is Configure > Gateway > Device. The Device page consists of a list of devices present in the device group for

the selected time frame. It displays the hardware and firmware details of the devices and the profiles with which these devices are associated. It
also allows the user to add new devices to the list, either separately or by bulk import.
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DASHBOARD MONITOR CONFIGURE REPORTS SETTINGS HELP

Configure / Gateway / Device

Add device Bulk import Time frame : Last 24 hours - Q - R i‘
B # Status Device name MAC address Public IP Connectivity Profile sync status Profile Site
|:| 1 Gateway001 00:18:0a:c8:93:d5 203.116.78.3 192.168.125.1 DBG-2000 - I I Synchronized profile 01 HQ Asia Q201
|:I 2 Gateway002 00ral:12:03:0405  85.194.43.98 192168221 DBG-2000 l Synchronized profile_02 GE Europe Q201
O s [} Gateway003 00:18:0a:c8:93:d5 18422233218 192168331 DBG-2000 | | Synchronized profile 01 USA America Qzql
|:| 4 ] Gateway004 00:18:02:c8:33:dd 153.123.7.210 192168441 DBG-2000 I Synchronizing profile 01 JP Asia Q201
O s Gateway005 b0:c5:54:25b1:66  185.37.37.185 192168551  DBG-2000 I (ot synchronized profile 025G Asia Qzal
< >

Previous Menxt 10 -

The following fields are displayed on this page:

Field Description
Status It displays the status of the device present in the device group. The Green dot indicates that the
device is connected to the cloud and the Red dot indicates that the device is not connected to the
cloud.
Device name It displays the name of the device.
MAC address It displays the MAC address of the device present in the device group.
Public IP It displays the IP address through which DBG is connected to the cloud server.
Local IP It displays the IP address of the device.
Model name It displays the model name of the device.
Connectivity It provides the connectivity status history of that device in the form of a bar. When you hover over

the bar, it displays when and for how long the device was connected or disconnected. The green
zone indicates a connected gateway, and the red zone indicates “no connectivity.”

Profile sync status When you push a configuration and the device is reachable, it displays Synchronized, and if the
device is not reachable, it displays Not synchronized.

Profile It displays the profile being used.
Site It displays the site where the device is being operated.
Site tag It displays the name of the sub-site it belongs to.
Serial number It displays the serial number of the device.
Firmware version It displays the current firmware version running on the device.
Last seen It displays the date and time when the last time the device got connected.
License status It indicates if the license is active or not.
Device UID It displays the unique identification of the device generated by the Cloud team.
Activation date It displays the time when the license was activated.
Expiration date It displays the time when the license will be expired.

To add a new device to the device group, click the Add device button located above the table. This opens the Add device page. To delete
multiple entries at once, select the corresponding checkboxes of the entries you want to delete, and click Delete.
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4
Add device
Drevice UID* Device name
Please enter UID to register the device
UID format: 2000000000 ar 200000000000
Site® Profile®
- -
Cancel
The fields available on this page are given below.
Field Description
Device UID Enter the unique identification of the device generated by the Cloud team.
Device name Enter the name of the device.
Site Select the site where the device is being operated.
Profile Select one of the configured profiles that you want to use.
License key #1 Click in the box to select any one of the available licenses.
Add more licenses Click the Add more licenses button to add more licenses.
Save Click Save to save your device details.
Cancel Click Cancel to close the Add device page.

If you want to add multiple devices at one go, click the Bulk import button located above the table. This opens the Bulk import page.

Bulk import

Upload a Csv-formatted file with device UID you wish to add to inventory or map to the profile and site to register device(s).

You can download sample template file here - Inventory

You can download sample template file here - Register devices

Cancel

Click Browse to select and open the file in CSV format, and click Upload. This will upload the file with device UID either to inventory or map to
the profile and site to register device(s). You may also download the sample templates for the inventory and register devices here.
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Authentication

Network authentication refers to the security-related process required when a client tries to connect to your network. There are various ways in
which the Nuclias cloud gateway supports the authentication process that includes the local authentication server and the external authentication
servers. This section of the user guide will tell you about these servers and their configuration.

It consists of the following topics:

Authentication servers

The path for the Authentication servers page is Configure > Authentication > Authentication servers. An authentication server is a network
service that provides credentials to the authenticated users to access the network. When a user enters these credentials into the login page,
access to the network is granted. In addition, the authentication server maintains a database of users or an external authentication server
configuration.

This page of the cloud gateway lists all the configured authentication servers and allows the user to configure them for the device.

Configure / Authentication / Authentication servers

Authentication server:  Select « Q A
# Server name Type Access level IP address Port Encryption Associated devices Associated profiles Actions
1 1 LDAP Organization 10.10.90.90 389 S5L o o f EDIT DELETE
2 2 Active Directory Organization 10.90.90.9 101 - o o] f EDIT DELETE
3 3 POP3 Organization 10.20.90.90 110 Disable o o f EDIT DELETE
4 di RADIUS Organization 1569 1812 > 1 o f EDIT
5 dz RADIUS Organization 5695 1812 - 1 o f EDIT
& wireless RADIUS Organization 192.168.95.129 1812 - 1 1] &' EDIT

The fields available in the table are as follows:

Field Description
Server name It displays the name of the server.
Type It displays the type of server. It could be any of the following server types: RADIUS, LDAP,
Active Directory, POP3, or NT Domain.
Access level It displays the access level that is authorized to use the configured server.
IP address It displays the IP address of the authentication server.
Port It displays the authentication server port.
Encryption It displays if the encryption is enabled.
Associated devices It displays the devices that are associated with the server.
Associated profiles It displays the number of profiles associated with the devices using the authentication
server.
Actions You can edit or delete the configured authentication server. Click Edit to make any changes

to the existing authentication server. This opens the configuration page.

To add a new authentication server, select the authentication server type from the drop-down list present above the table, and then click the Add
button. This opens the configuration page of the selected server type. Select one of the following authentication server types:
* RADIUS

* | DAP

* POP3

® Active Directory
® NT Domain

RADIUS
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A RADIUS server can be configured and accessible by the gateway to authenticate client connections. To add a Radius server, select the
authentication server as RADIUS, and click Add. This opens the Add a RADIUS server page.

Add a RADIUS server

Server name "

Port™
1812

RADIUS accounting

IP address™

Secret”

Access privilege

Access level

Crganization

The fields available on this page are as follows:

Field
Server name
IP address
Port

Secret

RADIUS accounting

IP address

Port

Secret

IP address*

Secret*
&
Port*
1813
Accounting interim interval®
300 seconds
-

Cancel

Description
Enter the name of the server.
Enter the IP address of the authentication server.
Enter the RADIUS authentication server port.

Enter the secret key that allows the device to log into the configured RADIUS server. It
must match the secret on the RADIUS server.

Enable this feature to configure Accounting Interim Interval (in seconds), at which the
device sends the traffic statistics of a session in accounting messages to the configured
Radius Server.

Enter the IP address of the RADIUS accounting server.

Enter the RADIUS accounting port.

Enter the secret key that allows the device to get authenticated with the RADIUS
accounting server.

All the radius accounting transactions between the client and the RADIUS accounting
server are authenticated through this shared secret.
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Accounting interim interval Enter the interim interval, in seconds, at which the device should send the Radius
Accounting (Interim-Update) packets. The value should be in the range of 300 - 3600. By
default, it is 300.

Access privilege

Access level The access level decides the devices that can utilize this server. Select the access level.
Save Click Save to save the authentication server.
Cancel Click Cancel to revert to the previous settings.

LDAP

The LDAP authentication method uses LDAP to exchange authentication credentials between the gateway and an external server. The LDAP
server maintains a large database of users in a directory structure, so users with the same user name but belonging to different groups can be
authenticated since the user information is stored hierarchically. Also, note that configuring an LDAP server on Windows or Linux servers is
considerably less complex than setting up NT Domain or Active Directory servers for user authentication. To add an LDAP server, select the
authentication server as LDAP, and click Add. This opens the Add an LDAP server page.

Add a LDAP server

server name™ IP address*
Port* Base DM*
Encryption

55L hd

Access privilege

Arcess level

Organization A

Cancel Save

The fields available on this page are as follows:

Field Description
Server name Enter the name of the server.
IP address Enter the IP address of the LDAP server.
Port Enter the LDAP authentication server port.
Base DN Enter the base domain name.
Encryption You can enable encryption by selecting SSL or TLS from the drop-down list.

Access privilege

Access level The access level decides the devices that can utilize this server. Select the access level.
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Save Click Save to save the authentication server.

Cancel Click Cancel to revert to the previous settings.

POP3

POP3 is an application layer protocol most commonly used for email over a TCP/IP connection. The authentication server can be used with SSL
encryption over port 995 to send encrypted traffic to the POP3 server. A CA certificate verifies the POP3 server's certificate. To add a POP3
server, select the authentication server as POP3, and click Add. This opens the Add a POP3 server page.

Add a POP3 server
Server name” IP address”
Port ™ Encryption
110 = SEL -
CA certificate
Default -
Access privilege
Arcess level
Organization =
Cancel
The fields available on this page are as follows:
Field Description
Server name Enter the name of the server.
IP address Enter the IP address of the POP3 server.
Port Enter the POP3 authentication server port.
Encryption You can enable or disable the SSL support for POP3. If this option is enabled, it is

mandatory to select a certificate authority for it.
CA certificate Select a Certificate Authority to verify the POP3 server’s certificate.

Access privilege

Access level The access level decides the devices that can utilize this server. Select the access level.
Save Click Save to save the authentication server.
Cancel Click Cancel to revert to the previous settings.

Active Directory

Active Directory authentication is an enhanced version of NT Domain authentication. The Kerberos protocol is leveraged for authentication of
users grouped in Organizational Units (OUs). The configured Authentication Servers and Active Directory domain(s) are used to validate the user
with the directory of users on the external Windows-based server. To add an Active Directory server, select the authentication server as Active

Directory, and click Add. This opens the Add an Active Directory page.
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Add a Active Directory

Senver name”™ IP address”

Port™ AD domain™
389

Hostname*®

Access privilege

Access level

Organization -

The fields available on this page are as follows:

Field Description
Server name Enter the name of the server.
IP address Enter the IP address of the Active Directory server.
Port Enter the Active Directory authentication server port.
AD domain Since Active Directory is the chosen authentication type, you must enter the Active

Directory domain name in this field. Users registered in the Active Directory database can
now access the SSL VPN portal using their Active Directory username and password.

Hostname Enter the server hostname for Active Directory.

Access privilege

Access level The access level decides the devices that can utilize this server. Select the access level.
Save Click Save to save the authentication server.
Cancel Click Cancel to revert to the previous settings.

NT Domain
The NT Domain server allows users and hosts to authenticate themselves via a pre-configured Workgroup

field. Typically Windows or Samba servers are used to manage the domain of authentication for the centralized directory of authorized users. To
add an NT domain server, select NT domain as the Authentication Server, and click Add. This opens the Add an NT domain server page.
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Server name™

Workgroup™

Access privilege

Arcess level

Organization

The fields available on this page are as follows:
Field
Server name
IP address

Workgroup

Access level
Save

Cancel

Local authentication list

IP address™

Description
Enter the name of the server.
Enter the IP address of the authentication server.
Enter the NT workgroup name(s).

Access privilege
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The access level decides the devices that can utilize this server. Select the access level.

Click Save to save the authentication server.

Click Cancel to revert to the previous settings.

The path for the Local authentication list page is Configure > Authentication > Local authentication list. This section lists all the local
authentications saved in the device and allows you to add a new local authentication.

Configure / Authentication / Local authentication list

(*) Add local authentication

# Name Access level Entries
1 _‘Ife_s_t__‘_J_sﬂ’ C_l Organization 1
2 ;‘@_‘1 n_usel Organization &
3 guest_test Organization 2

The fields that are displayed in the list are as follows:

Field
Name

Access level

Associated devices Associated profiles
10 0
10 3
10 0
Description

It displays the name of the server.
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& eDIT A, EXPORT  [ii] DELETE
¢ Eoim N, EXPORT i DELETE

& eDIT A, EXPORT  [ii] DELETE

It displays the access level that is authorized to use the local authentication.



Entries
Associated devices
Associated Profiles

Actions
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It displays the number of login credentials saved under that name.

It displays the number of devices that are associated with the server.

It displays the number of profiles associated with the devices using local authentication.
You can edit or delete the configured authentication server. Click Edit to make any changes

to the existing authentication details. This opens the Edit local authentication page. You can
export the details by clicking Export.

To add a new local authentication, click the Add local authentication button located above the table.

Add local authentication

Local authentication name™

Access privilege

Access level

Organization

@ Add local authentication

User name*

(+) Add

Bulk import

The fields available on this page are as follows:

Field
Local authentication name

Access level

Add local authentication

Bulk import

Save

Cancel

Schedule policies

Password *

Cancel

Description
Enter the name of the server.

Select the access level from the drop-down list. The devices that fall under this level can
access the configured local authentication.

Enter the user name and password. To add more entries, click the Add button.

To add multiple entries at once, select Bulk import. Click Browse to locate and select the
file in *.csv format and upload the entries. You may also download the sample template file
here.

Click Save to save your settings.

Click Cancel to revert to the previous settings.
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The Schedule policies page displays all the default and the configured schedule policies for the devices. These schedules are used to activate a
few features of the gateway for a certain period of time. So, for features like web content filter, access control, etc., you can configure the
schedules on this page, and then you can select one of these schedules from the drop-down list while configuring these features.

The path to this page is Configure > Schedule policies, and you will land on the page displaying a list of the configured schedule policies.

Configure / Schedule policies

(+) Add schedule palicy

#  Schedule name

1

2

4

1

Testl

& to 5 daily

Weekdays

Abwayson

8to 5 on weekdays only

anly

Access level

Organization

Organization

Default

Default

Default

Default

Schedule Associated devices Assodiated profiles Actions
View 0 o ¢ EDiT 1 DELETE
View 0 0 ¢ eoim i DELETE
View 1 o

L= o o
View o o
View 1z 27

The fields displayed in the table are as follows:

Field
Schedule name
Access level
Schedule
Associated devices

Associated profiles

Actions

Description
It displays the name of the configured schedule.
It displays the level at which the schedule is applied.
Click View to see the details of the schedule.
It displays the number of devices that are associated with this particular policy.

It displays the number of profiles associated with the devices using the particular schedule
policy.

You may click Edit or Delete to modify or delete the existing ones.

Note: The policies with access level as Default are templates' policies and cannot be edited or
deleted; hence edit and delete options are not available.

To add a new schedule policy, click the Add schedule policy button. This opens the Add schedule policy page.
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Add schedule policy

Mame

Access privilege

Access level Managed Site tag

Site tag - % Hsinchu -

Schedule templates

Templates
Always on -
Day of week Awvailability From To Time display
0:00
Sunday @® on (O o 0:00 -| 2400
24:
0:00
Monday @® on O of 0:00 - | 2400
24;
000
Tuesday @® on (O o 0:00 -| 2400
24:
0:00
Wednesday @® on O of 0:00 - | 2400
24;
000
Thursday @® on (O o 0:00 -| 2400
24
0:00
Friday @® on O o 0:00 -| 2400
24;
0:00
Saturday @® on (O o 0:00 - | 2400
24;
< >

Cancel Save

The fields available on this page are as follows:

Field Description
Name Enter a descriptive name for the schedule.

Access privilege

Access level Select the level at which the schedule is to be applied. The options are Organization, Site, and
Site tag.
Managed site tag Select the site tag where this scheduling policy will be available to the user to apply. This field is

available only when you select the Site tag in the access level field.

Managed site Select the site where this policy will be available to the user to apply. This field is available only
when you select Site in the access level field.

Schedule templates

Template Select any one of the following pre-configured scheduled templates: 8 to 5 daily, 8 to 5 on
weekdays only, weekdays only, and Always on.

Day of week This column displays days of the week.

Availability It indicates whether the rule is applied on the selected day at the mentioned time slot or not. If
the availability feature is On, the rule is applied during the mentioned time slot, and if it is Off,
the rule is applied other than the mentioned time slot. For example, the selected time slot is
1500 hrs to 1800 hrs. If the availability is On, then the rule is applied during these hours (3
hours), and if it is Off, the rule is applied to the time other than 1500 to 1800 hrs, i.e., for the rest
of 21 hrs.
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Save

Cancel

Splash page editor
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Enter the start time when the policy is applied or not applied.

Enter the end time when the policy is applied or not applied.

It displays the format (24 hours or 12 hours) in which you want to see the time.
Click Save to add a new schedule policy.

Click Cancel to revert to previous settings.

The Nuclias cloud gateway, DBG-2000, allows its users to customize the splash page as per their requirements, e.g., they can add a company
logo or change the color scheme. It allows you to create, edit, or delete the existing splash pages. Click the Add Splash page button present in
the top-right corner of the page to add a new splash page. This opens the Add splash page, as shown below.

Add Splash Page

1+]

Lanc

The fields available on the Add splash page are as follows:

Field

Name

Type

Background

Save

Cancel

Description
Enter a name for the splash page with a length of 1 to 64 characters.

Select any one of the types of splash pages you want to create. You can create multiple
splash pages for the same type.

® Click-through

® Click-through (Japanese)

® Sign-on with basic login

® Sign-on with basic login and third party credentials

® Sign-on with e-mail authentication, SMS authentication, and third party credentials

® Sign-on with e-mail authentication, SMS authentication, and third party credentials
(Japanese)

® Sign-on with SMS authentication
® Sign-on with third party credentials

Note: Currently, DBG-2000 does not support SMS authentication and e-mail authentication.

You can either select one of the available backgrounds or can also add an image. Click Add
image to upload your personalized image for the background.

Click Save to save your settings.

Click Cancel to revert to the previous settings.
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SETTINGS HELP

Configure / Splash page editor

Splash page

Default click-through

Default click-through(Japanese)
Default Sign-on OmniSsL VPN

Default sign-on with basic login

Default sign-on with basic login and third party credentials

Default Sign-on with e-mail authentication, SM3 authentication

and third party credentials

Default Sign-onwith e-mail authentication, SM3 authentication

and third party credentials(Japanese)

Default Sign-onwith SM5 authentication

Default sign-on with third party credentials

test

Add Splash Page

HEADER FOOTER CLICK-THROUGH PROGRESS LAMDING ERROR MANAGED FILES TERMS

JavaScript tagis not allowed to place in this HTML file due to security vulnerabilities concern.

[ER 2% | [ Source

FREE Wi-Fi

Welcome!

| have read and agree to the Terms and Conditions

The fields available on the Splash page editor page are as follows:

Field

Splash page

Header
Footer

Click-through

Login
Progress
Landing
Error
Managed files
Terms
Save

Cancel

Chapter 1 Basic

Description

It lists all the types of splash pages. Click the required authentication type of the captive
portal and add/edit/delete the page.

You can edit the style and format of the splash page header.
You can edit the style and format of the footer of the splash page.

You can edit the style and format of the click-through page. This tab is available when
selecting either Default click-through or Default click-through (Japanese) as the splash
page types.

The login page displays the login page based on the selected sign-on splash page type.
It displays the page showing authentication is in progress.

It displays the page that appears after successful authentication.

It displays errors to be shown when authentication fails.

You can upload user-specific or organization-specific files.

It displays the terms and conditions that you have to follow while using the captive portal.
Click Save to save your settings.

Click Cancel to revert to the previous settings.

This chapter provides an overview of device-related information. To open the Basic page, follow the path Configure > Gateway > Devices, i.e., in
the Configure menu, click Gateway, and then click Devices. This opens the Devices page. It consists of a list of devices present in the device
group for the selected time frame. In the Device Name column, click any entry to open the Basic page of DBG-2000. The Basic page displays the
following information: Device Information, Location, WAN Interface, and Site and Profile. To save the changes, click Save, and to revert to the
previous settings, click Cancel.
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DASHEBOARD MONITOR CONFIGURE REPORTS SETTINGS HELP

Configure / Gateway / Devices

Acd device Bulkimport Timeframe: | Last 24 hours - ) - ne | 4
PubliclP Model name Profile sync status

1 DEBBELI10501 DEBBELIL0501 1751011186 - DEG-2000 I ' c:synchronized Sharesf-DEGOOS TF1-Dev E STEAMFIDBG00S  2.20.001 C

2 DEEB:E111:7301 FCEFC40D:8486 2021534325 192163101 DEG-2000 I ot synchronized Venudhar-DBGO23  TesmflQA TEAMFLQA  STEAMFIDEGO23 220014 1

3 [ ] Udsi-Test-Device FCBFC40D:84:42 1751011186 192168101 DBG-2000 I o snchronized 1-Udsi-test2 Teamfl QA TEAMFL QA STEAMFIDEGOO0S — 2.20014 C

This chapter covers the following topics:
Device Information

The Device information section provides details of the device, like the device name, serial number, MAC address, and local credentials.

DEVICE INFORMATION

Device name E1:11:23:01
Model name DEG-2000

Device UID TEAMF1DBG023
Serial number STEAMFIDBGO23
Local credential User name: admin

Password: sssessss B>

MAC address FC.8FC4:00:84:85 ~ FC.8FC4:00:.84:59

ptime 1d 22h 21m 37s

The fields available on this page are as follows:

Field Description

Device name It indicates the name of the device. You can click and edit the device name.

Model name It displays the model name of your device.

Device UID It displays the unique identification of the device generated by the Cloud team for the licensing-

related features.
Serial number It displays the serial number of your device.
Local credentials It displays the user name and the password to log in to the DBG-2000 web interface.
MAC address It displays the range of MAC addresses.
Uptime It displays the time duration since the last reboot.

Location

The Location section indicates the place on the map where the device is deployed.
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Use any of the following ways to adjust the map size:

® Cntrl key + scroll to zoom in or zoom out of the map

Map data 82020 | Terms of Use + Repoft a map emor

® Click “+” and “-” signs, located at the lower-right corner of the map, to zoom in and zoom out, respectively.

On the upper-right corner, select the full-screen icon to view the map in the full-screen. To exit the full-screen mode, press the Esc key or click

the shrink icon at the upper-right corner to toggle it to the small screen.

WAN Interface

On the Basic page, this section provides WAN interface details of the device and displays the following information for the respective WAN

interface (WAN1, WAN2, and WAN3).

WAN INTERFACE

Mame Type IP address Gateway DMS server #1 DMS server #2
VAN
1 DHCF 192 14648.120.102 192.145.1201 19214651201 -
‘;‘u’AH PFPPoE 20006 76001 202153323 202153322

Field Description

Name It displays the name of the WAN interface.

Type It displays the type of Internet connection used for the respective WAN port.

IP address It displays the IP address that is obtained or configured for the WAN interface.
Gateway It displays the gateway IP address.
DNS Server 1 It displays the IP address of the primary DNS server.
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DNS Server 2 It displays the IP address of the secondary DNS server.

Site and Profile

The Site and Profile section details the profile synchronization, firmware, and the profile being used. In addition, it allows you to change the profile
and re-configure the device with the new settings.

SITEAND PROFILE
Profile sync status Mot synchronized
Firmware status Upgrade available
Firmware version 22000070
Site site_testing d
Time zone Asiz/Kolkata(UTC+05:30, D5T)
Profile DBG-2000 -
Field Description
Profile sync status When you push a configuration and the device is reachable, it displays Synchronized, and if the

device is not reachable, it displays Not synchronized.

Firmware status This field allows you to know if you have any firmware upgrades available at the server.
Firmware version It displays the current firmware version running on your device.
Site It displays the site to which the device belongs.
Time zone It displays the current time zone of the device.
Profile It displays the profile configuration applied to the device.

Chapter 2 Summary

This chapter provides port connectivity details of the device DBG-2000. It indicates the amount of the data uploaded or downloaded from the
WAN interfaces and tells about Internet usage and its traffic at each port. It also includes an overview of the VPN usage and the VPN status of
each VPN type.

This chapter covers the following topics:
Status

The Status tab of the gateway web management interface provides the device's status that includes the port status, Internet traffic, and Internet
usage. This page covers the following topics:
® Overview

® Internet Traffic
® Internet Usage

Overview

Under Overview, you will find details about all the ports of your device. The connected 1Gbps ports are indicated in Green color. If the interface
is down, disconnected, or the ports are disabled, they are indicated in Black, and the connected 10/100Mbps ports are indicated in
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OVERVIEW

@ 1Gbps 10/100 Mpbs (@ Disconnected

1 2 3 4

WAN  WAN WAN  LAN

PORTS
Port Interface name Port status MAC address IP address Subnet mask Gateway DHCP mode Sent byte Received byte Total byte
1 WANL Link up fe8fca:0d:84:9b 192.168.98.114  255.255.248.0 192.168.98.1 6533983 69077028 75611013
2 WANZ Link dawn fcBfc4:0d:84:9c 0000 0000 0000 DHCP_SERVER
3 WANS Link up foarca:0d:34:9d 6.6.6.194 255.255.255.0 6661 DHCP_SERVER 289558 10811590 11101443
4 LAMA Link up 172.168.10.1 DHCP_SERVER
The fields displayed in the Ports table are as follows:
Field Description
Port It displays the port numbers.
Interface name It displays the interfaces of the device.
Port status It displays whether the port links up or links down.
MAC address It displays the MAC address of the port.
IP address It displays the IP address of the port.
Subnet mask It displays the subnet mask of the port.
Gateway It displays the gateway IP address of the port.
DHCP mode It displays the DHCP mode for the port. It could be None, DHCP server, or DHCP Relay.
Sent byte It displays the number of bytes transmitted from this interface.
Received byte It displays the number of bytes received at this interface.
Total byte It displays the total number of bytes sent and received at this interface.

Internet Traffic

This section graphically displays the speed of the data at the configured WAN ports for the last 24 hours. It indicates the average download
speed and the average upload speed of Internet traffic. When the mouse hovers over the graph, it specifies the upload and download speed at a
specific time.
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INTERNET TRAFFIC

WAN1

220 Kbps
165 Kbps
110 Kbps

55 Kbps

0 Kbps ————

14:00 16:00 18:00 20:00 22:00 24:00 02:00 04:00 06:00 08:00 10:00 12:00 14:00

Total average traffic 405Kbps B Average download:389Kbps B Average upload: 16Kbps
WAN3

12 Kbps

o kops _/\

6 Kbps

3 Kbps

0 Kbps
14:00 16:00 18:00 20:00 22:00 2400 02:00 04:00 08:00 08.00 10:00 12:00 14:00

Total average traffic:225Kbps B Average download:186Kbps @ Average upload:39Kbps

The fields displayed in the Internet traffic graph are as follows:

Field Description
Total average traffic It indicates the average of the total traffic moved through the WAN port.
Average download It indicates the average download speed.
Average upload It indicates the average upload speed.

Internet Usage

This section displays Internet usage graphically. It indicates the download, upload, and total usage of the Internet for the selected time frame.
You may select the time frame from the drop-down list located in the upper-right corner of the graph. To update the graph with the latest data,
click the Refresh icon next to the Time frame box. When the mouse hovers over the graph, it specifies the upload data and the download data at
a specific time.

INTERNET USAGE

)

Last 7 days hd

973,469,480 MB
730,102,110 MB
486,734,740 MB

243,367,370 MB

0ME
Dec 16 Dec 17 Dec 18 Dec 19 Dec 20 Dec 21 Dec 22 Dec 23

Total usage traffic 5049086856 MB @ Download:15484435367MB @ Upload:3500642589MB

The fields displayed in the Internet usage graph are as follows:

Field Description
Time frame Select the duration for which the Internet usage data is displayed.
Total usage traffic It indicates the total data transferred through the WAN ports for the selected time frame.
Download It indicates the total downloaded data through the WAN ports for the selected time frame.
Upload It indicates the total uploaded data through the WAN ports for the selected time frame.

Statistic

The Statistic page provides an overview of the number of clients connected to your gateway, the gateway’s WAN ports, and the VPN usage. It
collects the data from the device and represents it graphically, viz. bar graph or line graph.
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Client

This section displays a bar graph of the number of clients connected to your gateway for the selected time frame. The Time frame field allows you
to select the number of days you want to see the bar graph. You can click the Refresh icon to update the graph with the latest readings. When
the mouse hovers over the graph, it displays the number of clients connected at that instant.

CLIENT
CONNECTED'CLIENTS
Last 24 hours = <

‘ 3

3 I

2 05:00

Clients: 4
1
: [
16:00 18:00 20:00 22:00 2400 02:00 04:00 06:00 08:00 10:00 12:00 14:00 16:00
Usages

This section displays the speed at which the data is uploaded or downloaded from the particular WAN port for the selected time frame. You can
select the Time frame from the drop-down list located in the upper-right corner of the graph and then click the Refresh icon to update the graph
with the latest readings. When the mouse hovers over the graph, it displays the upload and download speed at a particular time.

USAGES

s

Last 7 days -

973,469,544 Kbps

730,102,158 Kbps Dec 18

486,734,772 Kbps

upload: 422.1[:1[&[2 Kbps

243,367,386 Kbps

0 Kbps
Dec 16 Dec 17 Dec 18 Dec 19 Dec 20 Dec 21 Dec 22 Dec 23

Total usage 4537038650Kbps B Download:1551914437Kbps @ Upload:3285124243Kbps

WANS3
Last 24 hours - (8
4,960 Kbps
3,720 Kbps \
—
2,430 Kbps
1,240 K0S —
0 Kbps
16:00 18:00 20:00 22:00 24:00 02:00 04:00 06:00 08:00 10:00 12:00 14:00 16:00

Total usage 10139 1Kbps @ Download:84294Kbps B Upload:17097Kbps

The fields displayed in the WAN Usage graph are as follows:

Field Description

Total usage It indicates the total speed at which the traffic moved through the WAN port in the selected time frame.
It is located at the lower-right corner of the graph.

Download It indicates the speed at which the data is downloaded through the WAN port in the selected time
frame.
Upload It indicates the speed at which the data is uploaded through the WAN port in the selected time frame.
VPN USAGE
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VPN usage displays the total usage of the VPN tunnel for downloading and uploading the data. You can select the Time frame to display the
VPN usage. When the mouse hovers over the graph, it displays the amount of data uploaded and downloaded through the VPN tunnel at that
instant.

VPN USAGE

O

Last 24 hours -

T12ME

534 MB

356 MB

178 MB

0 ME
15:00 17.00 19:00 21:00 23:.00 01.00 03:00 05200 0700 09:00 11:00 13:00 15:00

Total usage traffic: 1793MEB @ Dovnload:779MB B Upload:1016ME

The fields displayed in the VPN usage graph are as follows:

Field Description
Total usage It indicates the total data uploaded and downloaded through the VPN tunnel at the selected time
frame.
Download It indicates the amount of data downloaded through the VPN tunnel at the selected time frame.
Upload It indicates the amount of data uploaded through the VPN tunnel at the selected time frame.

DHCP

The Dynamic Host Configuration Protocol (DHCP) simplifies the configuration and management of the IP address of the devices like printers,
laptops, desktops, etc., present on the network. This is done by assigning a pool of IP addresses for the devices, and this pool is called the
DHCP pool. When a device is added to a network and is asked to get its IP address from the DHCP server dynamically, then one of the IP
addresses from the configured DHCP pool, along with the subnet mask and the default gateway, is assigned to the device. These IP addresses
are assigned to the clients only for a limited amount of time, and this process is called a DHCP lease. The DHCP lease gets renewed on its own
after the lease time is expired.

This page of the cloud gateway details the DHCP subnets and DHCP leases configured on your gateway.

DHCP Subnets

This section provides a list of DHCP subnets specifying their IP address range, the interface on which they have been configured, and the
number of free and used IP addresses.

DHCP SUBNETS by
# MName Interface IPrange Used Free ‘
1 LANT LAM1 192 168.10.101 - 192.168.10.200 30 70 (70%)
2 DMZ DMZ 192.168.128.100 - 192.168.128.150 5 46 (90%)
3 FAE VLANZO 192 16822 101 - 192.168.22 120 12 8 (40%)
4 PP VLANSO 192.168.55.51 - 192.168.53.80 20 10 (33%)
5 LAB VLANBO 192 168.88.61 - 192.168.88.100 12 8 (40%)
5 sales VLAN111 192.168.100.101 - 192.168.100.120 15 5(25%)
7 marketing VLAN222 192.168.200.101 - 192.168.200.220 23 97 (50%)

Previous n Mext 5 v

The fields displayed in the DHCP Subnets table are as follows:

Field Description

Name It displays the name of the DHCP subnet.
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Interface It displays the interface on which the DHCP subnet has been configured.
IP range It displays the range of IP addresses that can be assigned for lease.
Used It displays the number of IP addresses being used.
Free It displays the number of IP addresses that are not assigned to anyone.

DHCP Leases

The DHCP lease time refers to the amount of time for which an IP address is assigned to the client by the DHCP server. This section lists all the
DHCP leases provided to the clients on the network. It also provides an overview of the interface used and the expiry of each DHCP lease.

DHCP LEASES Q,

Interface Expires in
1 Matts-iPhone 192.168.10.102 B&EC:A32B:BATC LAM1 02/22/2019 06:38:36
2 Jessica-Thinkpad 19216810.103 60:31:97-7D:5B:C3 LAM1 02/22/2019 09:08:13
3 Brad-iPad 19216810104 60:31:97-7D:5B:3C LAM1 02/22/201909:15:13
4 Ann 19216822 101 60:31:97-7D:5B8:C3 VLANZ0 02/22/201909:40:13
3 Emily123 192.16855.51 60:31:97:7D:56:95 VLANS0 02/22/2019 10:15:13
1 AtoZ 192.168.10.105 60:31:97:7D:56:6F LANL 02/22/2019 10:25:13
7 Jack-PC 192.168.10.106 60:31:97:7D:FB:3C LANL 02/22/2019 11:15:13
8 AllenMAC 192.168.86.81 60:31:97:7D:5B:66 VLANSO 02/22/2019 15:15:30
? OrchidthiiPhone 192.168.100.101 60:31:97-7D:AASS VLAN111 02/22/2019 20:15:30
10 HSKUO-M-R14F 192168200101 60:31:-E7-7D:5B:66 VLANZZ2 02/22/2019 22:15:37

Previous Mext 5 v

The fields displayed in the DHCP Leases table are as follows:

Field Description
Client It displays the name of the client to whom the IP address is assigned.
IP It displays the IP address that has been assigned to the client.
MAC It displays the MAC address of the client for which an IP address is reserved.
Interface It displays the interface through which the client is connected.
Expires in It displays the date and time when the DHCP lease will expire.

VPN Status

You can view the status (connect or disconnect) of the gateway’s VPN associations/connections. The page lists the active VPN association or
connections, the traffic details, and the tunnel state. The traffic is a cumulative measure of transmitted or received packets since the tunnel was
established. You can get an overview of all the VPN types at once and can also view each VPN separately. If you want to display the status of all
the VPN types, select Overview in the Display VPN type field.

Display VPN type Overview -

SITETO SITE VPN STATUS

Quick VPN Disable (Manual)

WPH Connectivity

Remote gateway Interface Local subnet Remote subnet Connection status Bytes transmitted Bytes received Tunnel uptime

1 policyl 192.158.98.114 WaAMN1 182.168.20.0 172.168.100 Disconnected 0 Bytes 0 Bytes 15m41s
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PPTP/L2TP CLIENT STATUS

#  User name

ACTIVE OPENVPN CONMNECTIONS

# User name Client IP (Actual)
GRE TUNNEL STATUS
# Name

Field

Display VPN type

Quick VPN

Name
Remote gateway
Interface
Local subnet
Remote subnet
Connection status
Bytes transmitted
Bytes received

Tunnel uptime

DBG-2000 User Guide

IP address Tunnel uptime
Mext 10 -
Client IP (VPN) Bytes transmitted Bytes received Tunnel uptime
Mext 10 =
GRE tunnel IP Remote IP Status
Mext 10 =
Description

Select the type of VPN you want to display. The options are given below:

® Overview: It displays an overview of all the VPN types.

® Quick VPN (Manual): It displays only Manual Site-to-Site VPN details.

® Quick VPN (Site-to-Site): It displays details of Site-to-Site VPN.

® Quick VPN (Hub-and-Spoke): It displays details of Hub-and-Spoke VPN.
® PPTP/L2TP: It displays PPTP/L2TP Client status details only.

® OpenVPN: It displays OpenVPN client status only.

® GRE Tunnel: It displays GRE Tunnel client details only.

Note: The Manual, Site-to-Site, and Hub-and-Spoke VPNs are available only when any of
them are configured on the Site-to-Site VPN page by selecting the VPN type in the “Quick
VPN field.

Site-to-Site VPN Status
Quick VPN is a Nuclias auto-provisioning site-to-site VPN technology that allows you to
quickly and easily build VPN tunnels between Nuclias gateway devices without tedious
manual VPN configuration. If Disable (Manual) is selected, set up VPN manually at Manual
VPN Configuration to establish VPN connection with other partners.

Disable (Manual)

It displays the name of the VPN.
It displays the IP address or the domain name of the remote peer.
It displays the interface on which the VPN tunnel is established.
It displays the local subnet being used by this VPN connection.
It displays the remote subnet being used by this VPN connection.
It displays if the VPN connection is connected or disconnected.
It displays the number of bytes transmitted through the tunnel.

It displays the number of bytes received through the tunnel.

It displays the time duration when the tunnel is up.



Quick VPN

Description

Contact point (IP address)
Device name
IP address
Site

Subnet(s)
Connection Status
Bytes transmitted

Bytes received

Tunnel uptime

Quick VPN

Description

Contact point (IP address)
Device name
IP address
Site
Subnet(s)

Role
Connection Status
Bytes transmitted

Bytes received

Tunnel uptime

PPTP/L2TP CLIENT STATUS

# User name Server type

1 js PPTP

Field
Username
Server type
IP address

Tunnel uptime

DBG-2000 User Guide

Site-to-Site VPN Status (Site-to-Site)

If Site-to-site is selected, site-to-site connections between DBG2000 devices of the same
organization and their VPN policies are configured by the Nuclias cloud.

It displays the description of the local networks on which the IPSec VPN tunnel has been
configured.

It displays the public IP address through which the device is connected.

It displays the remote device name of the Site-to-Site tunnel.

It displays the client’s IP (actual) address.

It displays the site name of the remote peer.

It displays the remote peer subnets for which the site-to-site VPN tunnel is established.
It displays if the tunnel is connected or disconnected.

It displays the number of bytes transmitted from the tunnel.

It displays the number of bytes received by the tunnel.

It displays the active duration of the tunnel.

Site-to-Site VPN Status (Hub-and-Spoke)

Hub-and-Spoke is used when there are multiple gateways sourcing (Spokes) with a central
gateway called Hub.

It displays the description of the local networks on which the IPSec VPN tunnel has been
configured.

It displays the public IP address through which the device is connected.

It displays the device name of the remote peer.

It displays the IP address of the remote peer with which the tunnel is established.
It displays the site name of the remote peer.

It displays the remote peer subnets for which the tunnel will be established.

It displays if the connected client is acting as a hub or a spoke.

It displays if the tunnel is connected or disconnected.

It displays the number of bytes transmitted from the tunnel.

It displays the number of bytes received by the tunnel.

It displays the duration when the tunnel is up.

IP address Tunnel uptime

2223 9m 54s

Description
It displays the PPTP/L2TP user name.
It displays the server type (PPTP or L2TP) to which the tunnel is established.
It displays the IP address of the connected PPTP/L2TP client.

It displays the time duration when the tunnel is up.
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Display VPN type OpenvEN -

ACTIVE OPENVPN CONNECTIONS

Client IP (Actual) Client IP (VPN) Bytes received Tunnel uptime

1 OP_dient 172.16.150.6 128.10.0.100 80.68ME F2.65MB 18d2h7m 13z

Previous Next 5 -

Field Description

Active OpenVPN Connections

User name It displays the name of the clients connected to the server.
Client IP (Actual) It displays the IP address through which the client is connected.
Client IP (VPN) It displays the virtual IP address of the connected client.
Bytes transmitted It displays the number of bytes transmitted from the tunnel.
Bytes received It displays the number of bytes received by the tunnel.
Tunnel uptime It displays the duration when the tunnel is up.
Display VPN type GRE Tunnel -
GRE TUNNEL STATUS
# HName Interface ‘GRE tunnel IP Remote P Status
1 NY_Office WAN1 192168101 1721792123 Disconnected
Previous n MNext Ed
Field Description

GRE Tunnel Status

Name It displays the name of the tunnel.
Interface It displays the interface where the tunnel is created.
GRE tunnel IP It displays the IP address of the GRE tunnel.
Remote IP It displays the IP address of the remote endpoint gateway.
Status It indicates whether the GRE tunnel is connected or not.

Chapter 3 Network

Click the Network tab to edit or configure the network (LAN, WAN, or DMZ). This chapter discusses the various settings required to configure a
network. This section’s auto-rollover and load-balancing settings allow you to configure an easy and continuous traffic flow in the network.
Similarly, the gateway’s routing protocols help select an optimum path for traffic to flow from the source to its destination, and the various
supported services provide a secure network to its end-users. Traffic management is another important configuration for a network that regulates
the traffic flow from LAN to WAN ports. So, this chapter helps you in configuring the network’s key elements like ports of the device, routing
protocols, services, traffic management, and high availability features.

This chapter covers the following topics:

Ethernet

This section provides an overview of the port status diagrammatically. It indicates the device ports with different colors based on the port
connectivity. You can configure WAN, LAN, and DMZ ports on this page. The Nuclias cloud gateway, DBG-2000, supports multiple WAN ports,
and hence it allows you to use failover and load-balancing techniques for prioritizing Internet services during an unstable WAN connection.
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Another feature that the cloud gateway supports is Dynamic DNS (DDNS), i.e., an Internet service that allows routers with varying public IP
addresses to be located using Internet domain names. You may also configure the IP aliasing feature to associate another IP address with the

interface.

The Ethernet section includes the following topics:

Port Status

The Ethernet ports, available on the cloud gateway, support 10/100/1000 Mbps, and they use the highest common speed between the sending
and the receiving devices. The Port Status section displays all the four ports of the device and indicates the connectivity of each port in the
following three colors:

® Green: It means that the port transmits at 1Gbps.
. : It means that the port transmits at 10/100Mbps.
® Black: It means that the interface is down, disconnected, or the ports are disabled.

B 1Gbps 10/100 Mpbs ) Disconnected

12 3 4

WAN WaAN DMZI LAN

Port Configuration

To configure a port, you must disable the Use profile configuration field present above the Port Status. If this field is enabled, you can edit only
Port 1 (WAN port). It is shown in the screenshots below.

|U5e Profileconfiguration @ Enable  (C) Disable

ADDRESSING ROUTING SERVICES TRAFFIC MANAGEMENT HIGH AVAILABILITY CAPTIVE PORTAL
PORT STATUS
B 1Gbps 10/100 Mpbs @ Disconnected

12 s 4
O

WAN LAN LAN LAN

Interface name IP address Subnet mask = Port state
1 WAN WAN1 192.168.96.18 255.255.2480 192.168.98.1 ﬁ EDIT
2 LAN LANZ 1921468.10.1 2552552550 Disable
3 LAN LANZ 192168.111 255.255.2550 Disable
4 LAN LANA 192168.12.1 255.255.2550
IUse Profile configuration () Ensble @ Dissble I

ETHERNET ADDRESSING ROUTING SERVICES TRAFFIC MANAGEMENT HIGH AVAILABILITY CAPTIVE PORTAL

PORT STATUS

B 1Gbps 10/100 Mpbs [}l Disconnected

1

5 4

B~
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WAN  LAM  LAN  LAN

PORT CONFIGURATION
Port # Interface type Interface name IP address Subnet mask Gateway Port state Action
1 WAN WAN1 192 168 96.18 2552552480 192168.98 1 & T
2 LAN LANZ 192.168.10.1 255.255.255.0 () Enzble @ Disable & EDIT
3 LAN LAN3 192.168.111 255.255.255.0 (O Enzble @ Disable & T
4 LAN LAN4 192168121 255.255.255.0 & T

The fields available in the Port Configuration table are as follows:

Field Description
Port It displays the port number.
Interface type It displays the type of interface. The options are WAN, DMZ, and LAN.
Interface name It displays the name of the interface.
IP address It displays the IP address of the selected port.
Subnet mask It displays the subnet mask for the IP address.
Gateway It displays the gateway IP address.
Port state You can enable or disable the port state only when the Use profile configuration field is
disabled.
Actions You can edit all the ports only when the Use Profile configuration field is disabled;

otherwise, you can edit only Port 1.

The Port Configuration section explains how to configure the following ports:
* WAN Port

® DMZ Port
® LAN Port

WAN Port

The gateway has a total of four ports, out of which Port 1, Port 2, and Port 3 can be used as WAN ports to establish a connection to the Internet.
Port 1 can only be configured as a WAN port, while Port 2 and Port 3 can be configured as LAN, WAN, or DMZ port. It is assumed that you have
arranged for Internet service with your Internet Service Provider (ISP). Please contact your ISP or network administrator for the configuration
information required to set up the Nuclias cloud gateway.

You can configure the WAN port in the Port Configuration section. Click Edit to open the respective port configuration page.
Note: To configure the port, you must disable the “Use Profile Configuration” field.

Edit port1
Interface type Interface name
WAN1
Connection typs
DHCP -
WLAM tag VLAM ID
DHCP

Hastname (antionall
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Secondary DMNS server (optional

MAC address source

Advanced settings

Psec passthrough

s

L
L2TP passthrough

L

The fields available on this page are as follows:

Field

Interface type

Interface name

Connection type

VLAN tag

VLAN ID

Hostname (optional)

DNS Servers

Primary DNS server

Secondary DNS server (optional)

MAC address source

MAC address

MTU size (byte)

MAC address

Description
Select the type of interface. The options are WAN, DMZ, and LAN.
Note: You can not edit this field for Port 1 and Port 4 interfaces. Port1 can only be
configured as a WAN port and Port 4 as a LAN port.

Enter a name for the interface.

Select a connection type from the following options: DHCP, Static IP, PPPoE, PPTP, and
L2TP.

Enable or disable the VLAN tag on the configured WAN port.
If the VLAN tag is enabled, enter the VLAN ID.

DHCP
Enter the hostname if required by your ISP.

Select either Get dynamically from ISP or Use these DNS servers to enter DNS servers
manually.

If you select Use these DNS servers, enter the primary DNS server IP address.

If you select Use these DNS servers, enter the secondary DNS server IP address. It is an
optional field.

Select Use default MAC to use the MAC address from the configured WAN port to
associate with your modem/ISP, or Use this MAC to enter a MAC address manually.

If you select Use this MAC, enter the MAC address you want to associate with your ISP.

46



IP address
IP subnet mask

Gateway IP address

Address mode
IP address
IP subnet mask
User name
Password
Service (Optional)

Authentication type

Reconnect mode

Maximum idle time (minutes)

Address mode
Server name
User name
Password
IP address
IP subnet mask

Gateway IP address

Static DNS IP

MPPE encryption

Reconnect mode

Maximum idle time (minutes)

Address mode

Server name

DBG-2000 User Guide

The MTU (Maximum Transmit Unit) is the largest packet that can be sent over the network.
The standard MTU value for Ethernet networks is usually 1500 Bytes, and for PPPoE/
PPTP connections, it is 1492 Bytes. For all L2TP connections, it is 1460 Bytes.

Static IP
Enter the static address that your ISP assigned to you.
Enter the IP subnet mask.
Enter the default gateway IP address.

PPPoE configuration

Select either Dynamic IP or Static IP.
If you select Static IP, enter the IP address supplied to you by your ISP.
If you select Static IP, enter the subnet mask supplied to you by your ISP.
Enter your PPPOE user name.
Enter your PPPoE password.

If your ISP supports the service name, enter it here.

Select the type of Authentication to use (Auto-Negotiate, PAP, CHAP, MS-CHAP, or MS-
CHAPV2).

Select one of the following options:

® Always on: The connection is always on.

® On-demand: The connection is automatically ended if it is idle for a specified number
of minutes.

Enter the number of minutes in the Maximum idle time field. This feature is useful if your
ISP charges you based on the time you are connected. This field is available only when On-
demand is selected.
PPTP
Select Dynamic IP or Static IP (IP settings supplied by your ISP).
Enter your PPTP server IP address or the domain name.
Enter your PPTP user name.
Enter your PPTP password.
If you select Static IP as the address mode, enter the IP address supplied by your ISP.

If you select Static IP as the address mode, enter the subnet mask supplied by your ISP.

If you select Static IP as the address mode, enter the gateway IP address supplied by your
ISP.

If you select Static IP as the address mode, enter the static DNS IP address in the
respective subnet.

Enable it if the PPTP server supports this feature.
Some ISPs may require you to pay for usage time. Select On-Demand if this is the case.
This will have the gateway connect to the Internet only when you initiate an Internet
connection. Select Always On to have the gateway stay connected to the Internet.
Enter the number of minutes in the Maximum Idle Time field. This feature is useful if your
ISP charges you based on the time that you are connected. This field is available only
when On-demand is selected.

L2TP
Select Dynamic IP or Static IP (IP settings supplied by your ISP).

Enter your L2TP server IP address or the domain name.
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If you select Static IP as the address mode, enter the IP address supplied by your ISP.
If you select Static IP as the address mode, enter the subnet mask supplied by your ISP.

If you select Static IP as the address mode, enter the gateway IP address supplied by your
ISP.

If you select Static IP as the address mode, enter the static DNS IP address in the
respective subnet.

Enter your L2TP user name.
Enter your L2TP password.
Enter a shared secret if your ISP supports it.

Some ISPs may require you to pay for usage time. Select On-Demand if this is the case.

This will have the gateway connect to the Internet only when you initiate an Internet
connection. Select Always On to have the gateway stay connected to the Internet.

Maximum idle time (minutes) Enter the number of minutes in the Maximum Idle Time field. This feature is useful if your
ISP charges you based on the time that you are connected. This field is available only

when On-demand is selected.
Advanced settings

IPSec passthrough Enable this feature to allow encrypted VPN traffic for IPSec VPN tunnel connections
through the device.
PPTP passthrough Enable this feature to allow encrypted VPN traffic for PPTP VPN tunnel connections
through the device.

L2TP passthrough Enable this feature to allow encrypted VPN ftraffic for L2ZTP VPN tunnel connections through

the device.
Save Click Save to save your settings.
Cancel Click Cancel to revert to the previous settings.

DMZ Port

The gateway supports one of the physical ports to be configured as a dedicated DMZ port. A DMZ is a sub-network that is open to the public but
behind the firewall. The DMZ provides security to the network, as specific services/ports exposed to the Internet on the DMZ do not get exposed
to the Intranet. Therefore, it is recommended that hosts exposed to the Internet (such as web or email servers) be placed in the DMZ network.
Firewall rules can permit access to specific services/ports to the DMZ from LAN or WAN. In an attack on any of the DMZ nodes, the LAN is not
necessarily vulnerable. DMZ configuration is identical to the LAN configuration. There are no restrictions on the IP address or subnet assigned to
the DMZ port, other than the fact that it cannot be identical to the IP address given to the LAN interface of this gateway.

You can configure Port 2 or Port 3 as DMZ ports in the Port Configuration section. Click Edit to open the respective port configuration page.

Note:

® To configure the port, you must disable the “Use profile configuration” field.
® Port 1 and Port 4 can only be configured as WAN and LAN ports, respectively.

Edit port3

Starting IP address
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The fields available on this page are as follows:

Field
Interface type
Interface name
IP address
IP subnet mask

DHCP mode

Domain name
Starting IP address
Ending IP address

Default gateway

DNS server

Primary DNS server
Secondary DNS server (optional)

WINS server (optional)

Default gateway

Primary DMS server

r (optional) WIS server (optiona

Description

Select DMZ to configure the port as the DMZ port.

Specify the name for your DMZ interface.

Enter a new IP address for the device.

Enter the subnet mask for your network.

Select one of the following modes:

None - Select None to turns off DHCP.
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DHCP server - If this is selected, the gateway will act as the DHCP server on your
network. By default, the “DHCP server” is selected as the DHCP mode.

DHCP relay - If this is selected, DHCP clients on your network will receive IP address

leases from a DHCP server on a different subnet.

Enter a domain name for DMZ configuration.

Enter the starting IP address.

Enter the ending IP address.

If you select DHCP Server as the DHCP mode, enter the default gateway for the DHCP
server mode.

Select one of the following options for DNS servers for the DHCP clients:

DNS Proxy: Enable or disable DNS Proxy. When the DNS Proxy field is selected, the
device acts as a proxy for all DNS requests and communicates with the ISP’s DNS

servers.

DNS from ISP: This option sends all DNS requests to the ISP’s DNS Servers.
Static DNS: This option sends all DNS requests to the configured static DNS servers.

Enter the primary DNS Server IP address.

Enter the secondary DNS Server IP address. It is an optional field.
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Enter the WINS IP address in the DHCP configuration. A WINS (Windows Internet Naming
Service Server) is the equivalent of a DNS server but uses the NetBIOS protocol to resolve
hostnames. It is an optional field.

Enter the duration (in minutes) for which IP addresses will be leased to clients.

Enter the relay gateway IP address. This field is available when you select DHCP mode as
DHCP relay.

If this option is disabled, the ping requests to the LAN interface are blocked.

When the DNS Proxy field is enabled, the device acts as a proxy for all DNS requests and
communicates with the ISP’s DNS servers. This field is available when you select DHCP
relay or None as the DHCP mode.

Click Save to save your settings.

Click Cancel to revert to the previous settings.

By default, the gateway functions as a Dynamic Host Configuration Protocol (DHCP) server to the hosts present on the LAN network. With

DHCP, PCs and other LAN devices can be assigned IP addresses and addresses for DNS servers, Windows Internet Name Service (WINS)
servers, and the default gateway. The gateway’s IP address serves as the gateway address for LAN clients, with the DHCP server enabled. The
PCs in the LAN are assigned IP addresses from a pool of addresses if the DHCP server is configured.

For most applications, the default DHCP and TCP/IP settings are satisfactory. If you want another PC on your
network to be the DHCP server or if you are manually configuring the network settings of all of your PCs, set

the DHCP mode to “none.” DHCP relay can forward DHCP packets to get the DHCP lease information from another DHCP server on the network.

Along with a DNS server, you can also use a Windows Internet Naming Service (WINS) server. A WINS server is the equivalent of a DNS server
but uses the NetBIOS protocol to resolve hostnames. The gateway includes the WINS server IP address in the DHCP configuration when
acknowledging a DHCP request from a DHCP client.

You can configure the LAN port in the Port configuration section. Click Edit to open the respective port

configuration page.

Note:

® To configure the port, you must disable the “Use profile configuration” field.
® Port 1 and Port 4 are WAN and LAN ports, respectively.
® You can configure WAN, LAN, or DMZ ports on Port 2 and Port 3.

Edit port4

Bridge network

@I
Paddress
172.1468.10.1
DHCP made
L
Camisin name

Ending IP address

172.168.10.50

Interface name

IP subnet mask

Starting IP address
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DS serve Primary DiNS serve
5 ] -

Secondary DMNS server (optional S server (option

Lease time (minute

Allowy ping from L

=y

-

Cancel

The fields available on this page are as follows:

Field Description
Interface type Select LAN to configure the port as the LAN port.

Note: You can not edit this field for Port 1 and Port 4 interfaces. Port1 can only be
configured as a WAN port and Port 4 as a LAN port.

Interface name Specify the name for your LAN interface.
Bridge network Enable this field to bridge this LAN to another VLAN.
Network Select the network from the drop-down list. This field is available when you enable the Bridg

e network field.

IP address Enter a new IP address for the gateway.
IP subnet mask Enter the subnet mask for your network.
DHCP mode Select one of the following modes:

®* None - Select None to turns off DHCP.

® DHCP server - If this is selected, the gateway will act as the DHCP server on your
network. By default, the “DHCP server” is selected as the DHCP mode.

® DHCP relay - If this is selected, DHCP clients on your network will receive IP address
leases from a DHCP server on a different subnet.

Domain name Enter a domain name for LAN configuration.
Starting IP address Enter the starting IP address.
Ending IP address Enter the ending IP address.
Default gateway If DHCP mode is DHCP server, enter the default gateway for the DHCP server mode.
DNS server Select one of the following options for DNS servers for the DHCP clients:

* DNS Proxy: Enable or disable DNS Proxy on this VLAN. When the DNS Proxy field is
selected, the gateway acts as a proxy for all DNS requests and communicates with the
ISP’s DNS servers.

® DNS from ISP: This option sends all DNS requests to the ISP’s DNS Servers.
® Static DNS: This option sends all DNS requests to the configured static DNS servers.

Primary DNS server Enter the primary DNS Server IP address.

Secondary DNS server (optional) Enter the secondary DNS Server IP address. It is an optional field.
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WINS server (optional) Enter the WINS IP address in the DHCP configuration. A WINS (Windows Internet Naming
Service Server) is the equivalent of a DNS server but uses the NetBIOS protocol to resolve
hostnames. It is an optional field.

Lease time (minutes) Enter the duration (in minutes) for which IP addresses will be leased to clients.
Relay gateway Enter the relay gateway IP address. This field is available when you select DHCP mode as
DHCP relay.
Allow ping from LAN If this option is disabled, the ping requests to the LAN interface are blocked.
DNS Proxy When the DNS Proxy field is enabled, the gateway acts as a proxy for all DNS requests

and communicates with the ISP’s DNS servers. This field is available when you select DHC
P relay or None as the DHCP mode.

Save Click Save to save your settings.

Cancel Click Cancel to revert to the previous settings.

WAN Mode Configuration

The Nuclias cloud gateway supports multiple WAN links. This allows you to take advantage of rollover and load balancing features to ensure that
certain Internet-dependent services are prioritized in the event of unstable WAN connectivity on one of the ports.

To use Auto-rollover or Load Balancing, you must configure WAN link failure detection. This involves accessing DNS servers on the Internet or
ping to an Internet address (user-defined). In load balancing, you can also select None to disable the failure detection feature. When the failure
detection is enabled, specify the retry interval and the number of attempts it has to connect to the configured server. If all the attempts are failed,
the WAN port is considered to be down.

This section discusses the following WAN modes:
® Primary WAN

® Auto-rollover using WAN

® | oad Balancing
® Round Robin

® Spillover mode

Primary WAN

If you do not want to use Auto-rollover or Load balancing, select Primary WAN as the WAN mode and select the WAN port you want to set as
the primary WAN port.

WAN MODE CONFIGURATION

WAN mode Prumary WaN -

Uksing primary WiaN port

Primary WAMN port WA WANZ WIBME

Auto-rollover using WAN

In the Auto-rollover using WAN mode, one of the WAN ports is assigned as the primary Internet link for all the Internet traffic; the secondary WAN
port is used for redundancy if the primary link goes down for any reason. Both WAN ports (primary and secondary) must be configured to connect
to the respective ISP’s before enabling this feature. The secondary WAN port will remain unconnected until a failure is detected on the primary
link (either port can be assigned as the primary). If a failure occurs on the primary port, the Internet traffic will roll over to the backup port. When
configured in Auto-rollover mode, the link status of the primary WAN port is checked at regular intervals as defined by the failure detection
settings.

WAN MODE CONFIGURATION

wWak mode suto-rollover using WaN

Aurto-rellever using WAR port

52



DBG-2000 User Guide

Primary WAN part -
secandary WAM port 12 -
Haalth chask -

Primary WAk

Sacondary WaM
Retry interva ] seconds
Failower after 4

If you want to use Auto-rollover, select Auto-rollover using WAN as the WAN mode and enter the following

details.
Field Description
WAN mode Select Auto-rollover using WAN.
Primary WAN port Select the primary WAN port.
Secondary WAN port Select the secondary WAN port.
Health check Select one of the following options for the health check:

®* WAN DNS Servers: If you select this option, it detects the health of a WAN link using
the WAN DNS servers configured in the WAN Settings pages.

® DNS Servers: If you select this option, it detects WAN health by using a specific DNS
server. Select DNS Servers and enter the IP addresses of custom DNS servers for the
primary and secondary WANSs.

® Ping IP address: If you select this option, ping to an IP address to detect WAN health.
Select this option and enter the IP addresses in the fields to ping from the primary and
secondary WANSs. Ensure that this destination host is reliable.

Primary WAN Enter the IP address whose health could be checked using the primary WAN port.
Secondary WAN Enter the IP address whose health could be checked using the secondary WAN port.
Retry interval Enter the retry time duration in seconds to check the WAN health. By default, it is every 30
seconds.
Failover after Enter the number of failures after which the port is considered to be down.

Load Balancing

The load balancing feature allows you to simultaneously use multiple WAN links (presumably multiple ISP’s). After configuring more than one
WAN port, the load balancing option can carry traffic over more than one link. Protocol bindings are used to segregate and assign services over
one WAN port to manage Internet flow. The configured failure detection method is used regularly on all the configured WAN ports when in Load
Balancing mode.

Load balancing is beneficial when the connection speed of one WAN port greatly differs from another. In this case, you can define protocol
bindings to route low-latency services (such as VOIP) over the higher-speed link and let low-volume background traffic (such as SMTP) go over
the lower-speed link.

The gateway currently supports two algorithms for Load Balancing:

* Round Robin: This algorithm works in a recurring process where the packets are routed to the available WAN ports in a sequence
irrespective of the connection speed of any WAN ports. If one packet is forwarded to one WAN port, the next packet will automatically go
to the next WAN port. This ensures that the traffic load is distributed among all the active WAN ports.

* Spillover: If the Spillover method is selected, one WAN acts as a dedicated link until a defined bandwidth threshold is reached. After
this, the next WAN will be used for new connections. Inbound connections on WAN are permitted with this mode, as the spillover logic
governs outbound connections moving from one WAN to the other WAN.

You can configure spillover mode by using the following options:
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® Load Tolerance: It is the percentage of bandwidth after which the gateway switches to secondary WAN.
® Max Bandwidth: This sets the maximum bandwidth tolerable by the primary WAN for outbound traffic.
If the link bandwidth of outbound traffic goes above the max bandwidth load tolerance value, the gateway will spill over the next
connections to the next WAN.
For example, if the maximum bandwidth of a WAN is 1Kbps and the load tolerance is set to 70. Now,
every time a new connection is established, the bandwidth increases. After a certain number of connections,

say bandwidth reached 70% of 1Kbps, the gateway will spill over new outbound connections to the next
WAN. The maximum value of load tolerance is 80%, and the minimum is 20%.

Round Robin

Round robin is an algorithm for load-balancing and is useful when the traffic load is distributed among all the WAN ports. When you select Round-
robin as Load Balancing, configure the fields available on the page.

WAN MODE CONFIGURATION

WAN mode Load balancing -

Load balancing
Load balancing @ Round robin Spillover mode
Health check DMS servers b
Primary WiaM
Secondary WAk
Tertiary WAN
Retry interval is 30 seconds

Failover after 4 failures

Field Description
Load balancing Select Round robin.
Health check Select any one of the following options:

®* None: Select this option if you do not want to check the WAN health.

®* WAN DNS Servers: Select this option to detect the health of a WAN link using the
WAN DNS servers configured in the WAN Settings page.

®* DNS Servers: Select this option to use a specific DNS server for detecting WAN
health, select DNS Servers, and enter the IP addresses of custom DNS servers for the
primary, secondary, and tertiary WAN ports.

® Ping IP address: Select this option to detect WAN health by pinging to an IP address,
select this option, and enter the IP addresses in the fields to ping from the primary,
secondary, and tertiary WAN ports.

Primary WAN Enter the primary DNS server or primary IP address to ping.
Secondary WAN Enter the secondary DNS server or secondary IP address to ping.
Tertiary WAN Enter the tertiary DNS server or tertiary IP address to ping. This field is available only when
all three WANs are configured.
Retry interval is Enter the retry time duration in seconds to check the WAN health. By default, it is every 30
seconds.

54



Failover after

Spillover mode

DBG-2000 User Guide

Enter the number of failures after which the port is considered to be down.

Select Spillover mode when you want a specific WAN to act as a dedicated link until a defined bandwidth
threshold is reached. After this, the next WAN is used for new connections. When you select Spillover

mode, configure the following fields.

WAN MODE CONFIGURATION
WAM mode Load balanding b
Load balancing

Load balancing

Health check

Primary WAMN

Secondary WA N

Tertiary WiAN

Retry interval

Failover after

Spillcrver configuration

Load tolerance

Max bandwidth

Field
Load balancing

Health check

Primary WAN
Secondary WAN

Tertiary WAN

Retry interval is

Round-robin @ Spillover
DS servers -
30 o  Seconds
4 ~  failures
BO
1080 = Mbps
Description

Select Spillover mode.
Select any one of the following options:

® None: Select this option if you do not want to check the WAN health.

®* WAN DNS Servers: Select this option to detect the health of a WAN link using the
WAN DNS servers configured in the WAN Settings page.

* DNS Servers: Select this option to use a specific DNS server for detecting WAN
health. Select DNS Servers and enter the IP addresses of custom DNS servers for the
primary, secondary, and tertiary WAN ports.

® Ping IP address: Select this option to detect WAN health by pinging to an IP address.
Enter the IP addresses in the fields to ping from the primary, secondary, and tertiary
WAN ports.
Enter the primary DNS server or primary IP address to ping.

Enter the secondary DNS server or secondary IP address to ping.

Enter the tertiary DNS server or tertiary IP address to ping. This field is available only when
all three WANSs are configured.

Enter the retry time duration in seconds to check the WAN health. By default, it is every 30
seconds.
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Failover after Enter the number of failures after which the port is considered to be down.
Spillover Configuration

Load tolerance Enter the percentage of bandwidth, after which the gateway switches to the next WAN. The

range is from 20 to 80.

Max bandwidth This sets the maximum bandwidth tolerable by WAN for outbound traffic. The range of

maximum bandwidth is from 1 to 1000 Mbps.

Dynamic DNS

Dynamic DNS (DDNS) is an Internet service that allows routers with varying public IP addresses to be located
using Internet domain names. To use DDNS, you must set up an account with a DDNS provider such as DynDNS, FreeDNS, NO-IP, or 3322.org.

Each configured WAN can have a different DDNS service if required. Once configured, the gateway will update DDNS services changes in the
WAN [P address. It will direct the features dependent on accessing the gateway’s WAN via FQDN to the correct IP address. When you set up an
account with a DDNS service, the host and domain name, user name, password, and wildcard support will be provided by the account provider.

DYNAMIC DNS
DDNS @ Enable () Disable
WAN interface Service provider Wildcard Use publicIP Force update interval DDNS Status
1 WAN1 DynDMNS dwi-series-device dyndns org Disable Disable 7 DDMS Service is Enabled i EDIT
2 WANZ Disable & Eoit
3 WAN3 Disable & EoIT

When the DDNS feature is enabled, it is applied to the WAN IP, which is up, and the following fields are displayed in the table:

Field
Index
WAN interface

Service provider

Description
It displays the serial number of the entries.
It displays the WAN interface on which the DDNS is applied.

It displays the service types that this WAN port is using.

Hostname It displays the hostname to be mapped with the WAN interface IP in the selected DDNS
service.
Wildcard It indicates if the Wildcard feature is enabled or disabled.
Use public IP It displays if this option is enabled or disabled. Enabling this option would use an external

Force update interval

DDNS status

Actions

(NAT router’s) IP address instead of the device’s WAN IP address.

It specifies the periodic update interval to automate the gateway to update the host
information on the selected DDNS Service.

It displays the DDNS status of the WAN port.

Click Edit to edit the configuration. This opens the Edit WAN1/WAN2/WAN3 DDNS page.

b4

Edit WAN1 DDNS

Service provider

DynDMS -

User name Password

Host name
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Wildcard

@l Enable Disable

Lis= public IP

@ Emable Disable

Force update interval

7

Cancel
The fields available on this page are as follows:
Field Description
Service provider Select one of the following service types that this WAN port should use: DynDNS,

FreeDNS, NO-IP, 3322.0rg, and Disable.

User name Enter the account user name for the following service providers: DynDNS, FreeDNS, NO-
IP, and 3322.org.

Password Enter the password for the above service providers' accounts.

Hostname Specify the complete hostname which is to be mapped with the WAN interface IP in the
selected DDNS service.

Wildcard The wildcard feature allows all sub-domains of your DynDNS or 3322.org Hostname to
share the same public IP as the hostname. This option can be enabled here if not done on
the DynDNS website. This field is available when you select DynDNS or 3322.org as the
Service provider.

Use public IP Enabling this option would use an external (NAT router’s) IP address instead of the device’s
WAN [P address.

Force update interval Specify the periodic update interval to automate the gateway to update the host information
on the selected DDNS Service.

Save Click Save to save your settings.

Cancel Click Cancel to revert to the previous settings.

IP Aliasing

A single WAN Ethernet port can be accessed via multiple IP addresses by adding an alias to the port. This
is done by configuring an IP Alias address. The IP aliasing section lists the configured IP aliases on the WAN
interfaces. You can add a new IP alias and edit or delete the configured IP alias.

IP ALIASING
Add
B & Interface 1P address. Subnet mask Actions
L)1 waN1 192.168.200.110 255.255.255.0 & EDIT [ DELETE
L 2 wanN1 192.168.200.120-192 168.200.125 255.255.255.0 f EDIT [ DELETE

Previgus MNext 5

57



DBG-2000 User Guide

The fields displayed on the /P aliasing table are as follows:

Field Description
Interface It displays the WAN port on which the IP alias is configured.
IP address It displays an alias IP address for the WAN interface you selected.
Subnet mask It displays the subnet mask for the WAN interface you selected.
Actions You can edit or delete that entry.

Note: This column is available only when you disable the “Use profile configuration” field.

To delete multiple entries at once, select the checkboxes of the /P aliasing you want to delete, and click Delete. Click Add to add a new IP alias.
This opens the Add IP aliasing page.

Add IP aliasing
Interface

WiaM1 -

IP address Subnet mask

Cancel Save
The fields available on this page are as follows:
Field Description
Interface Select the WAN port.
IP address Enter an alias IP address for the WAN interface you selected.
Subnet mask Enter a subnet mask for the WAN interface you selected.

Save Click Save to save your settings.

Close Click Close to revert to the previous settings.

Addressing

The Addressing section introduces various features that the Nuclias cloud gateway uses to handle traffic flow between the Internet and the
secure LAN. To limit broadcast packets of a device in a large network, the gateway supports Virtual LANs. These virtual LANs assign VLAN IDs
to the LAN ports to isolate that port’s traffic from the general LAN. You will learn about all these topics in detail in this section.

The Addressing section covers the following topics:

Route mode

Routing between the LAN and WAN will impact how this gateway handles traffic received on any of its physical interfaces. The routing mode of
the gateway is core to the traffic flow behavior between the secure LAN and the Internet.

ROUTE MODE

Routz mode @ Metwork address translation (MAT) Router
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With Router (classical routing), devices on the LAN can be directly accessed from the Internet with their public IP addresses (assuming
appropriate firewall settings are configured). If your ISP has assigned an IP address for each of the computers/devices you use, select Router.

Network address translation (NAT) is a technique that allows several computers and devices on your local network to share an Internet
connection. The computers on the LAN use a “private” IP address range, while the WAN port on the gateway is configured with a single “public”
IP address. Along with connection sharing, NAT also hides internal IP addresses from the computers on the Internet. NAT is required if your ISP
has assigned only one IP address to you. The computers/devices that connect through the gateway will need to be assigned IP addresses from a
private subnet.

VLAN

The gateway supports virtual network isolation on the LAN by using VLANSs. You can configure LAN devices to communicate in a sub-network
defined by VLAN identifiers. A unique VLAN ID can be assigned for each LAN port so that traffic to and from the physical port can be isolated
from the general LAN.

VLAN filtering is advantageous to limit broadcast packets of a device in a large network. In the Add VLAN profile page, define the virtual network.

VLAN Settings

The VLAN settings section displays a list of configured VLANs by name and VLAN ID. A VLAN membership can be created by clicking the Add
button present above the list.

The cloud gateway supports LAN ports with different subnets for each LAN, i.e., for port 4, the assigned IP address is 192.168.10.1, for port 3, it
is 192.168.11.1, and for port 2, it is 192.168.12.1. The VLAN ID value can be any number from 1 to 4094. By default, the cloud gateway accepts
only untagged traffic on the LAN interface. Therefore, for any tagged traffic, the user has to add a VLAN explicitly.

VLAN
WLAM settings
Add
B # Name VLANID Base Interface IP address Subnet mask Captive portal Actions
|:\ 1 | 50 LAN4 192.168.50.1 2552552550 a i EDIT DELETE

mo

The fields available on the VLAN settings table are as follows:

Field Description
Name It displays the name of the VLAN.
VLAN ID It displays the numeric value associated with the VLAN.
Base Interface It displays the physical interface on which the VLAN is created.
IP address It displays the IP address for the VLAN.
Subnet mask It displays the subnet mask for the VLAN.
Captive portal If the captive portal is enabled on the VLAN, this field displays the name of the captive
portal.
Actions You can edit or delete the respective VLAN.

Note: This field is available only when the “Use profile configuration” field is disabled.

Click Add to add a new VLAN. This opens the Add VLAN profile page. To delete multiple entries at once, select the checkboxes of the configured
VLANSs you want to delete, and click Delete.

Add VLAN profile

Mame WLAN ID
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Base Interface IntervLAMN

LAML - Enable @ Disable
WVILAN subnet
IP address Subnet mask
DHCF Maode

Mone @ DHCP server DHCP relay

Domain name Starting IP address
Ending IP address Default gateway
DMS server Lease time (minutes)

DMS prosy -
Captive portal Captive portal name
@ Enable Dizable Default -

Cancel Save

The fields available on the Add VLAN profile page are as follows:

Field Description
Name Enter a unique name for this VLAN.
VLAN ID Enter a unique ID to this VLAN (1 - 4094).
Base Interface Select the physical interface on which VLAN is to be created.
InterVLAN It allows or denies communication between VLAN networks.

VLAN subnet

IP address Enter an IP address for the VLAN subnet.
Subnet mask Enter the subnet mask for the VLAN subnet.
DHCP mode Select one of the following modes:

®* None: Select None to turns off DHCP.

® DHCP Server: If this is selected, the device will act as the DHCP server on your
network.

® DHCP Relay: If this is selected, DHCP clients on your network will receive IP address
leases from a DHCP server on a different subnet.

Domain name Specify the domain name. This field is available only when DHCP Server is the DHCP
Mode.
Starting IP address Enter the starting IP address.
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Ending IP address
Default gateway

DNS server

Primary DNS server
Secondary DNS server

WINS server (optional)

Lease time (minutes)
Relay gateway
Captive portal

Captive portal name

DNS Proxy

Save

Close

IP management list
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Enter the ending IP address.
If DHCP mode is DHCP Server, enter the default gateway for the DHCP server mode.
Select one of the following options for DNS servers for the DHCP clients:

* DNS Proxy: Enable or disable DNS Proxy on this VLAN. If enabled, the gateway acts
as a proxy for all DNS requests and communicates with the ISP’s DNS servers.

* DNS from ISP: This option sends all DNS requests to the ISP’s DNS Servers.
® Static DNS: This option sends all DNS requests to the configured static DNS servers.

Enter the primary DNS Server IP address.

Enter the secondary DNS Server IP address.

Enter the WINS IP address in the DHCP configuration. A WINS (Windows Internet Naming
Service Server) is the equivalent of a DNS server but uses the NetBIOS protocol to resolve
hostnames. It is an optional field.

Enter the duration (in minutes) for which IP addresses will be leased to DHCP clients.
Enter the relay gateway IP address.

You can enable or disable the captive portal feature over the VLAN.

Select the configured captive portal name from the drop-down list.

When the DNS Proxy field is enabled, the gateway acts as a proxy for all DNS requests
and communicates with the ISP’s DNS servers. This field is available when you select DHC
P Relay or None as the DHCP mode.

Click Save to save your settings.

Click Close to revert to the previous settings.

The gateway’s DHCP server can assign IP settings to your clients on your network by adding a client's MAC
address and the IP address to the DHCP server’'s database. Whenever the gateway receives a request from a client, the MAC address of that
client is compared with the MAC address list present in the database, and the corresponding IP address is assigned to the client.

Another available security measure is to allow outbound traffic (from LAN to WAN) when the LAN node has an IP address matching the MAC
address bound to it. This is IP/MAC Binding. By enforcing the gateway to validate the source traffic’'s IP address with the unique MAC Address of
the configured LAN node, the administrator can ensure traffic from that IP address is not spoofed. If a violation (i.e., the traffic’s source IP
address does not match up with the expected source MAC address) occurs, the packets will be dropped.

This section of VLAN displays the IP management list.

1P emanapernent kot

B & Hostrame Interdace

WAL address. DHECP reserved I IPYRAL binding MAchions
; E I ¥ eoat [ DELETE
' E Pl B DELETE

The fields displayed in the IP management list table are as follows:

Field
Hostname

Interface

IP address

MAC address

Description
It displays the hostname for the pair of IP and MAC addresses.

It displays the interface to which the client is connected, and the DHCP lease is provided. It
can include custom VLAN interface names.

It displays the IP address you have assigned to the device.
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It displays the MAC address of the host that can connect on the configured interface and
for which an IP address is reserved.

DHCP reserved IP It displays if the DHCP reserved IP is enabled or disabled.
IP/MAC binding It displays if the IP/MAC binding feature is enabled or disabled.
Actions You can edit or delete the selected entry.

Note: This field is available only when the “Use profile configuration” field is disabled.

Click Add to add a new entry. This opens the Add IP pool configuration page. To delete multiple entries at once, select the checkboxes of the IP
management that you want to delete, and click Delete.

Add IP pool configuration

Host name Interface

Lakld -
IP address MAC address
Associate with 1P/ MAC binding DHCP reserved IP

@ @

Cancel
The fields available on the Add IP pool configuration page are as follows:
Field Description
Hostname Enter the hostname for the pair of IP and MAC addresses.
Network Select the network from the drop-down list.
IP address Enter the IP address you want to assign to this device.

Note: This IP address must be in the same range as the starting/ending IP address under
DHCP Settings for that interface.

MAC address Enter the MAC address (xx:xx:xx:xx:xx:xx format) of the host that can be connected on
LAN, for which an IP address has to be reserved.

Associate with IPMAC binding You can enable or disable the IP/MAC binding feature. If enabled, it associates the host’s
information with IP/MAC Binding.
DHCP reserved IP You can enable or disable the DHCP reserved IP feature.
Save Click Save to save your settings.
Close Click Close to revert to the previous settings.

Routing

Routing refers to the path that the packets follow from the source to the destination in the most optimum manner. This section of the Network
provides you with the configuration fields required to manage the routing process in the network. Various methods are supported by the Nuclias
cloud gateway like the Static Route, Policy Route, RIP, and OSPFv2. Static routing is a conventional method where the gateway uses the
manually configured route path, and if any changes occur, the static route is to be reconfigured manually. Policy route allows you to configure
routing policy based on certain parameters like the source address, destination address, source port, or destination port. Another protocol that
the cloud gateway supports is the Routing Information Protocol (RIP). It is a protocol that keeps a check on the number of hops a packet can
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make from its source to destination. Similarly, you will also learn to configure OSPFV2 in this section. OSPFv2 is a dynamic protocol that routes
Internet Protocol (IP) packets solely within a single routing domain.

This section covers the following topics:

Static Route

Routing between the LAN and WAN will impact how this gateway handles traffic received on any of its physical interfaces. The routing mode of
the gateway is core to the traffic flow behavior between the secure LAN and the Internet.

Manually adding static routes to this device allows you to define the traffic path selection from one interface to another. There is no
communication between this gateway and other devices to account for changes in the path; once configured, the static route will be active and

effective until the network changes.

The Static Route page displays all routes added manually by an administrator and allows several operations on the static routes.

You will find a list of static routes configured on the gateway with the following details:

STATIC ROUTE

Add

B # Name Destination
[J 1 BlackB 10002
Field

Name

Destination

Subnet mask

Gateway

Interface

Metric

Active

Actions

Subnet mask

255.255.255.0

Gateway Interface Metric Active Actions

192.168.1.1 WAN1 2 @ Enable () Disable & EDIT DELETE
Previous Mext 5 -

Description
It displays the name of the route.
It displays the IP address of the static route’s destination.
It displays the subnet mask of the static route.

It displays the IP address of the gateway through which the destination host or network can
be reached.

It displays the physical network interface (WAN, DMZ, VLAN, or LAN) through which this
route is accessible.

It displays a value between 2 and 15.
Select enable or disable to activate or deactivate this route.

Note: The enable and disable options are available only if the “Use profile configuration”
field is disabled.

You can edit or delete the route.

Note: This field is available only if the “Use profile configuration” field is disabled.

Click Add to add a new entry. This opens the Add static route page. To delete multiple entries at once, select the checkboxes of the configured
static route you want to delete, and click Delete.

Add static route

Mame

Subnet mask

Interface

LamM1

=

Destinabion IP address

Gateway IP address

Metric
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Private

i@ Enable Disable

Cancel Save
The fields available on this page are as follows:
Field Description
Name Enter the name of the route.
Destination IP address Enter the IP address of the static route’s destination.
Subnet mask Enter the subnet mask of the static route.
Gateway IP address Enter the IP address of the gateway through which the destination host or network can be
reached.
Interface Select a physical network interface (WAN, DMZ, VLAN, or LAN) through which this route is
accessible.
Metric Enter a value between 2 and 15. It determines the priority of the route. If multiple routes to

the same destination exist, the route with the lowest metric is chosen.

Private Enable this feature to make this route private. If the route is made private, the route will not
be shared in a RIP.

Save Click Save to save your settings.

Cancel Click Cancel to revert to the previous settings.

Policy Route

Policy routes are useful when the Load Balancing feature is in use. Selecting TCP/UDP, you can assign the type of traffic to go over the specified
WAN ports. The source network, source address, the destination network, a destination address, service, or protocol can be associated with a
particular WAN port for increased flexibility.

For example, the VolP traffic for a set of LAN IP addresses can be assigned to one WAN, and any VolP traffic from the remaining IP addresses
can be assigned to the other WAN link. Policy routes are only applicable when load balancing mode is enabled and more than one WAN is
configured.

POLICY ROUTE
Add
B # MNome Protocol Source network Source port. Destination network Destination port Local gateway Active Actions
1 1 Ay 192.168.200.1 1-234 10.10.20.90 456-33445 WANL Enable @ Diszble y EDIT @ DELETE -

This section of the routing shows a list of configured policy routes on the gateway with the following details:

Field Description
Name It displays the name of the policy route.
Protocol It displays the protocol placed in the transport layers of the Internet protocol suite.
Source network It displays the source network. It options are Any, an IP address, and a range of IP address.
Source port It displays a source port for which the policy route will be applicable.
Destination network It displays the destination network. Its options are Any, an IP address, and a range of IP
addresses.
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Destination port It displays a destination port for which the policy route will be applicable.
Local Gateway It displays the WAN interface.
Active You can enable or disable the selected policy route.

Note: The enable and disable options are available only if the “Use profile configuration”
field is disabled.

Actions You can edit or delete the route.

Note: This field is available only if the “Use profile configuration” field is disabled.

To delete multiple entries at once, select the checkboxes of the policy route you want to delete, and click Delete. Click Add to add more entries.
This opens the Add policy route page.

Add policy route

Mame Local zateway
War1 b
Protocol
Ary -
Source network Source port
Destination network Destination port
Cancel Save

The fields available on the Add policy route page are as follows:

Field Description
Name Enter the name of the policy route.
Local gateway Select the WAN interface.
Protocol Select one of the protocols that are commonly placed in the transport layers of the Internet

protocol suite.
Source network Enter an IP address, a range of IP addresses, or Any as the source network.

Source port A port is a communication endpoint. Ports are identified for each protocol and address
combination by 16-bit unsigned numbers, commonly known as the port number. The most
common protocols that use port numbers are the Transmission Control Protocol (TCP) and
the User Datagram Protocol (UDP). Here, the Source port is an integer in the range of 1-
65535 initiated from a specific application on the source IP. Enter a source port number.

Destination network Enter an IP address, a range of IP addresses, or Any as the destination network.

Destination port Destination Port is an integer in the range of 1-65535 destined to a specific application on
destination IP. Enter the destination port number.
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Save Click Save to save your settings.

Close Click Close to revert to the previous settings.

RIP Configuration

Dynamic routing using the Routing Information Protocol (RIP) is an Interior Gateway Protocol (IGP) common in LAN. With RIP, the cloud gateway
can exchange routing information with other supported gateways in the LAN and allow for dynamic adjustment of routing tables to adapt to

modifications in the LAN without interrupting traffic flow.
RIP CONFIGURATION

Add

B # Interface Direction Version Authentication Active Actions
1 wan Both RIP-2M Disable () Ensble @ Disable ¢ EDIT 1] DELETE
O 2 L Both RIP-1 () Enable @ Disable ¢ EDIT ] DELETE

Previous Mext 5 v

The fields displayed on the page are as follows:

Field Description
Interface It displays the interface on which the RIP is configured.
Direction It displays in which direction the RIP packets need to be exchanged.
Version It displays the RIP version supported by the routing devices in the selected interface.
Authentication It displays whether the authentication is enabled or disabled for RIP-2M.
Active You can enable or disable the configured RIP.

Note: The enable and disable fields are available only if the “Use profile configuration” field
is disabled.

Actions You can edit or delete the configured RIP.

Note: This field is available only if the “Use profile configuration” field is disabled.

Click Add to add a new entry to the list. This opens the Add RIP configuration page. To delete multiple entries, select the corresponding
checkboxes present in the first column of the table, and click Delete.

Add RIP configuration
Interface Direction

WaM1 - Bath -
ersion Authentication

RIP-2M - @ Enable Cnsable

rMDS key ID MDS authentication key

Cancel

The fields available on the Add RIP configuration page are as follows:
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Field Description
Interface Select the interface where you want to configure the RIP.
Direction The RIP direction will define how this gateway sends and receives RIP packets. Select one

of the following options:

® Both: The gateway both broadcasts its routing table and also processes RIP
information received from other routers. This is the recommended setting to utilize RIP
capabilities fully.

® In Only: The gateway accepts RIP information from other routers but does not
broadcast its routing table.

Version The RIP version is dependent on the RIP support of other routing devices in the LAN.

® RIP-1: A class-based routing version that does not include subnet information. This is
the most commonly supported version.

® RIP-2M: It includes all the functionality of RIPv1, plus it supports subnet information.
RIP-2M sends data to multicast addresses.

Authentication Select Enable to activate the authentication for RIP-2M. By default, RIP authentication is
disabled.
MD5 Key ID Enter the unique MD5 key ID.
MD5 Authentication Key Enter the authentication key for this MD5 key.
Save Click Save to save your settings.
Cancel Click Cancel to revert to your previous settings.

OSPFv2 Configuration

OSPF is an interior gateway protocol that routes Internet Protocol (IP) packets solely within a single routing

domain. It gathers link state information from available routers and constructs a topology map of the network. OSPF version 2 is a routing
protocol which is described in RFC2328 - OSPF Version 2. OSPF is IGP (Interior Gateway Protocols) and is widely used in large networks such
as ISP backbone and enterprise networks.

QSPFV2 CONFIGURATION
Intenace L] Pricaity FHelo inbenal Dead werval Cerst Anhennicabon LAM renrte excrangs NESA Actre ACTons
- sl prstle W Diesble & o
z 1 - A Drsabie Erable @ Db el
- ke able Ensble @8 Diable & ED
) 0 10 Eraibied Dhizabide Enable @ Dizable 2 o
F i 16 e e E - B Drble éf o

The fields displayed on the OSPFV2 Configuration table are as follows:

Field Description
Interface It displays the physical network interface on which OSPFv2 is enabled or disabled.
Note:
® For the “L2TP over IPsec” interface, follow the steps as follows:

1. In the cloud portal, goto VPN > PPTP/L2TP > Server mode/Client mode and click Add.

2. Select L2TP as the server/client type, and enable L2TP over IPsec. Configure L2TP
over IPsec on the server-side/client-side.

3. Save the configuration. For more details, refer to PPTP/L2TP.

® Similarly, for the “DMZ interface,” you must configure DMZ on the Port configuration
(Network > Ethernet> Port configuration) page. For more details, refer to Port
configuration.

Area It displays the area to which the interface belongs.
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Priority
Hello interval

Dead interval

Cost
Authentication
LAN route exchange
NSSA

Active

Actions

Click Edit to open the Edit OSPFv2 page. To delete multiple entries at once, select the checkboxes of OSPFv2 you want to delete, and click Dele

te.

Edit OSPFv2

e
WiD5 key

LAN route exchange

L
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It displays the priority of the router to become the designated router.
It displays the number of seconds that the hello packet is sent.

It displays the time (number of seconds) that a device’s hello packets must not have seen
before its neighbors declare the OSPF router down.

It displays the cost of sending a packet on an OSPFv2 interface.
It displays the authentication type.

It displays the LAN Route Exchange status for a WAN interface.
It displays whether NSSA is enabled or disabled.

You can enable or disable the respective interface.

Note: The enable and disable options are available only if the “Use profile configuration”
field is disabled.

You can edit the configured interface.

Note: This field is available only if the “Use profile configuration” field is disabled.

Priority
Dead interva

Authentication type

M AN a1 Hhanis e ot o Loons
DS authentication key

Cance

The fields available on the Edit OSPFv2 page are as follows:

Field

Interface

NSSA

Area

Description
It displays the physical network interface on which OSPFv2 is enabled or disabled.

Enable this option to allow OSPF stub areas to carry external routes.
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Priority

Hello interval

Dead interval

Cost

Authentication Type

Authentication Key

MD5 Key ID
MDS5 Authentication Key
LAN route exchange
Save

Cancel

Services

DBG-2000 User Guide

Enter the area to which the interface belongs. Two routers having a common segment; their
interfaces have to belong to the same area on that segment. The interfaces should belong
to the same subnet and should have a similar mask.

It helps to determine the OSPFv2 designated gateway for a network. The gateway with the
highest priority will be more eligible to become Designated Router. Setting the value to 0

makes the router ineligible to become Designated Router. The default value is 1. Lower the
value means higher priority.

Enter the number, in seconds, when the Hello packet is to be sent. This value must be the
same for all gateways attached to a common network. The default value is 10 seconds.

Enter the number of seconds when a device’s hello packets are not seen before its
neighbors declare the OSPF router down. This value must be the same for all routers
attached to a common network. The default value is 40 seconds. OSPF requires these
intervals to be the same between two neighbors. If any of these intervals are different,
these routers will not become neighbors on a particular segment.

Enter the cost of sending a packet on an OSPFv2 interface.

Select one of the following authentication types:

®* None: The interface does not authenticate OSPF packets.
® Simple: OSPF packets are authenticated using simple text keys.
® MDS5: The interface authenticates OSPF packets with MD5 authentication.

Enter the authentication key. This field is available when you select Simple as the Authentic
ation Type.

If you select MD5 as the Authentication Type, enter the MD5 key ID.

If you select MD5 as the Authentication Type, enter the MD5 authentication key.
It displays the LAN Route Exchange status for a WAN interface.

Click Save to save your settings.

Click Cancel to revert to the previous settings.

The Services section of the Nuclias cloud gateway web Ul discusses the multiple services to provide a secure and fast network to its users.
Services like the Jumbo frame improve network performance by using an efficient maximum transmission unit (MTU). IGMP snooping filters the
multicast traffic on the network, and the UPnP feature helps discover devices on the network that can communicate with the gateway and auto-
configure. This section of the Network will also explain service management and Application layer gateways, supported by the Nuclias cloud

gateway.

This section covers the following topics:

Service Management

This section of the web Ul discusses the following services supported by the Nuclias cloud gateway:

Jumbo frame

Jumbo frames are Ethernet frames with more than 1500 bytes of payload. When this feature is enabled, the LAN devices can exchange
information at the Jumbo frames rate. You can enable or disable this feature.

SERVICE MANAGEMENT

Jumbo frame @ Enable Disable
IGMP prooscy @ [

IGMP snooping i
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IGMP Proxy

The Internet Group Management Protocol (IGMP) is used by hosts and routers on an IP network to create multicast group memberships. The
IGMP can be used for web and support applications like the online streaming of videos and games. The IGMP proxy enables the gateway to
issue IGMP messages on behalf of the clients behind it. If the IGMP proxy feature is enabled, select the WAN interface on which it is to be
applied.

SERVICE MANAGEMENT
Jumnibo framme Erabkt i Diable
IGMP proecy @ Enable () Disable
WAM interface WANL -
ISMP snooping Enabb W Droabbe
UPnP Erabkt i Diable

IGMP Snooping

IGMP snooping allows the gateway to ‘listen’ in on IGMP network traffic through the gateway. This allows the gateway to filter multicast traffic and
direct it only to hosts that need this stream. This is helpful when there is a lot of multicast traffic on the network where all LAN hosts do not need
to receive this multicast traffic.

IGMP snooping @ Ensble () Disable
Canfiguration
Add 4
O 1 VLANZZ Enable T DELETE
O 2 VLAN100 Enable @ DELETE

Previows [l vext | | s -

The fields available in the Configuration table are as follows:

Field Description
Interface It displays the interface on which the IGMP snooping is configured.
IGMP snooping It displays if the IGMP snooping is enabled or disabled.
Actions It allows you to delete the configured IGMP snooping one at a time.

Click Add to add a new interface. This opens the Add interface configuration page. To delete more than one configured IGMP snooping, select
the checkbox of the corresponding configured interface, and click Delete.

Add interface configuration

Active interface

Multiple select -

[#] &
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[#] vianz2

[#] wLANSS
[#) wviLan100

[#] WiLANZ00

The fields available on the Add interface configuration page are as follows:

Field Description
Active interface Select the active interface.
Note: IGMP snooping supports VLAN only.
Save Click Save to save your settings.

Cancel Click Cancel to revert to your previous settings.

UPnP

Universal Plug and Play (UPnP) is a feature that allows the cloud gateway to find the devices on the network that can communicate with the
gateway and allow for auto-configuration. If UPnP detects a network device, the gateway can open internal or external ports for the traffic
protocol required by that network device. If the UPnP feature is disabled, the gateway can not configure an automatic device, and you may have
to manually open/forward ports to allow applications to work.

Select Enable to configure UPnP and display the UPnP port mapping list.

Note: You can edit the UPnP feature only if the “Use profile configuration” field is disabled.

UPnP @ Enable () Disable
Advertisement period 30 seconds
Advertisement time to live 4 hops
UPNP port mapping list (e}
#  Active Protocol Internal port External port Interface IP address
1 Yes TCP 58457 58457 LAN1 192.168.1.100
2 es UDP 38457 58457 LAM1 192.168.1.100
3 Yes upp 50477 50477 LANZO0 192.168.22.101
4 Yes TCP 30477 50477 LAMNZ20 192.168.22.101
3 es uoe 20719 20719 LAMN3O0 192.168.33.102

Previous - Mext 5 -

The UPnP port mapping list has the details of UPnP devices that respond to the gateway’s advertisements. The following information is displayed
for each detected device:

Field Description
UPnP You can enable or disable the UPnP feature.
Advertisement period Enter a value for the Advertisement period. This is the frequency that the gateway

broadcasts UPnP information over the network. A large value will minimize the network
traffic but cause delays in identifying new UPnP devices to the network.

Advertisement time to live Enter a value for Advertisement time to live. This is the number of hops a packet is allowed
to propagate before being discarded. Small values will limit the UPnP broadcast range. A
default of 4 is typical for networks with a few numbers of switches.

UPNP port mapping list
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Active It indicates if the UPnP port is still open in the device or not.
Protocol It displays the network protocol used by the gateway.
Internal port It displays the internal ports opened by UPnP (if any).
External port It displays the external ports opened by UPnP (if any).
Interface It refers to the LAN/VLAN segment on which the UPnP option is enabled.
IP address It displays the IP address of the UPnP device detected by the gateway.

Application Layer Gateways (ALGs)

Application Level Gateways (ALGs) are security components that enhance the firewall and NAT support of the

gateway to seamlessly support application layer protocols. In some cases enabling the ALG will allow the firewall to use dynamic, ephemeral
TCP/ UDP ports to communicate with the known ports a particular client application (such as H.323 or RTSP) requires; otherwise, the admin
would have to open a large number of ports to accomplish the same support. ALG understands the protocol used by the specific application that
it supports. It is a very secure and efficient way of introducing client applications through the gateway'’s firewall.

APPLICATION LAYER GATEWAYS

RTSP Enahble Dhsable

®

sip @ Enable Disable
®
®

H.323 Enable Disable
TFTP Enable Disable
SMTP Enable (@ Disable
Field Description
RTSP Enable it to allow applications that use Real Time Streaming Protocol to receive streaming

media from the Internet. QuickTime and Real Player are some of the common applications
using this protocol.

SIP Enable it to allow devices and applications using VolP (Voice over IP) to communicate
across NAT.
H.323 Enable it to allow H.323 (specifically Microsoft Netmeeting) clients to communicate across
NAT.
TFTP Enable it to allow Trivial FTP (TFTP) clients and servers to transfer data across NAT.
SMTP Enable it to transfer email between mail servers over the Internet and enter the port at

which the SMTP packets are inspected.

E-mail filter list

The E-mail filter list appears only when the SMTP is enabled. Simple Mail Transfer Protocol (SMTP) is a text-based protocol used for transferring
emails between mail servers over the Internet. Typically, the local SMTP server is located on a DMZ so that mail sent by remote SMTP servers
traverses the gateway to reach the local server. Local users then use email client software to retrieve their email from the local SMTP server.
SMTP is also used when clients send emails. In addition, SMTP ALG can monitor SMTP traffic originating from both clients and servers.

APPLICATION LAYER GATEWAYS

RTSP Enzble @ Disable

SIP Enzble @ Disable
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H.323 Enzble @ Disable
TFTP Enzble @ Disable
SMTP @ Enzble Disable
Port 25
E-mail filter list
Add
B # Policy Subject E-mail address Actions
1 Block 1 email@address.com é EDIT & DELETE
0w

The table lists all the subjects along with email addresses that are blocked or allowed.

Field Description
Policy It displays the policy to allow or block the email address.
Subject It displays the subject.
Email address It displays the email address.
Actions You can click Edit to modify the entry and click Delete to delete the entire entry.

Click Add to open the Add Email filter page to add a new entry. To delete multiple entries at once, select the checkboxes of the entries you want
to delete, and click Delete.

*
Add Email filter
Policy Subject
Block -
Email address
Cancel Save
The fields available on the Add Email filter page are as follows:
Field Description
Policy Select a policy. It can be either Allow or Block.
Subject Enter the subject. The range is from 1 to 64 characters.
Email address Enter an email address.
Save Click Save to save your settings.
Cancel Click Cancel to revert to the previous settings.

Traffic Management

The traffic management feature allows you to regulate the traffic flow from the LAN to WAN. This is useful to ensure that low priority LAN users
(like guests or HTTP service) do not monopolize the available WAN’s bandwidth for cost-savings or bandwidth-priority-allocation purposes.
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This section will help you understand and configure the bandwidth control feature from the web user interface and add a profile that defines the
control parameters. You can then associate the profile with a traffic selector to apply the bandwidth profile to the traffic, matching the selectors.

Selectors are elements like IP addresses or services that would trigger the configured bandwidth regulation.

The traffic management section covers the following topics:

Traffic Shaping

Traffic selector is a service-based rule to which the user can attach traffic management profiles. Once a profile has been created, it can then be
associated with traffic flow from the LAN to WAN. Traffic selector configuration binds a bandwidth profile to a type or source of LAN traffic with

the following settings.

TRAFFIC SHAPING

Interface Management type

1 1 Outbound WANL Priority

Priority Bandwidth rate Schedule

Low - ANY LANG Abwayson Enable @ Dissble & EDIT [l DELETE

-

The fields displayed in the Traffic Shaping table are as follows:

Field
Name
Policy type
Interface
Management type
Priority
Bandwidth rate
Service
Traffic selector match type
Schedule

Active

Actions

Description
It displays the name of your profile.
It displays the policy type (Inbound or Outbound).
It displays the interface with which the profile is associated.
It displays as Priority or Rate.
It displays the priority level, i.e., low, medium, or high.
It displays the range of bandwidth rates.
It displays the service.
It displays the traffic selector match type.
It displays the schedule of the selected traffic shaping.
You can enable or disable the respective Traffic management policy.
Note: This field is available only if the “Use profile configuration” field is disabled.
You can edit or delete the selected traffic management policy.

Note: This field is available only if the “Use profile configuration” field is disabled.

Click Add to add a new entry to the table. This opens the Add traffic shaping page. To delete more than one entry, select the checkbox of the
traffic management policies you want to delete, and click Delete.

X
Add traffic shaping
Mame Palicy type
Outbound »

WM Interface Management type

WAN1L - Pricrity -
Pricrity

Lo b
[ o Y g S—
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U LM

Service
Ay b

Traffic selector match type IP address
IP address -

Subnet mask

Schedule policy

Cancel Save

The fields available on the Add traffic shaping page are as follows:

Field

Name

Policy type

WAN Interface

Interface

Management type
Priority
Max. bandwidth rate (Kbps)

Min. bandwidth rate (Kbps)

Service

Traffic selector match type

Interface
IP address
Subnet mask

MAC address

Schedule policy

Save

Description

Enter a name for your profile. This identifier is used to associate the configured profile to
the traffic selector.

Select the policy type (Inbound or Outbound).

Select which of the available WAN interfaces you want to associate this profile with. This
field appears when Outbound is selected as the Policy type.

Select which of the available interfaces you want to associate this profile with. This field
appears when Inbound is selected as the Policy type.

Select either Priority or Rate.
If you select Priority, specify the priority. It could be Low, Medium, or High.
If you select Rate, enter the maximum bandwidth rate.
If you select Rate, enter the minimum bandwidth rate.
Traffic selector
Select a service from the drop-down list.

This field is available when you select Outbound as the Policy type. Select any one of the
following match types:

® |P address: Select this option to associate this traffic selector with an IP Address of a
LAN device. Once selected, enter the IP address of the LAN device.

®* MAC address: Select this option to associate this traffic selector with a specific MAC
address on the LAN. Once selected, enter a valid MAC Address.

* Interface: If this option is selected, select the interface.
If you select Interface, select an interface from the drop-down list.
Enter the IP address of the source associated with this profile.
Enter the subnet mask.

If you select MAC address, enter the MAC address of the source associated with this
profile.

It allows you to define the time and day when the traffic shaping rule is to be applied.

Click Save to save your settings.
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Close Click Close to revert to the previous settings.

Session Limiting

The Session Limiting section displays a list of configured session limiting profiles. It allows a user to limit the number of sessions per IP address,
range of IP addresses, or interface through the device. When the session limit is reached, a warning message is displayed to users for a session
initiated from a web browser. Session Limiting configuration consists of profile name, source type, schedule, and maximum sessions.

SESSION LIMITING

Add

A

| # MName Source type Maximum sessions Schedule Actions
O 1 TOKYO_Lab 192.168.10.102 999 - ¢ eoit T DELETE
O =2 HR_Office VLANZ00 100 Workhours ¢ eoim i DELETE

Previous ' Mext 5 -

The fields displayed in the Session Limiting table are as follows:

Field Description
Name It displays the name of the profile configured for a particular source type.
Source type It displays the source type selected for the profile.
Maximum sessions It displays the maximum number of sessions allowed on the selected source type to limit
sessions.
Schedule It displays the schedule for the configured session limit profile.
Actions You can edit or delete an entry.

Click Add to add a new entry to the list. This opens the Add session limiting page. To delete more than one entry, select the check-boxes of the
entries you want to delete, and click Delete.

®
Add session limiting

e Sourcetyps
nterface -
Interface
LamM1 -

b aximum sessions

Schedule palicy

Alway= on -

Cancel Save

The fields available on the Add session limiting page are as follows:

Field Description
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Name Enter the name of the profile to be configured for a particular Source type.
Source type Select a source type for the profile. The options are IP address, IP range, and Interface.
IP address Enter the IP Address of the client/Host to be controlled in the Session Limit profile when the

selected source type is IP address.

Starting IP address Enter the starting IP address of the clients to be controlled in the Session Limit profile when
the selected source type is IP Range.

Ending IP address Enter the ending IP Address of the clients to be controlled in the Session Limit profile when
the selected source type is IP Range.

Interface Select the Interface from the drop-down list to select the complete network controlled in the
Session Limit profile when the selected source type is Interface.

Maximum sessions Enter the maximum number of sessions allowed on the source type to limit sessions.

Schedule policy It allows you to define the time and day when the session limiting profile is to be used.
Select any one of the configured schedules from the drop-down list.

Save Click Save to save your settings.

Cancel Click Cancel to revert to the previous settings.

Captive Portal

A captive portal (also known as a “splash page”) is a web page that appears when an unauthenticated user tries to access the Internet. When the
captive portal is configured, the user has to be verified and authenticated, and then only Internet access is granted. It is done either by entering
the login credentials or by accepting the terms and conditions of service. This helps the gateway monitor and control Internet usage.

The Nuclias cloud gateway, DBG-2000, allows its users to configure the captive portal page and provides various authentication methods. The Ca
ptive portal page lists all the configured captive portal profiles. You can edit or delete them as per the requirement.

CAPTIVE PORTAL

| 3 Mame Captive portal Splash page Basic login 3rd party credentials WVLANSs Actions
1 1 Click-through Default click-through g,& EDIT @ DELETE

¢ EDIT & DELETE

2 Default Click-through Default dick-through -

The fields displayed in the Captive portal table are as follows:

Field Description
Name It indicates the name of the configured captive portal profiles.
Captive portal It displays the authentication type used for the configured captive portal.
Splash page It displays the name of the splash page created.
Basic login It indicates the authentication server which is being used for the basic login.
3rd party credentials It displays the 3rd parties whose credentials will be used for the login.
VLANSs It displays the VLAN ID on which the captive portal is configured.
Actions You can edit or delete the selected Captive portal profile. When you click Edit, it opens the
Edit captive portal page.

Note: This column is available only when you disable the “Use profile configuration” field.

Click Add to add a new captive portal profile. This opens the Add captive portal page. If you want to delete multiple entries at once, select the
corresponding checkboxes, and click Delete.

Note: The Add and Delete buttons located above the table are available only when the “Use profile configuration” field is disabled.

Add captive nortal
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Mame
Captive portal () Click-through
@] Sign-on with basic login page
() sign-on with third party credentials
@ Sign-on with basic login and third party credentials Default-Sign-On-Page =
Basic login page ( ) Local authentication @ Authentication server
Authentication server RADIUS - Authentication server list
Primary RADIUS server RS1 -
Secondary RADIUS server Select -
Tertiary RADIUS server Select A
3rd party credentials Facebook Google Line Weibo
Simultaneous login @ Enable () Disable
Session timeout 120 % minutes
Session limited Unlimited -
Idle timeout = minutes
URL redirection @ Enable [ ) Disable

URL for redirection

Redirection interval o -
Assign VLAM @ Enable () Disable
VLAM (ID/Mame) Multiple select -

Cancel Save

The fields available on the Add captive portal page are as follows:

Field Description
Name Enter a descriptive name for the captive portal profile.
Captive portal Select one of the following authentication types to be used for the captive portal:

® Click-through: Click-through authentication is an alternative sign-in method that does
not require the end-user to create an account to access the service. The end-user
clicks a button and then can access the Internet.

® Sign-on with basic login page: This authentication type provides Internet access
after successfully entering the user name and password.

® Sign-on with third-party credentials: If you select this authentication type, it uses the
third-party credentials hosted on an external server. The users need to provide login
credentials to access the network.

® Sign-on with basic login and third-party credentials: The user can log in either by
using a basic login page or through third-party credentials.
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Basic login page

Local authentication

Authentication server

3rd party credentials

Simultaneous login

Session timeout

Session limited

Idle timeout

URL redirection
URL for redirection

Redirection interval

Assign VLAN
VLAN (ID/Name)
Save

Cancel

DBG-2000 User Guide

Click this button to edit the existing splash page or add a new splash page for the
corresponding authentication type. For details, please refer to the Splash page editor page.

Select any one of the authentication methods. The credentials entered on the login page
are validated against one of the following authentication servers:

® Local Authentication: Local authentication is a method where the end-user is
redirected to a page that provides options to enter username and password validated
against the configured user database of the device.

* Authentication Server: If this is selected, the end-user is redirected to a page that
provides options to enter username and password validated against the configured
external authentication server. The list of servers includes RADIUS, LDAP, POP3,
Active Directory, and NT domain.

Select a local authentication server from the drop-down list. This field is available when you
select Local authentication as the Basic login page.

Select one of the external authentication servers from the drop-down list and then select
the Primary, Secondary, and Tertiary servers for the selected external authentication
server.

If you want to add an external authentication server, click the Add a Server button. This
opens the Add server page of the selected server type. For details, please refer to the Authe
ntication servers page.

If you want to see a list of configured authentication servers, click the Authentication
server list. You will be redirected to the Authentication servers page.

Select the checkbox of the external third-party server where the users provide credentials
to gain access to the Internet.

It allows multiple clients to log in with the same credentials.
Session timeout is the time configured for the clients connected to the gateway to re-
authenticate to continue using the Internet services. Enter or select the session timeout in

minutes. The range is from 1 to 1440.

You may restrict the number of active user sessions for each account. For example, if you
select “Unlimited,” it means an unlimited number of users can use the same account.

Idle timeout refers to the end of the session when no data traffic is observed for the given
amount of time. The client connected to the gateway has to re-authenticate once the idle
timeout is observed to access the Internet. This value is per gateway and applicable to all
the clients connected to the gateway. The range of idle timeout is between 1-1440 minutes.
If enabled, the user is redirected to the configured URL after the successful authentication.

Enter the URL where you want the user to be redirected after a successful login.

Select the periodic time interval when the user will be redirected to the URL mentioned in
the above field.

Enable this feature if you want to assign the captive portal to any VLANSs.
Select the VLAN ID or name on which the captive portal is to be enabled.
Click Save to save your settings.

Click Cancel to revert to the previous settings.

High Availability

High availability refers to the availability of the default path without configuring dynamic routing or router discovery protocols on each host. The
feature that is used to provide a default path is Virtual Router Redundancy Protocol (VRRP). VRRP is an election protocol that dynamically
assigns a virtual router to one of the VRRP routers on a LAN. A virtual router is a router that acts as a default router for hosts on the shared LAN.
A VRRP router is configured to run the protocol with one or more virtual routers on the IP address of the physical Ethernet.
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IF: 10.10.1.1 IP: 10,10.1.2 | 1P: 10,10.1.3

Hostl Host2 Host3 Hostd

In VRRP, instead of having only one router, a group of virtual routers is provided; If one fails, the other will take over the failed router and its IP
addresses and provides uninterrupted service to the hosts. In the above configuration, the end-hosts install a default route to the IP address of
the virtual router A, and all the three routers run VRRP. Router A becomes the Master Virtual router, and the other two routers become the
backup routers. If the master virtual router A fails, it passes the packets to the backup virtual router, selected based on the priority given to the
backup routers. The backup router (let's say 'Virtual router B') becomes the master immediately and maintains the connectivity between the
hosts. Once the failed master virtual router becomes functional, the backup router (Virtual router B) forwards the packets through the recovered
Virtual router A.

DBG-2000 supports the VRRP feature, and it has been described in detail using the following two test cases and their topologies:

1. Testcase 1

Internet

10 series

WAN WAN
10.10.20.34 10.10.20.33
DBEG1 DBEG2
192.168.10.2 E VRID1 192.168.10.6 E 192.168.10.1
| 1

LN LAN

Client host IP 192.168.10.5
Gateway IF 192,168.10.6

The routers (DBG1 and DBG2) have been configured with the VRRP feature for the LAN interface and are given priority numbers. For example,
let’s say the priority of DBG1 is 200 and DBG2 is 100. Then, when the client tries to connect to the Internet, it follows the DBG with a higher
priority number. Here, it follows DBG1. But, if DBG1 gets disconnected or not reachable, it connects with the second router DBG2, and when
DBG1 regains its functionality, it switches to DBG1.

2. Test case 2

Internet

10 series
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-—

VRIDI [10.10.20.36

WAM . WARN
10.10.20.24 ::)(3 10.10.20.33
i BR
DBG1
192.168.10.2 | VRIDZ 192.168.10.6 192.168.10.1)
LAN LAN

o

Client host IP 192,168.10.5
Gateway IP 192.168.10.6

The routers (DBG1 and DBG2) have been configured with the VRRP feature for both the interfaces (LAN and WAN) and are given priority
numbers. Then, when the client tries to connect to the Internet, it follows the router with a higher priority number (say DBG1). When the DBG1
WAN is not reachable or disconnected from the topology, it connects to the DBG2 WAN, and when DBG1 WAN gets connected or becomes
functional, it again switches to DBG1.

To configure your DBG-2000, refer to VRRP List & Configuration.
VRRP List & Configuration

This page of the Nuclias cloud gateway’s user interface allows you to configure the VRRP, i.e., Virtual Router Redundancy Protocol, on your
device. It also displays a list of VRRP configured on your device.

VIRTUAL ROUTER REDUNDANCY PROTOCOL (VRRP) LIST

Add Q
B # VRRPID Interface IP address Node type Priority Actions
O 1 1 LANT 192.168.20.9 Master 255 £ eoim T DELETE
O 2 2 WANZ 10.1020.33 Master 255 ¢ EDIT [l DELETE

Previous MNext 5 -

The fields displayed in the Virtual Router Redundancy Protocol (VRRP) List are as follows:

Field Description
VRRP ID It displays the ID given to the VRRP routers.
Interface It displays the interface on which the VRRP has been configured.
IP address It displays the IP address of the VRRP router.
Node type It indicates if the selected VRRP router is working as a Master router or a Backup router.
Priority It indicates the priority given to the configured VRRP router.
Actions You can edit or delete the selected VRRP.

Click Add to add a new entry to the list. This opens the VRRP configuration page. If you want to delete multiple entries at once, select the
corresponding checkboxes, and click Delete.

o

AFRIRN S R .

81



DBG-2000 User Guide

VHRRF CONMguration

VRRPID Interface

LAMN1 -
IF addrress Made type

Master *
Priority

Cancel Save
The fields available on the VRRP configuration page are as follows:
Field Description
VRRP ID Specify an ID to the VRRP router.
Interface Select the interface on which you want to configure VRRP.
IP address Enter the IP address of the VRRP router.
Node type Select the node type for the VRRP router. Select Master if you want the VRRP router to

work as a master, and select Backup if you want it to be the backup router.

Priority It indicates the priority given to the respective router. If the master is unavailable, then the
highest priority Backup will transit to Master, providing a controlled transition of the virtual
router responsibility with minimal service interruption.

Save Click Save to save your settings.

Cancel Click Cancel to revert to previous settings.

Chapter 4 Security

This chapter introduces you to the security features supported by the Nuclias cloud gateway. These features include Firewall, IPS, Web content
filtering, and Application control. These are the various techniques used to block any malicious attacks from the Internet to access your network.
You can also configure your own Internet policies to allow only selected web-based information.

This chapter covers the following topics:
Firewall

The Firewall section of the Security deals with the various methods adopted by the Nuclias cloud gateway to ensure a safe and secure network.
In this section, you will learn about the Firewall rules configuration on the IPv4 networks. These are the rules defined to keep a check on the
incoming and outgoing traffic of the network. You can state which traffic is to be allowed or blocked. Similarly, the Port Forwarding method can
restrict access to traffic entering your network while allowing only specific outside users to access specific local resources. When you have
multiple public IP addresses and multiple servers across the firewall, the 1:1 NAT method is used.

This section covers the following topics:

Expand all Collapse all

IPv4 Firewall Rules
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Outbound (LAN/DMZ to WAN) rules restrict access to traffic leaving your network, selectively allowing only

specific local users to access specific outside resources. The default outbound rule allows access from the

secure zone (LAN) to either the public DMZ or insecure WAN. On the other hand, the default outbound rule is to deny access from DMZ to
insecure WAN. In addition, you can restrict VLAN to VLAN traffic using IPv4 Firewall rules.

IPV4FIREWALL RULES

1 2 Permit Any Ay - Ay - Always on @ Enable Disable ¢’ EDIT ] DELETE

999 Permit Any Anvy Any Anvy Any Always on Default rule Enabled

. R

The fields displayed in the IPv4 Firewall Rules table are as follows:

Field Description
Priority It specifies the priority of the configured rule.

Policy It displays the policy applied to the particular firewall rule. It is either Deny or Permit.
Protocol It displays the protocol for which the firewall rule is defined.

Source It displays the source IP address range, a specific IP address, or Any for all IP addresses

on which the firewall rule is applied.

Source port It displays a range of ports, specific ports, or Any for all source ports assigned for the
configured protocol.

Destination It displays the destination IP address range, a specific IP address, or Any for all IP
addresses on which the firewall rule is applied.

Destination port It displays a range of ports, specific ports, or Any for all destination ports assigned for the
configured protocol.

Schedule It displays the schedule when the firewall rule is applied.
Comment It displays the comment added for the firewall rule.
Active You can enable or disable the respective IPv4 firewall rule, except for the Default rule.

Note: You can edit this field only when the “Use profile configuration” field is disabled.
Actions You can edit or delete the configured firewall rule except for the Default rule.

Note: This field is available only when the “Use profile configuration” field is disabled.

To delete multiple entries at once, select the checkboxes of the IPv4 firewall rules you want to delete, and click Delete. Click Add to add a new
entry to the list. This opens the Add IPv4 firewall rules page.

4

Add IPv4 firewall rules

Priority
Palicy Protocol

Deny - TCF/UDP -
Source Source port
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Drestination Destination port
Schedule Comment (optional)
Abwrays on -
Cancel Save

The fields displayed on this page are as follows:

Field Description

Priority Define the priority of the IPv4 firewall rule. The smaller the number, the higher the priority.
Policy Select either Deny or Permit.

Protocol Select the protocol on which you want to configure the firewall rule. The options are Any,

TCP, UDP, TCP/UDP, and ICMP.

Source Enter a specific IP address, a range of IP addresses, or any IP addresses from where the
traffic is sent.

Source port Specify a source port or multiple source ports where the traffic generates. This field
appears only when you select TCP, UDP, or TCP/UDP protocols.

Destination Enter a specific IP address, a range of IP addresses, or any IP addresses where the traffic
is sent.
Destination port Specify a destination port or multiple destination ports that will receive the traffic for this

firewall rule. This field appears only when you select TCP, UDP, or TCP/UDP protocol.

Schedule Select a schedule from the drop-down list. You can define the time and day when the IPv4
firewall rule is to be applied. To configure a schedule, refer to the Schedule policies section.

Comment (Optional) Enter the comment. This field is optional.
Save Click Save to save your settings.
Cancel Click Cancel to revert to the previous settings.

Port Forwarding

Port forwarding is a process to restrict access to traffic entering your network, selectively allowing only specific outside users to access specific
local resources. By default, all access from the WAN side is blocked from accessing the secure LAN, except in response to the LAN or DMZ
requests. To allow outside devices to access services on the secure LAN, you must create a port forwarding rule for each service. It also
supports Translation (Outbound).

PORT FORWARDING
Add o i~
B # HName Mode Interface Protocol Public port Local IP Local port Allowed remote IPs Active Actions
] 1 Test Forwarding (Inbound) WAN1 TCP 1 192.168.200.100 Any Enzble @ Disable &8 EDIT [&] DELETE
[] 2 Testz Translation (Inbound) WAN1 TCP 2334 152 168.100.125 234 Any Enzble @ Disable ¢ EDIT [&] DELETE

The fields displayed in the Port forwarding table are as follows:

Field Description

Name It displays the name of the rule.
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Mode It displays the mode configured for the selected rule.
Interface It displays the interface on which the rule is configured.
Protocol It displays the protocol followed for the configured rule.

Public port It displays the public port number.
Local IP It displays the LAN host IP address.
Local port It displays the LAN host port numbers.

Allowed remote IPs It displays the IP addresses that can accept to and from traffic.
Active You can enable or disable the respective rule.
Note: You can edit this field only when the “Use profile configuration” field is disabled.

Actions Click Edit to make changes in the existing port forwarding rule. Click Delete to delete the
rule.

Note: This column is available only when the “Use profile configuration” field is disabled.

Click Add to add a new entry. This opens the Add port forwarding page. To delete multiple entries, select the checkboxes that you want to delete,
and click Delete.

Add port forwarding

MHame Mode
Translation ({Outbound) -
Interface Protocol
WaAM1 TCP -
Public port
Local IP Local port

Allowed remote IPs

Field

Name

Cancel

The fields available on the Add port forwarding page are as follows:

Enter the name for your rule.
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Mode Select any one of the following modes:

® Forwarding (Inbound): If you select this mode, traffic passes from the WAN host to
the LAN host for a public destination port.

® Translation (Outbound): It translates the traffic from a local source port number to the
configured public source port number for the LAN host to the WAN host traffic.

® Translation (Inbound): If you select this mode, traffic passes from the WAN host to
the LAN host and translates to the destination local port when the traffic is sent on the
public destination port.

Note: Translation (Inbound) and Translation (Outbound) options are available only when
the route mode is configured as NAT on the Route mode page.

Interface Select the interface on which this rule will be applied.
Protocol Select one of the following protocols: TCP, UDP, or TCP/UDP.
Public port Enter the port number on which the applications are running on the WAN host.
Local IP Enter the LAN host IP address. For Translation (Outbound), it refers to the IP address from

where the traffic will be originating. For Translation (Inbound) or Forwarding (Inbound), it
refers to the IP address to which the traffic will be sent.

Note: This field is not available only when you configure the route mode as Router on the R
oute mode page.

Local port Local port refers to the LAN host port numbers. For outbound, it means local source port,
and for inbound, it means the destination local port for the LAN host. This field is available
only when you select Translation (Outbound) or Translation (Inbound) mode.

Note:

® Mapping a range of public ports to a range of local ports, the ranges must be the same
length.

® This field is not available only when you configure the route mode as Router on the Ro
ute mode page.

Allowed remote IPs Enter the allowed remote IPs. Allowed remote IPs are the IPs that accept to (for Translation
Outbound) and from traffic (for Translation Inbound and Forwarding Inbound).

Save Click Save to save your settings.

Cancel Click Cancel to revert to the previous settings.

Port Triggering

Port triggering allows devices on the LAN or DMZ to request one or more ports to be forwarded to them. This feature waits for an outbound
request from the LAN or DMZ on one of the defined outgoing ports and then opens an incoming port for that type of traffic. This can be a form of
dynamic port forwarding while an application transmits data over the opened outgoing or incoming port(s).

Port triggering application rules are more flexible than static port forwarding, which is an option when configuring forwarding rules. This is
because a port triggering rule does not reference a specific LAN IP or IP range. Also, ports are not left open when not in use, thereby providing a
level of security that port forwarding does not offer.

Note: This section is available only when you configure the route mode as NAT on the Route Mode page.

PORT TRIGGERING

(= e o =

1 uloment TCe 49152 49152 Ensble @ Disable & EDIT [ DELETE

2 psa TCR/UDR 3478-3480 3478-3480 Enable @ Dizable ﬁ EDIT 1\ DELETE
Previous MNext 5w
The fields displayed in the Port Triggering table are as follows:

Field Description

Name It displays the name of the port-triggering rule.
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It displays the protocol on which the rule is being configured. It is TCP, UDP, or TCP/UDP.
It displays the start and end trigger port range.

It displays a port range that is open to receive the traffic.

You can enable or disable the port-triggering rule.

Note: You can edit this field only when the “Use profile configuration” field is disabled.
You can edit or delete the corresponding port-triggering rule.

Note: This field is available only when the “Use profile configuration” field is disabled.

Click Add to add a new entry. This opens the Add port triggering page. To delete multiple entries, select the checkboxes you want to delete, and

click Delete.

Add port triggering

MHame

Qutgoing trigger port

The fields available on this page are as follows:

Field
Name
Protocol
Outgoing trigger port
Incoming trigger port
Save

Cancel

1:1 NAT

Protocol

TCP -

Incoming trigger port

Cancel

Save

Description
Enter the name of the port-triggering rule.
Select the protocol on which the rule is to be configured. It is TCP, UDP, or TCP/UDP.
Enter the start and end trigger port range.
Enter the port range that is open to receive the traffic.
Click Save to save your settings.

Click Cancel to revert to the previous settings.

1:1 NAT is a firewall technique when multiple public IP addresses and multiple servers are available across the firewall. As the name suggests, it
maps one internal IP address to one external IP address. To carry out the whole process, first, it has to set up an external IP address alias, then
map the inbound traffic and redirect it to the correct internal IP address. In addition, it also maps the outbound traffic from the internal IP address

and directs it to the destined external IP address.

Note: This section is available only when you configure the route mode as NAT on the Route Mode page.

DBG-2000, the Nuclias cloud gateway, allows you to configure 1:1 NAT rules and displays all the configured 1:1 NAT rules.

1:1 NAT

B # Name Interface WANIP

Local IP

Protocol Ports Allowed remote |Ps Active Actions
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|:| 1 WebServer WANT 10.0.025 192.168.100.105 TCP 35689 Any @ Enable Disable f EDIT ]ﬁ[ DELETE
[J 2 FileServer WAN1 100026 192.168.100.108 TCP/UDP 8000-8060  10.90.90.80-10.90.90.88 Enable @ Disable ¢ eoim Tl DELETE
Previous n Mext 5 -
The fields displayed in the 7:1 NAT table are as follows:
Field Description
Name It displays the name of the rule.
Interface It displays the WAN for which it is configured.
WAN IP It displays the public IP address for which the local IP address is mapped.
Local IP It displays the local IP address from which the WAN IP address is mapped.
Protocol It displays the protocol on which the rule has been configured.
Ports It displays the port number or a range of ports allowed to access the internal resource.
Allowed remote IPs It displays the IP addresses from which the firewall accepts traffic.
Active You can enable or disable the selected rule.
Note: You can edit this field only when the “Use profile configuration” field is disabled.
Actions You can edit or delete the configured 1:1 NAT rule.

Note: This column is available only when the “Use profile configuration” field is disabled.

Click Add to add a new entry. This opens the Add 1:1 NAT rule page. To delete multiple entries, select the checkboxes you want to delete, and

click Delete.

Add 1:1 NAT rule

Mlame Interface
VAN
WaAMIP Local IP
Allowed inbound connection
Protocol Port
TCP -

Allowed remote IPs

The fields available on the Add 1:1 NAT rule page are as follows:

Cancel
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Field
Name
Interface
WAN IP

Local IP

Protocol

Port
Allowed remote IPs
Save

Cancel

IPS
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Description
Enter a descriptive name of the rule.
Select the WAN interface on which the rule will be applied.
Enter the public IP address for which the local IP address is mapped.
Enter the local IP address from which the WAN IP address is mapped.
Allowed inbound connection

Select a protocol to be used while allowing the inbound connection. The options are TCP,
UDP, and TCP/UDP.

Select the port or a range of ports to be used for the connection.
Enter the remote IP addresses that will be allowed to establish the inbound connections.
Click Save to save your settings.

Click Cancel to revert to the previous settings.

The gateway’s Intrusion Prevention System (IPS) prevents malicious attacks from the Internet from accessing
the private network. Static attack signatures loaded to the gateway allow common attacks to be detected and prevented. In addition, you can

enable checks between the WAN and DMZ or LAN.

Note: You can edit this section only when the “Use profile configuration” field is disabled.

2]

Intrusion detection / prevention

Intrusion detection

Intrusicn prevention

IPS / ID5 checkes active bebween

LAM and WAM

IP5 status

Mumiber of signatur

The fields available on this page are as follows:

Field

Intrusion detection

Intrusion prevention

LAN and WAN

DMZ and WAN

paded

Description
Intrusion detection/prevention
Enable or disable intrusion detection.
Enable or disable intrusion prevention.
IPS/IDS checks active between
Enable it to detect intrusions between LAN and WAN interfaces.
Enable it to detect intrusions between DMZ and WAN interfaces.

IPS status
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It displays the number of signatures loaded.

Attacks can be malicious security breaches or unintentional network issues that render the gateway unusable. Attack checks allow you to
manage WAN security threats, such as continual ping requests and discovery via ARP scans. You can enable TCP and UDP flood attack checks

to manage extreme usage of WAN resources.

Additionally, you can block certain Denial-of-Service (DoS) attacks. These attacks, if uninhibited, can use up processing power and bandwidth
and can prevent normal regular network services. You can also configure ICMP packet flooding, SYN traffic flooding, and Echo storm thresholds
to suspect traffic from the offending source temporarily.

Note: You can edit this section only when the “Use profile configuration” field is disabled.

ATTACK CHECKS

WAN sacunty checks
Stealth mods
Black TCP flead
Allpww |CMP tratfic
TCP hlter check
Filter check mode
LA sesunty checks
Block UDF flood
decept UDP connechons
DS Attacks
SYM fleod detect rate
Echo sborm

FCMIP fhaad

The fields available on this page are as follows:

Field

Stealth mode

Block TCP flood

Allow ICMP traffic

Filter check mode

Block UDP flood

w C le
@ Er
[ = Dnzabile
'il Er L hle
'il Er ble
15
128 X
1% Ping
100 CHP Pkt

Description
WAN security checks

If this option is enabled, the gateway will not respond to port scans from the WAN. This
makes it less susceptible to discovery and attacks.

If this option is enabled, the gateway drops all invalid TCP packets and gets protected from
the TCP flood attack.

If this option is enabled, the WAN host can ping traffic to the WAN interface.
TCP filter check

If this option is enabled, the gateway drops invalid TCP packets (FIN, RST, and ACK)
going with SNAT while the connection is closed. Some of the other packets, like TCP OUT-
OF-WINDOW, are also considered to be invalid. Disable this option while taking
performance, as enabling this option will affect the throughput.

LAN security checks
If this option is enabled, the gateway will not accept more than the configured value in Acce

pt UDP connections, indicating simultaneous, active UDP connections from a single
computer on the LAN.
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Enter the number of UDP connections simultaneously accepted by the gateway from a
single computer on the LAN. You can select any number between 25 to 500. This field is
available when you enable Block UDP flood.

DoS Attacks
Enter the rate at which the SYN flood can be detected.

Enter the number of ping packets per second at which the gateway detects an Echo storm
attack from the WAN and prevents further ping traffic from that external address.

Enter the number of ICMP packets per second at which the gateway detects an ICMP flood
attack from the WAN and prevents further ICMP traffic from that external address.

The gateway offers standard web filtering options to filter out the web page displayed by the domain names. It allows you to create Internet
access policies between LAN and WAN. Instead of creating policies based on the type of traffic (as is the case when using firewall rules), web-
based content itself can be used to determine if the traffic is allowed or dropped.

WEB CONTENT FILTER LIST

Add
| # Name Policy Schedule
O 1 1 Allowr Always on

Scope Filtering type Active Actions

Global Default category () Enable @ Disable ﬁ EDIT DELETE

-

The fields displayed in the Web content filter list are as follows:

Field
Name
Policy
Schedule
Scope
Filtering type

Active

Actions

Description
It displays the name of the policy.
It displays the policy rule.
It displays the schedule selected for the policy.
It displays the scope. It is either Global or Feature.
It displays the type of information you want to filter with this policy.
You can enable or disable the policy.
Note: You can edit this field only when the “Use profile configuration” field is disabled.
You can edit or delete the selected web content filter policy.

Note: This field is available only when the “Use profile configuration” field is disabled.

Click Add to add a new entry. This opens the Add web content filter configuration page. To delete multiple entries, select the checkboxes of the
web content filter you want to delete, and click Delete.

Note: The Add and Delete options are available only when the “Use profile configuration” field is disabled.

*

Add web content filter configuration

Mame

Mon-managed action

Allow -

Onerride timeout (seconds)

Allow override

@ Enzble ) Disable

Update on access
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Policy rule setup

Policy
Allows

Policy scope setup

Policy scope

By feature

IP address

Captive portal user

@ Enzble () Disable
PPTP

@ Enzble () Disable
Crpen'PiN

@ Enzble () Disable
Content filtering
Filtering type

Custom group

Custom group

Test
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Schedule

Always on -

Metwork

Single -

LZTP
@ Enzble ) Disable

IPSec WPN
@ Enable () Disable

Add custom group

Cancel

The fields available on the Add web content filter configuration page are as follows:

Field
Name

Non-managed action

Allow override
Override timeout (seconds)

Update on access

Policy

Description
Enter the name of the policy.

This is an action to be taken for the Non-Managed Site. You can Allow or Block. By default,
it is Allow.

If enabled, it allows the sites categorized under Blocked categories.

Enter the time (in seconds) for which all the disallowed categories will be allowed.

Enable the field to restart the override timer on each new access to disallowed categories.
Policy rule setup

Select the policy rule. The options are Allow and Block.
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Schedule

Policy scope

Network

IP address
Starting IP address
Ending IP address

Interface

Captive portal user

PPTP

L2TP

OpenVPN

IPSec VPN

Filtering type

URL filtering

Default category

Custom group

Previous
Save

Cancel

Custom Group List
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Select the schedule when the policy rule is to be applied. To configure a schedule, refer to
the Schedule policies page.

Policy scope setup

Select either Global or By Feature as the policy scope. The global policy affects all types of
traffic matching the selected application(s). If you select By Feature, the following additional
fields will be available.

Select one of the configured network profiles. You can select None, Single, Range, or Interf
ace.

If you select a Single as the Network, enter the IP address.
If you select Range as the Network, enter the starting IP address of the IP range.
If you select Range as the Network, enter the ending IP address of the IP range.

If you select Interface as the Network, select the configured interface from the drop-down
list.

Enable or disable the Captive Portal user option. Enabling this option allows all Captive
Portal clients to follow this policy.

Enable or disable the PPTP VPN. Enabling this option allows PPTP traffic to follow this
policy.

Enable or disable the L2TP VPN. Enabling this option allows L2TP traffic to follow this
policy.

Enable or disable the OpenVPN. Enabling this option allows OpenVPN traffic to follow this
policy.

Enable or disable the IPSec VPN. Enabling this option allows IPSec traffic to follow this
policy.

Content filtering

This field allows you to select the type of information you want to filter. Select any one of
the following options:

® Default category: Select the default categories that you want to filter.

® URL: The URL filtering section is available on the next page. Click the Next button
located in the lower-right corner of the page to add URLs or keywords.

¢ Default category+URL: Select a default category from the drop-down list, and add
URLs/keywords in the URL filtering section available on the next page.

® Custom group: Select one of the configured custom groups or create a new group.

To add a URL (HTTP or HTTPS), domain name, or a keyword, select Add URL/keyword.
Click +Add to add more than one entry.

If you want to add URLs or keywords at once, select Bulk import. Click Browse and select
the file (in CSV format) whose information you want to import into the database. You can
download the sample template file here. Note that the number of entries is limited to a
maximum of 512 URLs.

This field is available when you select the Default category or Default category+URL as the
filtering type. Select the type of categories to be filtered from the drop-down list.

Select any one of the configured custom groups from the drop-down list. To create a new
group, click Add custom group. This opens the Add group configuration page. For details,
refer to Custom Group List.

Click Previous to go back to the previous configuration page.

Click Save to save your settings.

Click Cancel to revert to the previous settings.
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Users can select a particular URL or select a group to manage URLs associated with that group. This section displays groups and URLs
associated with them.

CUSTOM GROUP LIST

Add Q.
| Name URLs Category filtering In use Actions.
0O 1 Parental Control - Adult, Gambling, Drug/Alcohol Yes ¢ DI T DELETE
I:I 2 Search Engine Google.com, baidu.com, bing.com = Mo f EDIT ]E[ DELETE
O s Streaming Youtubr, Netflix, imdb, hulu Entertainment, Music/Video Mo ﬁ eDiT [i] DELETE

Previous . Mext 5 -

The fields displayed in the Custom Group List table are as follows:

Field Description
Name It displays the name of the group.
URLs It displays the list of selected URLs.
Category filtering It displays the category to which these URLs belong.
In use It displays if that custom group is in use or not.
Actions You can edit or delete the group list.

Note: This field is available only when the “Use profile configuration” field is disabled.

Click Add to add a new group. This opens the Add group configuration page.

Note: You can add or delete an entry only when the “Use profile configuration” field is disabled.

Add group configuration

Group name

Custom filtering type
URL =

URL filtering

® AddURL/keyword

# LURLs Action

(® Add

) Bulkimport

Cancel Save
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Add group configuration

Group name

Custom filtering type

Category based -

Category based filtering

m
!
e
2l
1!
m
m
=1
m

Cancel
The fields available on this page are as follows:
Field Description
Group name Enter a name for your group.
Custom filtering type Select one of the following types of filtering you want to apply to your group:

® URL: If you select this option, the URL Filtering section will be available.

® Category-based: If you select this option, the Category-based filtering section will be
available.

® URL+Category-based: If you select this option, both the above sections will be
available. Click the Next button located at the lower-right corner of the page to go to
the Category-based filtering section.

Add URL/keyword Select this option to add a new URL. Enter the URL in the box; 1 to 64 characters are
allowed. To add a new URL, click the +Add button.
Bulk import To import URLs in bulk, select “Bulk import.” Next, click Browse to locate the file on your
system, and then import the file in *.csv format. You can download the sample template file
here.

Note that the number of entries is limited to a maximum of 512 URLs.
Supported items Select one or more checkboxes of the categories that you want to filter. Then, click the “>>”

button to move it to the box of the selected item. This is available when you select either “C
ategory-based” or “URL+Category-based” filtering type.
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Selected items This box displays the items selected from the supported items list. To remove the item from
the selected list, click the “<<* button. This is available when you select either “Category-
based” or “{URL+Category-based” filtering type.

Next Click Next to go to the Category-based filtering section. This button is available only when
you select URL+ Category-based filtering type.

Previous Click Previous to go back to the URL filtering section. This button is available only when
you select URL+ Category-based filtering type.

Save Click Save to save your settings.

Cancel Click Cancel to revert to the previous settings.

Application Control

Application Control is a feature that allows network administrators to allow, block, or control the traffic of applications that is transacting the traffic.
It allows you to block or allow any specific applications, like Netflix, YouTube, Facebook, Twitter, etc.

This section covers the following topics:
Auto Upgrade

This section provides the current package version running on the device. You can enable or disable the Auto upgrade feature only when the Use
profile configuration field is disabled. The auto-upgrade feature allows the user to define a time interval or a schedule for the device to auto-check
for the updated packages on the server. When the Use profile configuration field is enabled, the Auto upgrade feature is automatically enabled
and displays the time details.

Use profile configuration () Enable (@ Disable

AUTO UPGRADE

Package version 0.00.16

Auto upgrade @ Ensble () Disable

Time Schedule hd Tuesday hd 2:00 AM hd

The fields available in this section are as follows:

Field Description
Package version It provides details about the running package version.
Auto upgrade Enable or disable the Auto upgrade option.

Note: This field is available only when the “Use profile configuration” field is disabled.

Time Select either Interval or Schedule to check for updated packages on the server. If you
select Interval, enter the number of minutes after which the device will check for the
updates. If you select Schedule, choose a Day and Time.

Application Control List

The user can select a particular app or select a group to manage applications associated with that group. This provides an administrator with
more options to set up policies to control access to the applications for the selected network users, IP addresses, or network segments. You can
configure the application control list only when the Use profile configuration field is disabled.

APPLICATION CONTROL LIST

Ad

W = Name Policy Schedule Scope Application Active Actions
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Global Default group Enable @ Dissble £# eDim T DELETE

By feature Single application Enable @ Dissblz ¢ EDIT i DELETE

The fields displayed in the Application control list are as follows:

Field
Name
Policy
Schedule
Scope
Application

Active

Actions

Description
It displays the name of the policy.
It displays the rule for the policy.
It displays the schedule for your policy.
It displays the scope of the policy, i.e., whether the policy is Global or By feature.
It displays the application type - Default group, Single APP, or Custom group.
You can enable or disable the selected policy.
Note: You can edit this field only when the “Use profile configuration” is disabled.
You can edit or delete the selected policy.

Note: This field is available only when the “Use profile configuration” is disabled.

Click Add to add a new policy. This opens the Add application control policy configuration page. To delete multiple entries, select the checkboxes
of the application control policies you want to delete, and click Delete.

Note: The Add and Delete buttons located above the table are available only when the “Use profile configuration” field is disabled.

Add application control policy configuration

Palicy name

Policy rule setup

Palicy

Alloner

Policy scope setup
Palicy scope

By feature

IP address

Captive portal user

@ Enzbled Disabled
oS
@ Enzbled Disabled

Max bandwidth rate(Kbos)

Schedule

i Abhwrays on -
Metwork

- Single -

Traffic management

Rate b

tin bandwnidth rate(Kbos)
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OpenVPM

@ Enabled Disabled
Application control

Application type

Default group
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LZTP
@ Enabled Disabled

IPSecWPHN
@ Enabled Disabled

Default group

b AudioVideo -

The fields available on the Add application control policy configuration page are as follows:

Field

Policy Name

Policy

Schedule

Policy scope

Network

IP address

Starting IP address

Ending IP address

Interface

Captive portal user

QoS

Traffic management

Description
Enter a name to identify the policy.
Policy rule setup
Select the policy rule. It could be either allow or block.

It allows you to set a schedule when you want to apply the policy. To configure a new
schedule, refer to the Schedule Policies section.

Policy scope setup
Select either Global or By feature as the policy scope. The global policy affects all types of
traffic matching the selected application(s). If the By feature is selected as the Policy type,
the following fields will be available.

Select any one of the following networks:

® Single: If you select this option, enter the IP address.
® |P range: If you select this option, enter the starting IP address and ending IP address.
® Interface: If you select this option, select the interface from the drop-down list.

Enter the IP address. This field is available when the Network is Single.

Enter the starting IP address of the IP range. This field is available when the Network is IP
range.

Enter the ending IP address of the IP range. This field is available when the Network is IP
range.

Select the interface from the drop-down list. This field is available when the Network is Inter
face.

Enable or disable the Captive Portal option. Enabling this option allows all the Captive
Portal clients to follow this policy.

Enable or disable the QoS option to select Bandwidth Rate or Priority for the traffic
accessing through the selected application.

Select Rate or Priority for the traffic accessing through the selected application.
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Priority Specify the priority as Low, Medium, or High.
Max bandwidth rate (Kbps) Enter the maximum bandwidth rate.
Min bandwidth rate (Kbps) Enter the minimum bandwidth rate.
PPTP Enable or disable the PPTP VPN. Enabling this option allows all the PPTP traffic to follow
this policy.
L2TP Enable or disable the L2TP VPN. Enabling this option allows all the L2TP traffic to follow
this policy.
OpenVPN Enable or disable the OpenVPN. Enabling this option allows all the OpenVPN ftraffic to
follow this policy.
IPSec VPN Enable or disable the IPSec VPN. Enabling this option allows all the IPSec traffic to follow
this policy.

Application control

Application type Select the application type from the drop-down list. The options are Default group, Single
application, and Custom group.

Category This field is available when you select the option Single application as the Application type
. Select the category of application from the drop-down list.

Application This field is available when you select the option Single application as the Application
Type. Select an application from the drop-down list available for each category.

Default group This field is available when you select Default group as the Application type. Select a
default group from the drop-down list.

Custom group This field is available when you select the Custom group as the Application Type. Select
the configured group from the drop-down list. If you want to create a new group, click the Ad
d custom group button. It will redirect you to the Add group configuration page. For more
details, refer to the Custom Group List for Application Control section.
Save Click Save to save your settings.

Cancel Click Cancel to revert to the previous settings.

Custom Group List for Application Control

This section allows configuring groups and associating applications with them. It displays a list of configured groups along with the application list
associated with them.

CUSTOM GROUP LIST
Add
| # Name Application list In uuse Actions
(! Streaming PPTV, Twitch, ThundervideoPlay Yes & o DELETE
| = Messenger GotoMeetingApp, Sinahlet, Twitter No & eoim DELETE
|:| 3 HQBank ANZ_Bank, IBT_Bank, MEGA_Bank ANZ_Bank, IB... Mo f EDIT DELETE

Previous n Mext 5 -

The fields displayed in the Custom Group List table are as follows:

Field Description
Name It displays the name of the group.
Application list It displays the list of selected applications.
In use It displays the status of the selected application, i.e., whether the group is in use or not.
Actions You can edit or delete the selected group.

Note: This field is available only when the “Use Profile configuration” field is disabled.
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Click Add to configure a new group. This opens the Add group configuration page. To delete more than one group, select the corresponding

checkboxes and click Delete.

Note: The Add and Delete buttons located above the table are available only when the “Use profile configuration” field is disabled.

Add group configuration

Group name

The fields available on the Add group configuration page are as follows:

Field

Group Name

Application list

Save

Cancel

Chapter 5 VPN

Selected APPs
Common

LIDP_ALL

x DS
HTTP
selected: 4iten
Cancel Save
Description

Enter the name of the group. It can be of 1 to 64 characters.

It includes the following two boxes:

® Supported APPs: It lists all the applications supported by the device. Select the
checkbox of the corresponding application that you want to add to the group. Click the
“>>” putton to add the application to the selected apps list.

® Selected APPs: It lists all the applications to be added to the group. Select the
checkbox of the corresponding application that you want to remove from the selected
apps list. Click the “<<” button to remove the application from the selected apps list.

Click Save to save your settings.

Click Cancel to revert to the previous settings.

VPN provides a secure communication channel (“tunnel”) between two gateway routers or a remote PC client. The Nuclias cloud gateway
supports the following types of tunnels:

® Gateway-to-gateway VPN: To connect two or more routers to secure traffic between remote sites.
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® Remote Client (client-to-gateway VPN tunnel): A remote client initiates a VPN tunnel as the IP address of the remote PC client is not
known in advance. The gateway, in this case, acts as a responder.

® Remote Client behind a NAT router: The client has a dynamic IP address and is behind a NAT Router. The
remote PC client at the NAT router initiates a VPN tunnel as the IP address of the remote NAT router is not known in advance. The
gateway WAN port acts as a responder.

® PPTP server tunnel for PPTP client connections

® | 2TP server tunnel for L2TP client connections

® OpenVPN server tunnel for OpenVPN client connections
® GRE tunnel

In this chapter, you will learn how to configure the VPN protocols supported by the cloud gateway.

This chapter covers the following topics:
Site to Site VPN

As the name suggests, site-to-site VPN is a technique that allows connectivity between the offices located at multiple locations by setting up an
IPSec tunnel over the Internet to access the intranet. In short, a site-to-site VPN builds a secure path over an insecure path. The Nuclias cloud
gateway allows users to establish a VPN tunnel without manually entering the tunnel endpoint details and the local/remote networks. Instead, the
Nuclias cloud gateway maintains these details, and users select the networks based on their requirements. The site-to-site VPN page consists of
the following two sections:

1. VPN Topology

VPN topology discusses how all the clients and networks are connected over the IPSec tunnel. The Quick VPN field allows users to build VPN
tunnels between DBG-2000 devices deployed in the same Organization of the Nuclias cloud. There are the following three modes in the Quick
VPN field:

¢ Disable (Manual)

® Site-to-Site
® Hub-and-Spoke

When you select Site-to-Site or Hub-and-Spoke mode in Quick VPN, each participating DBG-2000 device automatically performs the following
functions:

® Advertises its local subnets that are participating in the VPN

® Advertises its WAN IP addresses on the available WAN ports

® Applies the global VPN route table

® Applies the necessary configuration for establishing the VPN tunnel and traffic encryption

The net result is an automatic site-to-site VPN solution that is configured with a single click.

2. VPN Settings

Disable (Manual)

When you select Disable (manual) mode, DBG-2000 does not participate in the site-to-site or hub-and-spoke VPN, and the user will not be able
to join the site-to-site or hub-and-spoke VPN connection automatically. Instead, the user can manually configure it in the Manual VPN
Configuration section and build IPSec VPN tunnels. This mode is useful when you try to establish a tunnel between two DBG-2000 devices
deployed in different Nuclias cloud organizations or when you try to establish a tunnel between DBG-2000 and/or with any third-party gateway.

Manual VPN configuration

Remote gateway Interface Remote subnet IKE pofile
1 German 82.194.42.98 VAN 1 192168101 192168221 Default @ Ensble Disable Connected ¢ eoir il DELETE
2 usa 18422 233218 AN 1 192168101 192168331 Default @ Ensble Disable Connected & EDIT il DELETE

Previous n Mext 5w

The fields available in the Manual VPN configuration table are as follows:

Field Description
Name It displays the name of the VPN.
Remote gateway It displays the remote IP address to which the VPN tunnel is established.
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Interface It displays the interface being used for the VPN connection.
Local subnet It displays the local subnet being used by this VPN connection.
Remote subnet It displays the remote subnet being used by this VPN connection.
IKE profile It displays the IKE profile selected for the configured VPN connection.
Active You can enable or disable the connection.
Status It displays if the VPN connection is connected or disconnected.
Actions You can edit or delete the existing configuration.

Click Add to add a new VPN configuration. This opens the Add basic configuration page. To delete an entry or multiple entries, select the
corresponding checkboxes, and click Delete.

Add basic configuration

Connection name Outgoing interface
WAN 1 v
Remote gateway IP address
Static IP b
IKE profile
IKE_profile_default -

Local site setup

Local network IP address

Subnet -

Subnet mask

Remote site setup

Remote network IP address

Subnet -

Subnet mask

Advanced configuration

Mode config
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The fields available on the Add basic configuration and Advanced configuration pages are as follows:

Field
Connection name
Outgoing interface

Remote gateway
IP address
Domain name

IKE profile

Local network

IP address

Subnet mask

Remote network

IP address
Subnet mask

Next

Mode config

Description
Enter a descriptive name for the VPN connection.

Specify the interface to be used for the outgoing data.

Select the gateway you want to use for the connection. The options are Static IP and FQDN.

If you select Static IP as the remote gateway, enter the IP address.
If you select FQDN as the remote gateway, enter the domain name.
Select one of the configured IKE profiles from the drop-down list.
Local site setup
Select the network access type that you want to provide over the IPSec Tunnel.

* Any: It specifies that the policy is for any traffic from the given local endpoint.

® Single IP: It limits the policy to one host. Enter the IP address of the host that will be
part of the VPN.

® Subnet: It allows an entire subnet to connect to the VPN. Enter the network address
and subnet mask in the provided fields.

Enter the IP address to connect to the VPN.
Enter the subnet mask for the network address.
Remote site setup
Select the network access type that you want to provide over the IPSec Tunnel.

® Any: It specifies that the policy is for any traffic from the given remote endpoint.

® Single IP: It limits the policy to one host. Enter the IP address of the host that will be
part of the VPN.

® Subnet: It allows an entire subnet to connect to the VPN. Enter the network address
and subnet mask in the provided fields.

Enter the IP address to connect to the VPN.
Enter the subnet mask for the network address.
Click Next to go to the Advanced configuration page.

Advanced configuration
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Starting IP address
Ending IP address
Primary DNS
Secondary DNS (Optional)

DHCP Server

Starting IP address
Ending IP address
Subnet mask
NetBIOS broadcast
Rollover
Previous
Save

Cancel

IKE Profile
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Mode Config is similar to DHCP and is used to assign IP addresses to the remote VPN
clients. You can enable or disable this feature.

Select either Full tunnel or Split tunnel.

® Full Tunnel: It provides VPN client access to all the intranet and Internet services.
® Split Tunnel: It provides VPN client access to all the intranet services.

Enter the starting IP address of the assigned IP range to the VPN clients.
Enter the ending IP address of the assigned IP range to the VPN clients.
Enter the IP address of the primary DNS.

Enter the IP address of the secondary DNS. It is an optional field.

Enabile it to allow VPN clients connected to your router over IPsec to receive an assigned
IP using DHCP.

Enter the first IP address of the DHCP IP range.

Enter the last IP address of the DHCP IP range.

Enter the subnet mask for the IP range.

Enable it to allow NetBIOS broadcast to travel over the VPN tunnel.

To enable a VPN rollover, you must have the WAN Mode set to Rollover.
Click Previous to go to the Add basic configuration page.

Click Save to save your settings.

Click Cancel to revert to the previous settings.

The IKE profile is the central configuration in IPSec that defines most of the IPSec parameters such as the protocol, algorithms, SA lifetime, and
key management protocol. In addition, it contains information related to algorithms such as encryption, authentication, and DH group for Phase |
and Il negotiations. This section lists all the configured IKE profiles.

IKE profile
Add
B # MName
1 IKE_profile_default
2 Singapore_AWS

3  Chicago_Azure

IKE version In use Actions
IKEv1 Yes & EDIT
IKEv1 No ¢ EDIT [ DELETE

& EDIT T[] DELETE

Previous Mext 5

IKEv1 Mo

The fields displayed on the IKE profile table are as follows:

Field

Name

IKE version

In use

Actions

Description
It displays the name of the configured IKE profile.
It displays the version of IKE that has been used.
It indicates if the configured IKE profile is being used or not.
You can edit or delete the selected IKE profile.

Note: You can not delete the IKE default profile.

Click Add to add a new entry to the list. This opens the Add IKE profiles page. To delete multiple entries, select the checkboxes of the IKE

profiles you want to delete, and click Delete.

Add IKE profile
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Profile name

IKE phase-1 settings

Exchange made

Main -

Local identifer type

Local Wan 1P -

Remote identifer type

Remote WAM IP -
DH group
Group 2 (1024 bit) -

Authentication algorithm

SHA-1 -

Authentication method

Pre-shared key -

Pre-shared key

Dead peer detection

@ Enzble (O

Detection interval

10

WPMN tunnel backup
@ Enzble () Disable

Backup tunnel

Extended authentication

— If-\l
Enzhle
Enable .

Disable

Extended authentication type

Local authentication -

Cancel

Add IKE profile

LT R
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IKE version

@ KEvL

Ty -
I IKEw2

Encryption algorithm

Multiple select -

54 lifetime (sec.)

28800

Reconnect after failure

3

Failure time to primary [seconds)

30

Local authentication
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Encryption algorithm

LA Lifetime [s=c)

- S0

OH group

The fields available on the Add IKE profiles page 1 and page 2 are as follows:

Field
Profile name

IKE version

Exchange mode

Local identifier type

Remote identifier type

DH group

Encryption algorithm

Authentication algorithm

SA lifetime (sec.)

Authentication method

Pre-shared key

Certificate

Dead peer detection

Detection interval

Reconnect after failure

VPN tunnel backup

Backup tunnel

Description
Enter a unique name for the IKE profile.
Select the version of IKE.
IKE phase-1 settings
Select the exchange mode: Main or Aggressive.

Select the local identifier type. The options are Local WAN IP, FQDN, and User-FQDN. If
you select User-FQDN, enter the FQDN name in the Local identifier field. When you select
Local WAN IP or FQDN, it uses the Local IP address of the WAN interface, and the FQDN
name of the WAN configured on the Dynamic DNS page.

Select the remote identifier type. The options are Remote WAN IP, FQDN, and User-
FQDN. If you select FQDN or User-FQDN, enter the FQDN name in the Remote identifier
field. When you select Remote WAN IP, it uses the remote IP address entered in the VPN
policy.

Select the DH (Diffie-Hellman) group. It defines the strength of the key used in the key
exchange process.

Select the encryption algorithm to be followed during key exchange. You may select
multiple algorithms.

Select the authentication algorithm from the drop-down list. You may select multiple
algorithms.

It refers to the security association lifetime, and the range varies from 300 to 604800
seconds.

Select the authentication method. The options are the Pre-shared key and RSA-Signature
(Certificate).

Enter the preshared key. This field is available only when you select the Pre-shared key
as the Authentication method.

Select the certificate to be used for authentication. This field is available only when you
select RSA-Signature (Certificate) as the Authentication method.

You can enable or disable the Dead peer detection feature. If enabled, it allows you to
detect if the remote peer is reachable or not. If it is not reachable, this feature will make the
tunnel down.

Enter the interval at which you want to send peer detection packets to the peer to check its
liveliness.

This is the failure count, after which it is considered the other peer as down. Enter the
failure count.

You can enable or disable the VPN tunnel backup feature.
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Failure time to primary (seconds)

Extended authentication

Extended authentication type

Authentication server

Username

Password

Local authentication

Next

Protocol selection
Encryption algorithm

Authentication algorithm

SA Lifetime (sec.)

Perfect forward secrecy

DH group
Previous
Save

Cancel

Site-to-Site
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If VPN tunnel backup is enabled, you can use the VPN backup of the selected profile if the
primary tunnel is down. When the primary tunnel is up, the backup tunnel will be turned
down.

Specify the time after which the backup tunnel will be down.

Enable or disable the extended authentication feature.

Select the authentication type that you want to use. The options are Local authentication,
Authentication server, and IPSec host (Initiator).

Select any one of the external authentication servers from the drop-down, and select the
respective server.

Enter the user name. This field is available when you select the IPSec host (Initiator) as
the Extended authentication type. The length of the user name may vary from 1 to 64
characters.

Enter the password. This field is available when you select the IPSec host (Initiator) as
the Extended authentication type. The length of the password may vary from 8 to 63
characters.

You may select one of the saved authentications on the local server. This field is available
when you select Local authentication as the Extended authentication type.

Click Next to go to the IKE Phase-2 page.
IKE phase-2 settings
Select the protocol for IKE phase-2.
Select the encryption algorithm to be used. You may select multiple algorithms.

Select the authentication algorithm from the drop-down list. You may select multiple
algorithms.

It refers to the security association lifetime, and the range varies from 300 to 604800
seconds.

If enabled, it does not allow the same key to be generated, forcing the user to use a new
DH key exchange.

Select the DH group.
Click Previous to go to the IKE Phase-1 Settings page.
Click Save to save your settings.

Click Cancel to revert to previous settings.

The site-to-site VPN establishes the Gateway-to-Gateway IPsec tunnel with other DBG-2000 devices registered in the same or different sites of
the same organization. Once a user selects the quick VPN type as Site-to-Site, all other DBG-2000 participants with the same quick VPN mode
are listed. To establish a tunnel with a particular remote device, enable the Join member field. Once the tunnel configuration is pushed to the
remote peers, traffic gets initiated by the user, and a tunnel is established between the remote peers.

WP TOPOLOGT
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In the Local networks section, if you have multiple subnets, you can specify which one subnet participates in the VPN, i.e., traffic from the
enabled subnet will be encrypted by the IPSec VPN. All local subnets must be unique within the VPN topology.

VPNSETTINGS
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Local networks

# MName Subnet Use VPN

1 LANZ 192168121 @ Enable () Disable
2 LAN3 192168111 () Enable @ Disable
3 LANS 192.168.10.1 ) Enable @ Disable
4 VLANGD 192 1568.60.1 (O Enable @ Disable

The fields displayed in the Local networks table are as follows:
Field Description

Outgoing interface

It is the WAN interface on which the tunnel will be established.

IP address It displays the current WAN IP address of the device.
Name It displays the LAN/VLAN interface’s name of the local subnet.
Subnet It displays the subnet IP address.
Use VPN Enable the subnet if you want to encrypt its traffic by IPSec VPN.
Remote VPN participants Q.

# Status Device name IP address Site Subnet(s) Join member
1 FRAGWO1 85.194.943.98 SBU Germany 2 @ Enzble () Disable
2 LAGWO1 184.22233.218 SBUUSA 1 @ Enable () Disable

Previous n MNext 5 -

The Remote VPN participants table lists all the remote VPNs and displays the following fields:

Field

Status

Device name

Description

It indicates the status of the remote device, whether it is online or offline. The green color
indicates that it is online, and the red color indicates that it is offline.

It displays the name of the remote device with which the VPN connection is established.

IP address It displays the WAN IP address of the remote gateway devices.
Site It displays the site of the remote gateway devices.
Subnet(s) It displays the subnets of the remote gateway devices. It is a hyperlink; if you hover your

Join member

Hub-and-Spoke

mouse over it, you can view the subnet and the subnet mask of the remote device.

If this option is enabled, the tunnel configuration needed to establish a tunnel is pushed to
the remote peers.

The Site-and-Site VPN connections between DBG-2000 devices will automatically be established between all Site-and-Site enabled peers in the
same organization. However, this is often undesirable because such connections may establish unnecessary IPSec tunnels between remote
sites and create performance-degrading networking overhead. Therefore, it is best to configure Hub and spoke in such cases, which designates
one DBG-2000 device as the Hub and all remote sites as the Spoke. In addition, the Hub-and-Spoke mode can be useful in organizations where
several auxiliary sites require a connection to the HQ.

There are two options for configuring the DBG-2000 in the Hub-and-Spoke mode:

1. Hub (Mesh): The DBG-2000 device will establish VPN tunnels to all remote VPN peers that are also configured in this mode. If another
DBG-2000 in the same organization is configured as a hub, it can be added as an Exist hub. If a DBG-2000 device is selected as a
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HUB, it will be advertised on all the remaining devices' SITE-SITE VPN page if the Quick VPN type is selected as Hub-and-Spoke. If any
other HUB devices are existing in the organization, they will be displayed as Exist Hubs. Users can use these exist HUBs to form a site-
site tunnel by enabling Remote VPN Peer Connection, or they can use it as a backup hub by enabling the Backup Hub field.

When you select Hub as the Hub-and-Spoke type, it lists exist hubs.

Exist hubs

# Status Device name IP address Site Subnet(s) Remote VPN peer connection Backup hub
1 TKYDEG 128.199.90.230 Marketing Japan 2 @ Enzble () Disable @ Enable () Disable
2 L] FRADEG B88.194.43.98 Sales Gremany 2 @ Enable () Disable (C) Enable (@ Disable

Previous n Mext 5 -

The fields displayed in the Exist hubs table are as follows:

Field Description

Status It displays the current status of the remote hub devices, whether it is online or offline. The
green color indicates that it is online, and the red color indicates that it is offline.

Device name It displays the name of the remote devices that have the Quick VPN type as Hub-and-
Spoke and the role as HUB.

IP address It displays the WAN IP address of the remote gateway devices.
Site It displays the site name of the “Exist Hub” devices.
Subnet (s) It displays the subnet of the remote devices. It is a hyperlink; if you hover your mouse over

it, you can view the subnet and the subnet mask of the remote device.
Remote VPN peer connection You can enable or disable a site-to-site tunnel to the existing hub.

Backup hub You can select the other hub as the backup hub for the current hub.

2. Spoke: The DBG-2000 device (Spoke) establishes direct tunnels only to the specified remote DBG-2000 devices as hubs. When a DBG-2000
device is configured as a Spoke, you can configure multiple VPN hubs for that DBG-2000. In this configuration, the Spoke DBG-2000 sends all
site-to-site traffic to its configured VPN hubs. The spokes do not exchange data directly with one another.

If you select the Hub-and-Spoke Type as Spoke, it displays a list of all the Exist hubs under the VPN Topology section. In addition, it lists the
Exist hub devices available with an option of Primary Hub. If you enable the Primary Hub field, the selected hub will be the primary hub for the
spoke and can communicate to all the spoke devices linked to this hub. At a time, you can enable only one primary hub.

Exist hubs

# Status Device name IP address Site Subnet(s) Primary Hub

1 N TKYDBG 128.99.90.230 Marketing Japan 2 @ Enzble () Disable
2 FRADEG 881944398 Sales Germany 2 () Enzble @ Disable
3 . LADBG 18422333218 Sales UsA 1 () Enzble @ Disable

Previous ' Mext 5 -

The fields displayed in the Exist hubs table are as follows:

Field Description

Status It displays the status of the available exist hubs. If the hub is online, a green dot is
displayed, and if the hub is offline, a red dot is displayed.

Device name It displays the name of the hub device with which we want to establish the tunnel.
IP address It displays the WAN IP address of the hub with which the tunnel will be established.
Site It refers to the site name configured to identify the hub device.
Subnet(s) It displays the number of local/private networks shared by the remote devices. Itis a

hyperlink; if you hover your mouse over it, you can view the subnet and the subnet mask of
the remote device.

Primary Hub Enable this option to select it as the primary hub for the configuring device.
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The VPN settings for the Hub and Spoke types are as follows:

VPN SETTINGS
OQutgoing interface WAN1 -
1P address 220.10.164.120
Local networks Q
Mame Subnet Use VPN
1 LANL 192.168.128.1 @ Enable () Disable
2 VLANZ20 192.168.20.1 (O Enable @ Disable
3 VLANZO 192.168.30.1 () Enable @ Disable

Previous Mext 5~

The fields available on the VPN settings section for the Hub and Spoke VPN are as follows:

Field Description
Outgoing interface It is the WAN interface on which the user wants to establish a tunnel.
IP address It displays the current WAN IP address of the device.

Local networks

Name It displays the LAN/VLAN interface name of the local subnet.
Subnet It displays the subnet of the above interface.
Use VPN You can enable or disable the Use VPN feature. When it is enabled, subnets get selected

for the local traffic selectors for the VPN policy.

PPTP/L2TP

Server Mode

The Nuclias cloud gateway can establish a PPTP/L2TP VPN. Once enabled, a PPTP/L2TP server is available on the gateway for the LAN and
WAN PPTP/L2TP client users to access, i.e., PPTP/L2TP clients can reach the gateway’s PPTP/L2TP server. Furthermore, once authenticated
by the PPTP/L2TP server (the tunnel endpoint), PPTP/L2TP clients can access the LAN network managed by the gateway.

The range of IP addresses allocated to PPTP/L2TP clients should not coincide with the LAN subnet. Also, the PPTP/L2TP server will default to
local PPTP/L2TP user authentication but can be configured to employ an external RADIUS authentication server should one be configured.

SERVER MODE
Add
B # Name Server type L2TP Owver IPsec IP address Active Actions -
1 Test PRTP 100012~ 10.0.0.128 Enable @ Dissble ¢’ EDIT B DELETE
2 Testl LZTP Disable 172.168.10.1-172.165.10.12 Enable @ Diszble é’ EDIT & DELETE -

The fields available in the Server mode table are as follows:

Field Description
Name It displays the name of the PPTP/L2TP server.
Server type It displays the server type, i.e., either PPTP or L2TP.
L2TP Over IPsec It displays if the L2TP over IPsec is enabled or disabled.
IP address It displays the IP address range allocated to PPTP/L2TP clients.
Active You can enable or disable the server.
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Actions You can edit or delete the configured PPTP/L2TP server.

Click Add to add a new entry to the list. This opens the Add PPTP/L2TP server page. To delete an entry or multiple entries, select the
corresponding checkboxes, and click Delete.

Adding a PPTP Server

Add PPTP/L2TP server
Sarver type Marme
PPTP -
Routing mode
NAT -
Starting IP address Ending IP address
Authentication server Local suthentication
Local authentication - cp i
Authentication protocal Encryption
2 selected - O selected -

Idle timeout (seconds)

400 -

Methios WINS server

®

Cancel

The fields available on the Add PPTP/L2TP server page for the PPTP server type are as follows:

Field Description
PPTP Server
Server Type Select PPTP as the server type.
Name Enter the name of the PPTP server.
Routing mode Select the routing mode, either NAT or Router.
Starting IP address Enter the starting IP address of the IP address range to assign to your PPTP clients.
Ending IP address Enter the ending IP address of the IP address range to assign to your PPTP clients.
Authentication Server Select any one of the available authentication servers. The options are Local authentication,

RADIUS, and None authentication.

Radius Server Select the RADIUS server. It is available when you select Radius as the Authentication
Server.

Local authentication Select one of the saved authentications on the local server.
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Authentication protocol

Encryption

Idle timeout
(seconds)

Netbios
WINS server
Save

Cancel

Adding an L2TP Server

Add PPTP/L2T

LM

£rver type
L2TP
Routing mode

R OUDer

Starting IP address

Authentication server

-----

L2TP Owver IPsac
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Select one or multiple authentication types from the drop-down list (AlllPAP/CHAPIMS-
CHAPIMSCHAPV?2).

This field is available only when MS-CHAP or MS-CHAPV2 is selected as the Authenticatio
n protocol.

® All: Select the checkbox to select all the encryption options.
® Mppe 40 Bit: Select the checkbox to enable Mppe 40 bit encryption.
* Mppe 128 Bit: Select the checkbox to enable Mppe 128 bit encryption.

® Stateful Mppe: Select the checkbox to enable Stateful Mppe encryption. This mode of
Mppe encryption is less secure and can be used for compatibility.

Enter the amount of time in seconds, after which the connection will disconnect when idle.

Enable it to allow NetBIOS broadcasts to travel over the VPN tunnel.
Enter the WINS server address for Netbios. This field is available when you enable Netbios.
Click Save to save your settings.

Click Cancel to revert to the previous settings.

P server

Secret key

@ enzble Disable

P T, I
ance
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The fields available on the Add PPTP/L2TP server page for the L2TP server type are as follows:

Field

Server Type
Name
Routing mode
Starting IP address
Ending IP address

Authentication server

Local authentication

Radius server

Authentication protocol

Encryption
Enable Secret key

Idle timeout
(seconds)

L2TP over IPsec

Save

Cancel

Client Mode

Description
L2TP Server
Select L2TP as the server type.
Enter the name of the L2TP server.
Select the routing mode, either NAT or Router.
Enter the starting IP address of the IP address range to assign to your L2TP clients.
Enter the ending IP address of the IP address range to assign to your L2TP clients.

Select the authentication server. The options are Local authentication, RADIUS, and None
authentication.

Select one of the saved authentications on the local server. This field is available when you
select Local authentication as the authentication server.

Select the Radius server. This field is available when you select Radius as the
authentication server.

Select any authentication types from the drop-down menu (AlllPAP/CHAPIMS-CHAPIMSC
HAPv2).

Enable it to add a secret key.

If the Encryption field is enabled, enter the secret key.

Enter the amount of time in seconds that the connection will disconnect when idle.

When the L2TP over IPsec configuration is enabled, the IPsec tunnel initiation starts
automatically. Still, the establishment of the tunnel depends on the configuration at the
client and the server-side and the response from the server. Click Next to configure the IKE
profile for IPsec. For details, refer to https://dlink-dbg.atlassian.net/wiki/spaces/CGD/pages
/2687700/Site+to+Site+VPN#IKE-Profile.

Click Save to save your settings.

Click Cancel to revert to the previous settings.

The Nuclias cloud gateway can configure the PPTP/L2TP VPN Client. Using this client, we can access a remote network that is local to the PPTP
/L2TP server. Once a client is enabled, it will try to auto-connect to the server.

CLIENT MODE

10.50.30.50 - - Enzble @ Disable ¢’ EDIT 18 DELETE

10.90.90.90 = S Ensble @ Disable ¢’ EDIT T[] DELETE

- [

The fields displayed in the Client Mode table are as follows:

Field
Name
User name
Server type

Server IP

Description
It displays the name of the client.
It displays the user name which is being used.
It displays the server to which the client is connected.

It displays the server IP address.
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IP address It displays the IP address of the client.
Status It displays the status of the client, whether it is connected or not.
Active You can enable or disable the client.
Actions You can edit or delete the selected client from the list.

Click Add to add a new entry to the list. This opens the Add PPTP/L2TP client page. To delete an entry or
multiple entries, select the corresponding checkboxes, and click Delete.

Adding a PPTP Client

Add PPTP/L2TP client

Server type Mame
PPTP -
WPM server Tunnel type
Split tunnel -
Remote network Remote netmask
User name Password
>
MPPE Idle timeout [seconds)
@ Enable Disable 300 =
Cancel
The fields available on the Add PPTP/L2TP client page are as follows:
Field Description
Server type Select the server type as PPTP.
Name Enter the name.
VPN server Enter the IP address or domain name of the PPTP server you want to connect to.
Tunnel type Select the tunnel type.

® Full tunnel: If this is selected, it will access the Internet and the LAN host connected
to the server device through the PPTP server once the connection is established,

® Split tunnel: If this is selected, it will access only the selected remote network.

Remote network Enter the remote network address. This address is local for the PPTP Server.
Remote netmask Enter the remote network subnet mask.
User name Enter the user name to connect to the server.
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Password Enter the password to connect to the server.
MPPE Enable or disable Microsoft Point-to-Point Encryption (MPPE).
Idle timeout (seconds) Enter the amount of time (in seconds) that you will disconnect from the PPTP server when
idle.
Save Click Save to save your settings.
Cancel Click Cancel to revert to the previous settings.

Adding an L2TP Client

Add PPTP/L2TP client

User name

Enable sacrat key

@ Enable Disable
MPPE
@ Enzble

Reconnect mode

L2TP Ower IFsec

@ Frable Disable

Cancel

The fields available on the Add PPTP/L2TP client page are as follows:

Password

Secret key

MMaximum idle tim

m

{=econds)

Field Description
Server type Select the server type as L2TP.

Name Enter the name.
VPN server Enter the IP address of the L2TP server you want to connect to.
Tunnel type Select the tunnel type.

® Full tunnel: If this is selected, it will access the Internet and the LAN host connected
to the server device through the L2TP server once the connection is established.



Remote network
Remote netmask
User name
Password
Enable secret key
Secret key
MPPE
Reconnect mode

Maximum idle time (seconds)

L2TP over IPsec

DBG-2000 User Guide

® Split tunnel: If this is selected, it will access only the selected remote network.
Enter the remote network address. This address is local for the L2TP Server.
Enter the remote network subnet mask.
Enter the user name to connect to the VPN server.
Enter the password to connect to the VPN server.
You may enable or disable the Secret key.
If the Secret key is enabled, enter the secret key.
Enable or disable Microsoft Point-to-Point Encryption (MPPE).
Select either Always On or On Demand.

Enter the idle time in seconds before the gateway disconnects from the L2TP server. This
field is available only when Reconnect mode is On Demand.

You may enable or disable this feature. If enabled, it will redirect you to the IPsec settings.

Click Next to configure the IKE profile for IPsec. For details, refer to https://dlink-dbg.
atlassian.net/wiki/spaces/CGD/pages/2687700/Site+to+Site+VPN#IKE-Profile.

Save Click Save to save your settings.

Cancel Click Cancel to revert to the previous settings.

OpenVPN

The Nuclias cloud gateway provides the OmniSSL feature, a customized OpenVPN, similar to the SSL VPN connectivity. OmniSSL provides an
executable configuration file via a portal page (<https://<Device WAN IP>/omnissl>) that facilitates the client installation from the device and is an
enhancement to the existing OpenVPN. In addition, this VPN tool can be used via mobile devices, thereby eliminating browser and Java
dependencies typical to the SSL VPN solutions.

OpenVPN allows peers to authenticate each other using certificates or username/password. When used in a
multi-client-server configuration, it allows the server to release an authentication certificate for every client, using signature and Certificate
authority. An OpenVPN can be established through this gateway.

In access server-client mode, the user downloads the auto-login profile from the OpenVPN Access Server and uploads the same to connect. You
can select the following modes:

® Server mode
® Client mode
® Access server-client mode

Server mode

In this section, you will learn about the OpenVPN configuration in the Server mode.
Oen i Erabis

CipenVPM dasesmon mode:
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The fields available on this page are as follows:
Field Description
OpenVPN You can enable or disable the OpenVPN feature.
OpenVPN daemon mode
Mode Select Server.
VPN setting
VPN network Enter the IP network for the VPN.
VPN netmask Enter the netmask.
Duplicate CN Enable it to allow the user to use the same certification to connect for multiple clients. User-

based authentication is also required for this feature, and multiple clients require to have
their respective user names and passwords.

Port Enter the port number on which the OpenVPN server runs. The default port is 1194.
Tunnel protocol Select either TCP or UDP to communicate with the remote host.
Encryption algorithm Select the encryption algorithm from the drop-down menu. The options are AES-128, BF-

CBC, AES-192, and AES-256.

Hash algorithm
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Select the hash algorithm from the drop-down menu. The options are SHA1, SHA256, and
SHA512.

Tunnel type Select either Full Tunnel or Split Tunnel. Full Tunnel mode sends all the traffic from the
client across the VPN tunnel to the gateway. Split Tunnel mode only sends traffic to the
private LAN based on pre-specified client routes. If you select Split Tunnel, refer to Local
Networks to create local networks.

Client to client Enable this field to allow OpenVPN clients to communicate with each other in the split
tunnel case. By default, it is disabled.

User-based authentication This option provides an additional authentication method. You can enable this field to
select an authentication server.

Local authentication Select a configured local authentications saved on the local server. To add a new local
authentication server, click the Local authentication list link. For more details, refer to the Lo
cal authentication list section.

Certificate verification Enable or disable certificate verification. This method does not require the client certificate;
the client authenticates using the username/password only. It is enabled by default.

Certificate Select the profile which has a list of certificates uploaded for the configured mode server
[client.
TLS authentication key Enabling this adds TLS authentication, which adds a layer of authentication. It can be

checked only when the TLS key is uploaded. It is disabled by default.
TLS key Select the type of TLS certificate name.
DH key Select the DH key from the drop-down list.
Advanced settings

Server policies Enable or disable the Server Policies feature; if enabled, configure the Server policies
under the Server Policies section.

Remote networks Enable or disable the Remote networks feature; if enabled, configure this feature in the Re
mote networks section.

Local networks Enable or disable the Local networks feature; if enabled, configure this feature in the Local
networks section. This section is available when you select Split Tunnel as the Tunnel type.

Client List

It allows the user to generate the client’s configuration. Furthermore, OmniSSL is an adaptable feature as it supports and gets installed on
various operating systems following their respective procedures.

CLIENT LIST
Import
W # Username Local authentication pool name Status Import at Update at Actions
1 Charlie Nuclias Pending 2019/02/29 10:25:13 2019/02/29 10:25:13
2 Patty Nuclias Walid 2019/04/11 12:23.01 2019/04/11 12:23:01 @ VIEW
3 Beethoven D-Link Invalid 2019/01/18 15:17:01 2019/01/18 15:17:01 @ VIEW

Previous Neaxt 5

The fields available on the Client list table are as follows:

Field Description
User name It displays the OmniSSL client name.
Local authentication pool name It displays the name of the local authentication pool where the clients belong.
Status It displays the status of certificates.
Import at It displays the date and time when the user’s certificates were first imported.
Update at It displays the date and time when the user’s certificates were last updated.
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Actions It allows you to view the client details.

Note: You cannot view the client details if the status is Pending.

Import Click Import to import the OmniSSL Client list.
Revoke Click Revoke to validate the client certificate against the revoked certificates.
Resume When the client is in the revocation status, the user can click Resume to resume the client,

and the Cloud generates a new CRL.

Download Click Download to download the selected certificate and use it when required.

® Click Import to import an OmniSSL Client list. This opens the Import users from local authentication list page. Select the checkbox
corresponding to the Local authentication you want to import, and click Save. Click Cancel to revert to the previous settings.

X
Import users from local authentication list
(*) Add local authentication Q,
# Local authentication Access level Entries
(] 1 Muclias Crganization 52
I:I 2  Admin_user Site tag (Kaohsuing) 28
(] 3 D-Unk Site (Dream Mail) 30
Cancel Save
The fields available on this page are as follows:
Field Description
Local authentication It displays the name of the local authentication.
Access level It displays the access level for the local authentication.
Entries It displays the number of login credentials saved in the local authentication server.
Add local authentication Click this button to add a local authentication. This opens the Add local authentication list p

age. For details, refer to the Local authentication list.
Save Click Save to save your settings.

Cancel Click Cancel to revert to the previous settings.
® Click Download to download the OmniSSL list in the *.csv format.

OmniSSL Portal Layout

The Nuclias cloud gateway supports a static portal page to enable or disable authentication to the remote OmniSSL users.

OMNISSL PORTAL LAYOUT

#  Layout name Login page Active

1 Default Default Sign-on OmniSSLVPN Enzble @ Diszble
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The fields displayed in the OmniSSL Portal layout table are as follows:

Field Description
Layout name It displays a name for the portal layout.
Login page It displays the portal login page link.
Active You can enable or disable the portal layout. When you enable it, the OmniSSL URL will

appear above the table in the right corner.

Server Policies

OmniSSL Server Policies are useful in permitting or denying access to specific IP addresses or IP networks. They may be defined at the user or
global level.

Server policies @ Enable () Disable
Add Q
B # MName Policy Scope Destination Port Actions
0 1 operven Permit Global 192.168.10.0 2000-60000 f EDIT @ DELETE

Previous Next 5w

The fields displayed in the Server policies table are as follows:

Field Description
Name It displays the name of the server policy.
Policy It displays the policy applied to the IP address.
Scope It displays the scope. It is either Global or Local authentication.
Destination It displays the IP address to which the OpenVPN policy is applied.
Port It displays the port number to which the policy is applied.
Actions You can edit or delete the selected server policy. When you click Edit, it opens the Edit

OpenVPN server policy page.

Click Add to add a new entry to the list. This opens the Add OpenVPN server policy page. To delete multiple entries, select the corresponding
checkboxes, and click Delete.

Add OpenVPN server policy
Policy name Palicy
Permit -
Scope User name
Local authentication -

Apply policy to

IP sddrass v

IP network
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Cancel

The fields available on the Add OpenVPN server policy page are as follows:

Field
Policy name
Policy
Scope

Local authentication

Apply policy to
IP network
Subnet mask
IP address
Port
ICMP
Save

Cancel

Remote Networks

Description
Enter a name for the server policy.
Select the policy, whether to permit or deny access to the specific IP address or IP network.
Select the scope from the drop-down menu. It is either Global or Local authentication.

If Local authentication is selected as the Scope, specify the user name (client) to which
this policy is to be applied.

Select an accessible IP address or IP network to which the policy is applied.
Enter the IP network to which the OpenVPN policy needs to be applied.
Enter the subnet mask for the above IP network.

Enter the IP address to which the OpenVPN policy needs to be applied.
Enter the range of port numbers to which the policy will be applied.

Enable it to support ICMP traffic.

Click Save to save your settings.

Click Cancel to revert to the previous settings.

This section displays a list of configured remote networks. The configured IP addresses can remotely access the server through an OpenVPN

tunnel.
Remote networks @ Enable
Add

B # Commonname

O 1 Test

L

Remote networks Subnet mask Actions

1921681000 2552552550 f EDIT DELETE

NS

The fields displayed on the Remote networks table are as follows:

Field

Common name

Remote networks

Subnet mask

Actions

Description
It displays the name of the remote network.
It displays the IP address of the remote networks.

It displays the subnet mask for the IP address of the remote network.
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You can edit or delete the corresponding remote network. When you click Edit, it opens
the Edit OpenVPN remote network configuration page.

Click Add to add a new entry to the list. This opens the Add OpenVPN remote network configuration page. To delete multiple entries, select the
checkboxes of the remote networks you want to delete, and click Delete.

x
Add openVPN remote network configuration
Commaon name
Remote networks Subnet mask
Cancel
The fields available on the Add OpenVPN remote network configuration page are as follows:
Field Description
Common name Enter the name of the remote network.
Remote networks Enter the IP address of the remote networks.
Subnet mask Enter the subnet mask for the IP address of the remote network.
Save Click Save to save your settings.
Cancel Click Cancel to revert to the previous settings.

Local Networks (Split Tunnel)

This section is available only when the Split Tunnel is selected as the Tunnel type. It displays a list of the configured OpenVPN local networks.
The clients have access only to these configured local networks.

Local netwaorks @ Enable () Disable
Add
B # Localnetwork Subnet mask Actions
1 192.168.100.12 233.2552550 f EDIT DELETE

B

The fields displayed on the Local networks list are as follows:

Field Description
Local network It displays the IP address of the local network.
Subnet mask It displays the subnet mask for the IP address of the local network.
Actions You can edit or delete the corresponding local network. When you click Edit, it opens the E

dit OpenVPN local network configuration window.

Click Add to add a new entry to the list. This opens the Add OpenVPN local network configuration page. To delete multiple local networks, select
the checkboxes corresponding to the local networks you want to delete, and click Delete.

b 4
Add openVPN local network configuration
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Local networks Subnet mask

Cancel 5

The fields available on the Add OpenVPN local network configuration page are as follows:

Field Description
Local networks Enter the IP address of the local network.
Subnet mask Enter the subnet mask for the IP address of the local network.
Save Click Save to save your settings.
Cancel Click Cancel to revert to the previous settings.

Client mode

In this section, you will learn about the OpenVPN configuration in the Client mode.

Site to Site VPN PPTP/LZTP GRE TUNMEL

OpenVPH @ Enable (O Disable

OpenVPN daemon mode
Mode Client v

VPN setting
Server IP IP address -
Failover server IP 1P address -
Port 1194
Tunnel protocol UDP -
Encryption algorithm AES-128 -
Hash algorithm SHA1 -
User based authentication () Enable @ Disable
Certificate verification @ Enable () Disable
Certificate Mudlias_default - Certificate list

CA subject name Client cert subject name

C=TW, 5T=Taiwan, L=Taipei, O=D-Link Corporation, OU=Certificate for DSR ( Self=Signed ), CN=D-Link Corporation CA  C=TW, 5T=Taiwan, L=Taipei, O=D-Link Corporation, OU=Certificate for DSR { Self=Signed ), Ch=clie

£ >
TLS authentication key @ Enable () Disable
TLS key OVPN_TLS » | Certificate list
CLIENT CONNECTION
Status Server IP Client IP (VPN)
Connected 1721461506 128100100

The fields available when the Client mode is selected are as follows:
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Mode

Server IP

Failover server IP

Port
Tunnel protocol
Encryption algorithm
Hash algorithm

User-based authentication

User name
Password
Certificate verification
Certificate

TLS authentication key

TLS key

Status
Server IP

Client IP (VPN)

Access server-client mode

DBG-2000 User Guide

Description

Select Client.

VPN setting
Enter the IP address/FQDN of the OpenVPN server.
Select the type of identifier you want to provide for the failover mechanism at the Failover
Server IP: IP Address or FQDN (Fully Qualified Domain Name). This feature allows
configuring an additional OpenVPN server for the client, which will be used when the
primary server is down. This is applicable only in client mode.
Enter the port number on which the OpenVPN server (or Access Server) runs.
Select either TCP or UDP.
Select the encryption algorithm from the drop-down menu.

Select the hash algorithm from the drop-down menu.

This option provides an additional authentication method using a user name/password. It is
disabled by default.

Enter the user name. This field is available when User-based authentication is enabled.
Enter the password. This field is available when User-based authentication is enabled.
This method enables tunnel authentication to be with certificates. It is enabled by default.
Select the profile which has list certificates uploaded for the configured client mode.

Enabling this adds TLS authentication, which adds a layer of authentication. It can be
enabled only when the TLS key is uploaded. It is disabled by default.

Select the type of TLS certificate name. When you click the Certificate list link, it will
redirect you to the Certificate Management page to add a new certificate and key.

Client Connection
It displays the connection status of the VPN.
It displays the IP address of the server to which the client is connected.

It displays the IP address of the connected client.

Select the mode as access server-client mode. In access server-client mode, the user downloads the auto-login profile from the OpenVPN

Access Server and uploads the same to connect.

OpenVPN @ Enable () Disable

OpenVPN daemon mode

Mode Access server client +

VPN setting

Upload access server client

Username

Server address

Port(s)

File

ACCESS SERVER CLIENT CONNECTION

Status

Client IP (VPN)
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The fields available when the Access server-client mode is selected are as follows:
Field Description
Mode Select the Access Server-Client mode.
VPN setting

Upload access server client

Username It displays the user name of the client who is trying to connect to the server.
Server address It displays the IP address of the OpenVPN server to which the client is trying to connect.
Port(s) It displays the port numbers on which the client will connect with the OpenVPN server (or

Access Server).

File Click Browse and locate the configuration file. Click Open, and then click Upload.

ACCESS SERVER CLIENT CONNECTION

Status Server IP Client IP (VPN)

Connected 10.10.90.102 128100.0.101
Previous n Mext 5

The above table provides the status of the Access server-client connection, and the fields displayed in this table are as follows:

Field Description

Status It displays the status of the VPN connection. It indicates whether the client is connected to
the server or not.

Server IP It displays the IP address of the server.

Client IP (VPN) It displays the client’s IP address.

GRE Tunnel

GRE tunnels allow LAN broadcast traffic of the gateway to pass over the Internet and receive by the remote LAN hosts. While creating a GRE
tunnel, a unique IP address should identify the GRE tunnel endpoint. It will be referenced in the other gateway’s static route as the Gateway IP
address. The Remote end-address in the GRE tunnel configuration page is the WAN IP address of the other endpoint gateway.

Once the tunnel is established, a static route on the gateway can be made using the interface of the configured GRE tunnel. The destination IP
address of the static route is the remote LAN subnet. The route’s gateway IP address will be the GRE tunnel IP of the terminating gateway (the
same gateway that manages the remote LAN subnet). Once these two steps are completed, the traffic can flow between the configured remote
LAN subnets via the GRE tunnel.

CONFIGURATION

GRE tunnel IP Remote IP

1 NY Office WAMN 1 192158101 17217.32.123 @ Enable Disable Disconnected f EDIT [ill DELETE

The fields displayed in the Configuration table are as follows:

Field Description
Name It displays the name of the GRE tunnel.
Interface It displays the interface with which this tunnel is created.
GRE tunnel IP It displays the IP address of this endpoint.
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Remote IP It displays the WAN IP address of the endpoint gateway.
Active You can enable or disable the configured tunnel.
Status It displays the status of the GRE tunnel, i.e., whether it is connected or disconnected.
Actions You can edit or delete the selected GRE tunnel. When you click Edit, it opens the Edit

GRE tunnel window.

Click Add to add a new entry. This opens the Add GRE tunnel page. To delete multiple entries, select the checkboxes of the GRE tunnels you
want to delete, and click Delete.

Add GRE tunnel

GRE tunnel name Interface
WAkl -
GRE tunnel IP Subnet mask
Remote IP
Static route configuration
IP address Subnet mask

Gateway IP address

Cancel
The fields available on the Add GRE tunnel page are given below.
Field Description
GRE tunnel name Enter a name for the GRE tunnel.
Interface Select the interface to create this tunnel.
GRE tunnel IP Enter the IP address of this endpoint. It will be referenced in the other gateway’s static

route as the Gateway IP address.
Subnet mask Enter the subnet mask.
Remote IP Enter the WAN IP address of the endpoint gateway.
Static route configuration

IP address Enter the destination IP address of the static route from the remote LAN subnet.
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Subnet mask Enter the subnet mask.
Gateway IP address Enter the IP address of the termination gateway.
Save Click Save to save your settings.
Cancel Click Cancel to revert to the previous settings.

Chapter 6 Tools

This chapter of the user guide provides you with the information and configuration of the diagnostic tools supported by the Nuclias cloud gateway,
like ping and traceroute. You can also find out the performance of the WAN connection. Clicking a button will show you the upload and download
speed of the WAN port. You can use these tools to detect the connectivity and troubleshoot it when required.

This chapter covers the following topics:
Ping

As part of the diagnostics tools supported by the Nuclias cloud gateway, you can ping an IP address or FQDN (Fully Qualified Domain Name).
You can use this feature to test connectivity between the Nuclias cloud gateway and another device on the network connected to the gateway.

PING

IP address/FQDM Google.com “

Result

The fields available in this section are as follows:

Field Description
IP address/FQDN Enter the IP address or FQDN.
Ping Click Ping to send an ICMP echo request packet to the destination using the IPv4 network.
Result It displays the result of the IP address. If the destination IP address is active, you can see a

response. A response timed-out message indicates that the destination is either not active
or is blocking ping requests.

Traceroute

The Nuclias cloud gateway provides a Traceroute function to map the network path to a public host. In addition, it displays up to 30 “hops”
between this gateway and the destination.

TRACEROUTE
IP address/FQDN §.8488
Result

The fields available in the Traceroute section are as follows:

Field Description
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IP address/FQDN Enter the IP address or FQDN.

Traceroute Click Traceroute to display all the routers present between the destination IP address and
this gateway.

Result This section displays the results of the Traceroute operation.

Others

Blink LEDs

The front panel of the cloud gateway consists of two LEDs that indicate the gateway’s power and the cloud status of the gateway. The Blink LEDs
feature helps you check if the connection has been established between the gateway and the cloud. After you click the Start button, the Power
and Cloud LEDs on the gateway start blinking in the Red color, indicating that the connection is available between the Cloud and the gateway.

OTHERS

Blink LEDs

Power Supply LED

The power LED indicates the power status of the gateway.

LED Color Status Description
Power Orange/Green/Red Solid Orange Power-on is in progress.
Blinking Orange Firmware upgrade in progress.
Solid Green Power-on completed.
Solid Red Factory reset in progress.
Blinking Red The Start button of Blink LEDs is clicked.
Off The device is power-off.

Cloud Status LED

The cloud status LED indicates the Nuclias cloud connection status of the device.

LED Color Status Description
Cloud Orange/Green/Red Solid Orange Establishing Cloud connection
Solid Green Established Cloud connection
Solid Red No cloud connection established
Blinking Red The Start button of Blink LEDs is clicked.
Off The device is power-off.

Reboot device

Click the Reboot button to perform the power cycle.
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OTHERS
Blink LEDs 3 Start
Reboot device Reboot

Chapter 7 License

The Nuclias cloud gateway supports cloud features, and these features come with a license. In this chapter, you will learn about the license
active on your device. It will also guide you on how to add a license to your device.

This chapter covers the following topics:
License Information

This section of the License menu provides license details, like the date of activation, its present status, and its
expiry date.

LICENSE INFORMTION

License status Active

License start date 1251572017

License expiration date 12/15/2018 ( 150 days from now )
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The fields available in this section are as follows:

Field Description
License status It displays the current status of your license, i.e., whether the license is active or not.
License start date It displays the date when you activated the license.
License expiration date It displays the date when the license gets expired and the number of days left for expiration.

License Table

The license table provides a list of licenses activated on the device.

LICENSE TABLE

#  Status Key Actions
1 0x 123456 78csdwvdfl
2 xx12345678csdvdf2 ]ﬁ[ DELETE
Add license
The fields displayed on this page are as follows:
Field Description
Status It displays the status of the license, i.e., whether the license is active or not. If active, a tick

mark is displayed.
Key It displays the activation code of the license.

Actions You can delete the selected license.

To add a new license, click Add license. This opens the Add license page. Select a license key and click Save. Click Cancel to close the page.

Add license .

License key™®

1

ie]

Cancel Sav
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