http://192.168.1.1

admin, admin
2 Authentication Required - Microsoft Internet Explorer provided by D-Link Aus... |_||E”§|
File Edit Wiew Favorites Tools  Help .',"'
: A | AT . B ”
@ Back - (=D @ @ \._lj /“j Search “E__\{ Favorites @ [‘;_,_i - g I_r)__fl -
Address |@ http:/f192.168.1.1/ v| Go | Links ¥

Authentication Required

FPlease enteryour usermame and pasamord.

Username: | |

P asznard: |

|

Optimized for Internet Explorer (IEY 6.0 and Firefox

@ Done ﬂ Inkernet




2 -- Web Page Dialog

€ D-Link Setup wizard

&/ Welcome

w Welcome

Welcome to the D-Link Setup Wizard.

Froceed using the Mext button below

[ Cancel

” Mert == ]

http: /192,163, 1.1/ModalFrame. htm?Page="WizardSetup

& Internet




2 -- Web Page Dialog

€ D-Link Setup wizard

&/ Administrator user settings 41

ﬁ Administrator uzer settings

Flease enter a pasanord for protecting the administrative interface of the unit

Username

adrin
F azamard RS EEE
Confirm pazanard EEEEEEEE

Mote that the pasaword is ¢ase sensitive, and thatwou should pick a passmword that contains upper- and
lowmercase letters aswell as numbers andfor special characters.

[ Cancel ][{{F‘reuious” Meut == ]

http: /192,163, 1.1/ModalFrame. htm?Page="WizardSetup & Internet




A -- Web Page Dialog

€ D-Link Setup wizard

# J Time, time zone and daylight saving time settings

Time, time zone and daylight zaving time settings

Setup the comect time and timezone settings for the firewall

[rate: 2005-06-30
Time: 09:41:11

[ Settime and date ]

# J Timezone settings

Time zone:  |[[GMT+10:00] w

|:| Enable daylight saving time

Offzet:
Start Date o o
End [ate v v

[ Cancel ][{{F‘reuious” Meut == ]

http: /192,163, 1.1/ModalFrame. htm?Page="WizardSetup & Internet
Time zone:  (GMT+10:00)
FGMTHOS ) Tehran =

[] Enable (GMT+0400) Abu Dhabi, Baku, Muscat, Thilist
(GEMT+0:300 Kabul

Offset: (=M T+05:00°0 Elaterinburg, Islamabad, Karachi, Tashikent

[EhAT+OS:300 New Delhi
Start D ate (GMT+0E:00) Astana, Almaty, Colombe, Dhaka
(M T+O7 007 Bangkok, Hanoi, Jakarta
[GMT+02:007 Beijing, Hong Kong, Singapare, Taipei
[GMT+HO2:007 Seoul, Tokoyo, *rakutshk
[GMT+02:307 Adelaide, Danvin

End [rate

T+10:00) Canberra, Guam, Port b

[GMT+11:007 Magadan, Solomon Islands

[GMT+A2:007 Fiji, Kamchatka, Marshall Islands, Wellington W
Cancel ||== F‘reuiouﬂ




A hitp://192.168.1.1 - D-Link Firewall - Microsoft Interne... [= ||5[X]

Set Date and Time

® The date and time settings will be applied instantly

[rate: |2|:||:|5 v|_|_1u|-. v|.|3|:| v|

Time: 09:41:11 | (HH:MM:55)

[ ]34 ] [ Cancel

@ Done ﬂ Inkernet

A -- Web Page Dialog

€ D-Link Setup wizard

# J WAN interface settings

ﬁ AN interface settings

Selectthe interface that is connected to the ISP

Interface wanl b

Mame Comments

W8 wan
W8 wanz
B8 dmz
W8 1an

[ Cancel

] [{{ F‘reui-:-us] [ Meqt == ]

http: /{192,163, 1.1 /ModalFrame. htm?Page="WizardSetup ) Internet




A -- Web Page Dialog

€ D-Link Setup wizard

& | WAN interface settings 4]

@ AN interface zettings

Selectthe appropriate configuration type of the internetfacing QUAN) inteface. Your ISP normally tells you
which type to use.

{v Static- manual configuration

hlost commoanly used in dedicated-line internet connections. “our ISP provides the IP
configuration parameters to you.

- DHCF - automatic configuration

Fegular ethermet connection with DPHCP-aszigned IP address. Uszed in many DSL and cable
modem nebuvoks, Eventhing is automatic.

" FFFoE - aceount details needed

FFF ower Ethernet connection. Used in many D5SL and cable modem networes, After providing
account details, ewenthing is automatic.

{ FPTP - account details needed

PPTP owver Ethernet connection. Used in some DSL and cable modem netwods. vou need
account details, but also IP parameters forthe physical inteface that the PETP tunnel runs owver.

{ Big Pond - account details needed

Regular ethernet connection with DHCP-assigned IP address, plus authentication via a special
protocol. Used by the ISP "Big Pond".

[ Cancel ][{{F‘reuiousl[ Mext == ]

http: /192,163, 1.1/ModalFrame. htm?Page="WizardSetup & Internet




2 -- Web Page Dialog

€ D-Link Setup wizard

s | Static IP settings 41

E Static IP settings

Static WiAM interface configuration is most commonly used in dedicated-line internet connections. YWour ISP
usually provides this information to you.

IF Address F02,129.109.82
Hetwok 202,129.109.0/27
Gateway 202,129,109,65
Primarny DNS sener Z0Z2.129.64,198

Secondany NS server 4,2.2.2

[ Cancel ][{{F‘reuious” Meut == ]

http: /192,163, 1.1/ModalFrame. htm?Page="WizardSetup & Internet




2 -- Web Page Dialog

€ D-Link Setup wizard

# J PPPoE settings

-'fé FPPoE settings

FFF ower Ethernet connections are used in many 0SL and cable modem netwods. After authenticating,
evengthing is automatic.

Username
F azamard
Canfirm pasaword

Senrice

[ Cancel ][{{F‘reuious” Meut == ]

http: /192,163, 1.1/ModalFrame. htm?Page="WizardSetup & Internet




2 -- Web Page Dialog

€ D-Link Setup wizard

& | PPTP settings 41

Ce FPTP zeftings

FFTF owver Ethemet connections are used in zome D5SL and cable modem netwods. “¥ou need account

details, and possibly also IP configuration parameters of the actual physical interface that the PPTP tunnel
runs ower. “rour ISP should supply this information.

FFTF tunnel parametars:

Username
F aszamard
Confirm pasaward

Remote Endpoint

FPhysical interface parametars:

i CHCP

" Static
IF Address
Mehuo i
& atemay

[ Cancel ][{{F‘reuious” Meut == ]

http: /192,163, 1.1/ModalFrame. htm?Page="WizardSetup & Internet




2 -- Web Page Dialog

€ D-Link Setup wizard

# J Big Pond settings

(Fry
LUt Big Pond setings
g

Regular ethernet connection with DHCP-assigned 1P address,
by the ISP Telstra BigPond.

Username
F azamard

Canfirm pasaword

plus authentication via a special protocol. Used

[ Cancel ][{{F‘reuious” Meut == ]

http: /192,163, 1.1/ModalFrame. htm?Page="WizardSetup

& Internet




2 -- Web Page Dialog

€ D-Link Setup wizard

g | DHCP server settings 41

‘;ﬁ) DHCP server seftings

“fou may enable the built-in DHCP sener so that the gateway can hand out IP addresses to clients on the
LA wia the DHCP protocol.

{* Disahla DHCF Sener
{~ Enahla DHCF Sencer

Interface w

Enter a range of IP addresses to hand outto DHCP clients:
IF Range

Metmask

[ Cancel ][{{F‘reuious” Meut == ]

http: /192,163, 1.1/ModalFrame. htm?Page="WizardSetup & Internet




2 -- Web Page Dialog

€ D-Link Setup wizard

g | DHCP server settings 41

‘;ﬁ) DHCP server seftings

“fou may enable the built-in DHCP sener so that the gateway can hand out IP addresses to clients on the
LA wia the DHCP protocol.

" Disabla DHCF Sener
{* Enahla DHCF Sencer

Interface lan

Name Comments
Enter a range of IP ad W8 wan
IF Range M8 wanz

U8 dmz

Metmask

[ Cancel ][{{F‘reuiousl[ Mext == ]

http: /192,163, 1.1/ModalFrame. htm?Page="WizardSetup & Internet




2 -- Web Page Dialog

€ D-Link Setup wizard

# / Helper server settings [j

[ﬁ, Helpersemrer settings

“fou may enable additional servers forkeeping the time accurate and for logging data

D Time senvers - for automatically keeping the unit's time accurate

Frimarng NTP Senrer

Secondany NTP Senver (Optianal)

|:| Syslog servers - for receiving log data from the unit
If both semvers are configured, logs will be sent to both at the same time.

Syslog senver 1

Syslog server 2 (Optianal)

[ Cancel ][{{F‘reuious” Meut == ]

http: /192,163, 1.1/ModalFrame. htm?Page="WizardSetup & Internet




2 -- Web Page Dialog

€ D-Link Setup wizard

# J Activate setup

\ l } Activate setup

Click 'Activate’ to finalize the configuration.

After the restart, the unit should be fully operational and use a basic firewall policy that allows nearly
evenithing from the inside and out, and nothing in the apposite direction.

[ Cancel ][{{F‘reuiousl[ Activate ]

http: /192,163, 1.1/ModalFrame. htm?Page="WizardSetup

& Internet




2 -- Web Page Dialog

€ D-Link Setup wizard

& | Activate changes 41

B Sawving configuration, please wait...

The changes have been saved, and the unit is now activating the new configuration.

“ou must reconnect to it within 30 seconds for the configuration changes to be finalized. If this fails, the unit

wiill revert to its previous configuration.

This page will autamatically refresh in 14 secondsin an attempt to do this automatically.
If the automatic refresh fails, you can:

® Feconnect to the unit manually.

http: /192,163, 1.1/ModalFrame. htm?Page="WizardSetup & Internet




2 -- Web Page Dialog

€ D-Link Setup wizard

# J Finished

E Changes committed to the configuration file
Y,

The configuration has now been saved.

Cloze

http: /192,163, 1.1/ModalFrame. htm?Page="WizardSetup

& Internet




2 D-Link DFL-B00 - Microsoft Internet Explorer provided by D-Link Australia

File Edit View Favorites Tools Help

address | @] http:jf192.168.1.1 v Go

D-Link

Building Networks for People

@Help

g Interfaces System Time:  2006-05-30 09:40:9H CPU Load: 7%
4 Routin
jIDS III:?P Uptime: 0 days, 00:02:15 RAM: 347123 me
A Confi tion: Wersion 1 Connections: & /25000
g User Authentication rtiguratian er=ion [
" . i IPsec: 073200
L Tratfic Shaping zrlrm_ware 300.1010 2005 ESC |
. BrsIan: ay .
g Zone Defense FFF: 0/300 |
Last Restart: 2005-06-30 09:37:07: Reset to factory defaults requested WLAN: 0716 |
from Webll.
Rules: 541000 |

278 signatures in DB, last changed 2005-04-28 14:42:53

IDS Si t 3
NS Autoupdate disabled - no IDS Rules configured.

) system ] Objects

Wiew and modify system parameters, such az date and time The abject zection contains symbaolic names for objects
settings, logging and remote management. commonly used in other parts of the system configuration.

I/'g Rules ‘s9 Interfaces

tanage the warious netwod traffic rules, such az Ethernet and Interfaces are physical or logical endpaoints (zuch as wirtual LAN
IP rules, in the system. interfaces or WPN tunnels) for nehwods traffic.

&% Routing & DsIDP

Configure the routing capabilities of the system, including Configure the Intrusion Detection and Intrusion Prevention
dynamic and poliey-bazed routing. capabilities of the system.

IE User Authentication . Traffic Shaping

Add, remove and configure uzer databases and policies for uzer The Traffic Shaping section is used to setup the bandwidth
authentication. management features of the system.

' ZoneDefense

Zone Defensze is used to automatically block hostsfnetwods on a
group of awitches if IDSIThreshold rule violations occurs.

<

G 0 Internet

nfigura

nfigurat

¥ DFL-800

; oSys’[em
I Ohjects
_§ Fules

g Interfaces
a7 Routing

a Interfaces
EB' Foutes

a Connections

5 DHCP Semver




k DFL-BOO - Microsoft Internet Explorer provided by
File Edit ‘Wew Favaorites Tools  Help "‘.'

Address @] hitp:if192.168.1.1 v| s

D-Link

Building Networks for People

figuration «

;IJRemote Management
[E}-Log and Event Receivers
|3 DHCP Settings

@iz, Clisnts

-0 Acbvanced Settings

L system

® Date and Time

Setthe date, time and time zone information for this system.

w Remote Management

Setup and configure methods and permissions for remote

% Advanced Settings

todify advanced settings for thiz system.

@ DNS

Configure the DS (Domain Name System) client settings.

Iﬁw Log and Event Receivers

Add, remove and configure the servers that are to recaive log

B[] Objects management of this system. and event infarmation from this systemn.

Bl @ Rules

| g Interfaces - .

- g outing (.3 DHCP Settings ‘@ Wisc. Clients

g :ESSE: Izpmhel'dicaﬁon sCeomn:irg::‘edtrr;ela[;l::;r(‘[g):namic e o] (Preises) ez Migcellaneous netwar clients for DynDMNS and similar senrices.
[ |7 Traffic Shaping

B g Zone Defense




ink DFL-B0O - Microsoft Internet Explorer. provided by D-

File Edit View Favorites Tools Help

address | @ hepjptozaes iy~

D-Link

Building Networks for People

3} DFL-800 ® Date and Time

System
{)Dste and Time # | General L]

‘Enpns —

Remote Management ® Setthe date, time and time zone information for this system.
[E}Log and Event Receivers

1 JeieP SEilnEs Current Date and Time: 2005-06-30 09:49:53 | Set Date and Time

@ wisc. Clisrts
L i
7 Advanced Seftings 47 Time zone and daylight saving time settings B
[~ I Objects
- _# Rules )
B g Interfaces Rl <1000 4
| ) Routing
[]"'_‘IDS 1DP I:‘ Enable daylight saving time
B gl User Authertication
Offset: ;
B Traffic Shaping € minutes
- g Zone Defense Start D ate: w P
End Date: v v
#/ Automatic time synchronization n

I:‘ Enable time synchronization

Time Sener Type: w

Frimary Time Sener: w
Secondary Time Sener: w
Tertiary Time Sener: w

Interral between each synchronization:

seconds
Maximum time drift that a server iz allowed to adjust: zecands
Intenral according to which senver responses will be grouped: seconds

@ Done G ® Internet




;jJRemote Management
ff,LLog and Event Receivers
3 DHCP Settings

@ wisc. Clierts

* Advanced Settings

H- I Ohjects

H-_§ Rules

H- g Interfaces

| Routing

]"'_‘IDS fDP

Flo Bl lear Wb articastioe

%] DNS

T - T

DNS

47 DNS L)
! LLE]  Configure the DNS (Domain Mame System) client settings.
\L g
Frimary Sencer: dnsserverl_ip “
Secondany Sencer: dnsseruerz_ip p
Tertiary Sener: [Mone) w

ELE]  Configure the DHNS (Domain Hame System) client settings.

Frimarny Senver:
Secondany Server:

Tertiany Server:

dnsserverl_ip v

Mame
[Monel

g dnzzener2_ip

5 lan_ip

g wand_defaultguw_ip

47 DNS

a wand_ip
a wanz_ip

Address

17217 A00.254

4222

192 162.1.1
20212910065
20212910082
192 168 120254

LLE]  Configure the DHES (Domain Mame System) client settings.

Frimary Server:
Secondary Senrer:

Tertiary Server:

dnsserverl_ip -

dnsserver?_ip -

Mame Address

(Hane)
o dmz_ip 172.17.100.254
d dnsserverd 202.120.64.195

#7 DNS

-

e lan_ip

e wand_defaultgu _ip
9 wani_ip

3 wanz_ip

192 146211
202128 108 65
202.128.108.82
192 162,120,254

LLEY  Configure the DHNE (Domain Hame System) client settings.

Frimany Semer:
Secondany Semer:

Tediany Senmer:

dnsserverl_ip V
dnsserverZ_ip P
(Mone) P
Mame

Address

3 dmz_ip

a dnssernverl_ip

3 dnsseners_ip

a lan_ip

3 wan1_defaultgw_ip
3 wani_ip

3 wanz_ip

172 A7 100 254
20212084102
4222

192 163 1.1
202,120 100,65
202.129.109.22
192 162 120 254




@ Home IR Confi i = & Logout

AF
9 DFL.a00 QSJ Remote Management
EI 0 System

(o) Date and Time ed b ) o _

%DNS - Setup and configure methads and permiszions for remote management of this system.

;‘JRemote haragement

!f}Log and Evert Receivers 0 Add~

LA DHCP Settings

(@ isc. Clierts #¥  Type ¥ Made = Interface ¥ Network ¥ Cornments ¥

. Advanced Seftings o 58 RemoteMarntHTTR Adrnin: HTTP, HTTPS - any 9 lanret

3 L Obiects Gl Right-clide on a rove for further aptions.
- _§ Rules
[ g Interfaces #o Modify advanced settings
¥ 4 Routing
H-{ g IDS / IDP
A

8 oL o0 £} HTTPINTTPS Management
EI--OSystem

1) Date and Time #] Remote Access Type ]

Enons P

;ﬂRemo{e Management ajj Selectthe remote access typesthat should be enabled.

[f}Log and Event Receivers

1 DHCP Settings HTTP
HTTPS
¢ Advanced Settings
BT Ohjects # ] Access 51
- § Rules:
| gy Interfaces Select the user database to use for login and the access level to grant to the user.
[l 2 Routing
[]---‘IDSJ’IDP User D atabase: Adminlsers Evs
- gl User Authertication Pocess Level: Y 3
- |7 Traffic Shaping
B gl Zone Defense
# ] Access Filter ]

Remaote access is granted from the following interface and netwodc.

Interface: any w
Hetno lannet w
#] Comments 51
Comments:
# ] Access Hiter
Remote access is granted from the following interface and nebuad.
Interface: any w
N et i lannet "
— Mame Address
& f Comments ;ﬂ all-nets 0.0.0.040
Remote access is granted from the following interface and netwod. 3 dm=z_ip 172.17.100.254
Comments: J dmznet 172 17 .100.0/24
[oit=rface: any w J dnsservert_ip 202,129 64,192
i 4222
M et i Comments 3 ESETEE_E
lan_ip 192.168.1.1
% Lo
= lannet §
# /] Comments ;J wand_defaultgu_ip 202.129.109.65
d want_ip 202.129.100.52
Comments: :J wandnat 202.129.109.0427
d wanz_ip 102 168120 254

 wanznet 192.169.120.0/24



¥ DFL-300
L—i_|--~°8'y'stem

{2)Date and Time
Enons

;IJRemote Management

'ﬁv Log and Event Receivers

'ﬁ, Add, remove and configure the senvers that are to receive log and event information from this system.

[E}Log and Event Receivers Ij Add -
|1 DHCP Settings
f?MiSC.C"En‘tS #¥ HMName ™ Type ¥ IPAddress = FPort Comments ¥
i:Advanced Settings o g-' Mernlog LogReceiverMermary The internal logger in the firewall
[+ Object T
B ‘”JR lJE S (L1 Right-click on a row for further aptions.
& ﬁ g {/ Mo dity advanced settings
- g Interfaces '
[ Riouting
- B0s DR
' DFL-E00 E’ Meml-og
E-{f svatem
{)Date and Time #] General ]
Enons
;IJREthe hanagement E? Amemony log receiver is used to receive and keep log events in systern RAR.
[E}Log and Evert Receivers
l_;DHCP Sefting=s Name: MemLog
(@ nizc. Clierts
v )
ol Advanced Settings M Comments n
[T Objects
[ § Rules Comments: | The internal logger in the firewall
[ g Interfaces
[ Routing
- @ ID% / IDP
[ gl User Authentication
B | A Tratfic Shaping
[ g Zone Defense




4 DFL-800
=l °System

Remote Management
Eﬁ-Log and Event Receivers
1 DHEP Settings

“DHCP Servers

P DHCP Relays
“@Mizc. Clisrts

2 Advanced Settings

L[; DHCP Settings

“59} DHCP Servers

Add, remove and configure the DHCP servers in the system,

ljg? DHCP Relays

Add, remove and configure DHCP relays for this system.

¥ DFL-300

EI--\oSvstem

~{=)Date and Time

~ERDNS

= s'jJRemote Management
----[E}Log and Event Receivers
-/ gd DHCP Settings

“ﬂDHCP Servers
HFOHCP Relays

@ izc. Clients

8 DHCP Servers

Qadd~

4> Narme * Interface =

% Add, remove and configure the DHCP servers in the system.

IPAddressPoal = Netrask +

Log = Cormments ™
G.l Right-click on a row for further options,

(/ hodify advanced settings

-3 Advanced Settings
[T Objects
B[ § Rules
>
3 Add =
DHCP Sernver
# - Marme

4 DFL-500
E|n System
{2 Date and Time
..... T DNS
----- ;jJRemcde Management
{E}-Log and Event Receivers
=i DHCP Settings

‘“ﬂDHCP Servers
HFOHCP Relays
(W Misc. Clients
-0 Advanced Settings
H-| ] Ohjects
| § Rules

| g Interfaces
|l Routing
H
H
al
H

- @ DS f DR

| jgi User Suthertication
| Traffic Shaping

| g Zone Defense

i O O O e O O O e O

Intetface =

*ﬁg} Untitled

IPAddreszsPoc

General -~ Options }’Custom Cptions rLog Sefting= ]

%7 General i
—
ﬁg. A DHCP Server determines a set of IP addresses and host configuration parameters to hand out to DHCP clients attached to a given interface.
Hame: Untitled
Interface Filter:  |(Mone) R
IF Address Fool: [(Mone) w
Metm asg: [Mone) w

#J Comments

Comments:




f DFL-300 L@g} Untitled

o System

{2 Date and Time
""" HONS # ] General

Gereral | Options -+ Custom Options ]/Log Seftings ]

----- _.:.IJ Remote Management

/g3 DHCP Settings
ﬂDHCP SErvers Default G (Mone)

v
- MHJDHCP Relays _
----- (@ nisc. Clierts Bomain:
B0 Advanced Settings Lease Time: 26400 seconds
[+ Ohjects
[]"'_s Rulez Primary Secondany
B g Interfaces DHNS: (Mone) 7 (Mone) -
b o e NSNSIINS:  (vone) v [0 3
[l gl User Authertication
[ | Tratfic Shaping Rextis e reer: (Mane) b
B g Zone Defense

=
----{ﬁ,.l_og and Evert Receivers ﬁ.-‘.' A DHCP Senver determines a set of IP addresses and host configuration parameters to hand out to DHCFP clients attached to a given interface.

" DFL-300 % Untitled

E--oSystem ~General |"Options | Custom Options |~ Log Settings
{23 Drate and Time
- Egons 47 General

----- _:jJ Remote Management

=-

3 DHCP Settings

'ﬂjDHCP Relays =saved befare attempting to access a custom option
L@ Misc. Cliants ol
- -
[ scvanced Settings o

H-| I Ohjects
H-|_§ Rules

# Code * Type * Pararm ¥

| g Interfaces

]'"_‘IDS fDP
| g User Authentication

---{ﬁ,l_og and Evert Receivers ﬁ.-"' Custom parameters of the lease may also be configured, see:  hitp:ivaaniana.orgfaszsignments’bootp-dhop-parameters

“ﬁDHCP Servers Ii‘lﬁddinga’modif’ying a customn option will diszard changes to the DHCP server instance. bake sure the DHCF senver instance is

Comrents =

@l Right-click on a roww for further options.

| 7 Traffic Shaping

L

[E
[E
[E
[ Routing
[E
[E
[E

e Y

S General I’ Options b Custom Options | Log Settings
# | General

= l Custom parameters of the lease may alse be configured, see:

@Addingimodifying a custom option will discard changes to the DHC
s3aved before attempting to access a custom option

[ Add =

Custom Option
4 Caode = Type =




4 DFL-&00 \j; Custom Option
EI@ System
""" () Date and Time &7 General ;j

..... ;53 DHS

----- :}!Remgte Management d‘ Extend the DHCP Server functionality by adding custom options thatwill be handed out to the DHCP clients.

----- I]aLog and Event Receivers 53

EI‘_: DHCP Settings Code: [Mane]
“*"BDHCP Servers

U DHCP Relays

""" (@ nizc. Clients Parameter:

Bl Advanced Settings

I Ohbjects

~_§ Rules

Type: UINTE w

#/ Comments Cj

| g Interfaces Comments:

- @ DS f DR
| g User Authentication
|7 Traffic Shaping

g Zone Defenze
‘“ﬁ Custom Option

B ke B e e B e e el B el )

al
+
H
- | o Rowting
H
H
al
al

# / General

\:j\_ Extend the DHCP Sencer functionality by adding custom options that v

.:.-j

"“;'g LLUSTOm upuon
Code: (Mone) o
Type: 4 Timeserer Addresses A # J General
Mame Sener Addrasses
EATEmEte, T Log Senver Addresses "J‘L E:xtend the DHCP Sencer functionality by adding custom options tha
=] Cuotes Senver Addresses _...j
i} Comments a LPR Sener Addrezses Code: (Mane) 3
- ki@ Impress Senver Addresses =
Lommank 11 RLP Server Addresses Type: 42 NTP Sener Addresses A
= S . 43 Wendor Specific Infarmation
12 Size of boot file in 512 byte shunks PEETmEE 25 NETBIDS Didribution Snr
14 hlerit Cump File a8 NETBIOS Node Type
16 Swap Senver Address ._p.‘_" Commenmts a7 HETBIOS Scope
17 Fath name for root disk - 1 a8 % Wfindow Font Senver
. Comments:
18 FPath name for mare BOOTP info a0 X Window Display Manager

19 IP Fonwarding On/Off
20 Source Routing OnsOff
21 Routing Policy Filtars

50 Requested IP Address

52 Cwerload

53 DHCF Msg Type

5 DHCFP Senrer [d

55 Farametar List

56 DHCP Error Message

a7 DHCFP hax hizg Size

bt =] DHCP Renewal (T1) Time
59 DHCF Rebinding (T2) Time
(=[] Clasz Id

22 hlax Datagram Reassembly Size
23 Default IP TTL

24 Fath MTU Aging Timeout

25 Fath MTU Flateau Table

26 Interface MTU Size

27 MTU Subnet

28 Broadeast Address

29 hl azk Discowe ny g1 Client I1d

30 hlask Supplier 62  Metmare/IF Domain Mame

1 Rautar Dizcowary B4  HIS+ w2 Client Domain Name
32 Router Solicitation Address B85 MIS+ w2 Sener Addrasses

i) Statiz Routing Table BE TFTP Server Hame

ot Trailer Encapsulation BT Boot File Hame

35 ARP Cache Timeout B2  Home Agent Addresses
26 Ethemet Encapsulation 59 SMTP Server Addresses
37 Cefault TCP TTL

70 FOP3 Sencer Addresses
28 Keepalive Time 71

=4 Keepalive Data
40 HIE Domain
a4 HIS Sanrar &ddrezzas

MMTP Senver Addrasses

Tz WA S erver Addresses

T3 Finger Semer Addressas

T4 IRC Sener Addreszes

75 StraatTalle Sancar déddrarcas



#] Custom Option

& ] General

Code: (Mone)

Type: UIMTS

Farameter: UINTE
UINTELIST
UINTAG
UINTAGLIST
Comments: UINTZ2
UINT3ZLIST
IP4
IP4LIST
STRING
. BIMARY

# ) Comments

-:-g’ Extend the DHCP Sencer functionality by adding custom options that will

1 byte list
2 bytes

2 brytes list

4 bytes

4 brytes list

IF address

IP address list
Character data
Hexadecimal data

¢ Horne

EI--ﬂ System

4 DFL-200 Lﬂé} Untitled

¢ Logout

~{z)Date and Time

Genersl ]/Options ]/Custom Options ' Log Seftings

""" BN #] General

----- _.:jJ Remote Management

/i DHCP Settings

Wiz, Cliants
Bl Advanced Settings
‘I Ohjects

... E—LDQ and Evert Receivers [E, Select log receivens) and sewverity to enable logging for this object.

"‘%DHCP Servers Enable lagging: D
¥ 0HCP Relays Severity:

# | Log Recelvers

s Fules Log ta:
- g Interfaces

- @ D= FIDP

Al receivers

7 Specific receivens):

- gl User Authentication
i Tratfic Shaping

O o O O OO g O e O O

H
]
H
- | o Routing
3|
H
3
H

gl Zone Defense

2N 1nti
3! Untitled

Genersl ]/Opﬂu:uns ]"’Cus‘tom Optiors Loy Settings

# | General

[ﬁ, Select log receivens) and severity to enable logging for this object.

Enable logging:
Sevarity: MHotice LY

Cebug
# | Log Recenvers Info

Logg f2e Warning
Al Errar
© 3pe Litisal

Alart

ancy




4 DFL-500

E--oSys‘tem

{2 Date and Time
Eqons

:"jJ Remate Management
[ﬁ— Log and Evert Receivers
(3 DHCP Settings
“%DHCP Servers
HFDHCP Relays

----- @ Misc. Clierts

-5 Advanced Settings
[ Ohjects

B8 Rules

(73 DHCP Relays

[ﬁ Add, remowe and configure DHCP relays for this system.

0 add ~

¥ DHCFP Relay

# Marme = Ackion ™ Source Interface « Target DHCP Server ™

Comrments ¥
@l Right-click on a row for further options.

(/ Modify advanced settings

¥ DFL-300
E--voSystem
~-{;)Date and Time
~BRDNs
2 ;jJRemote Management
----[ﬂ—Log and Event Receivers
=i DHCP Settings
“ﬂDHCP Servers

[‘g Untitled

General © Log Settings | Add Route [ Options

#/ General

[ﬁ Use an DHCF Relay to dynamically alter the routing table according to relayed DHCP leases.

Mame:

m Untitled
DHCP Relays .
Action: 1
----- @ Mise. Clierts anere d
[]{/ Advanced Settings Source Interface: (Monel w
[]"'__] Objects DHCP Senerto relay to: w
[ g Rules
[:I---_.‘Irrterfac:es Allowed IF offers from senver: w
[ Riouting
[ @IS/ IDP # ] Comments ]
[ gl User Authertication
Comments:
[ Traffic Shaping
[ gf Zone Defense
.
4 DFL-800 [g Untitled
E--oSYstem Gereral | Log Settings ]’Add Route ]/Options ]
~{z)Date and Time
----- BONS #7 General ]
----- ;jJRemo‘te Management -
""[ﬁLDg and Evert Receivers [@ Use an DHCF Relay to dynamically alterthe routing table according to relayed DHCP leases.
=i DHCP Settings
-ﬂDHCP Servers Name: Untitled
¥ DHCP Relays !
Action: I
----- (@ misc. Clients anere 4
[]{/ Advanced Sefttings Source Interface:
-1 Objects . Relay Full DHCF relay
B Semien 9 o2l iz BOOTPFomward  Fonvarding of BOOTP packets
B _§ Rules
- _-'In‘terfac:es Allored [P offers from senver: w
| 2 Routing
- g IDE 1 IDP # ) Comments '{5
| gl User Authertication g o
omments:
B[ Traffic Shaping
| gf Zone Defense




I_'}:-E untitied

# J General

General | Loy Settings ]/'.ﬂ.dd RioLte ]/'Optiu:uns ]

Mame:
Aution:

Source Interface:

&/ Comments

DHCP Senver to relay to:

Allowed [P offers from sener:

[g Use an DHCP Relay to dynamically alterthe routing table aceording to relayed DHCP L

Untitled
Ignore £
[Mone) P

Mame Comments

Comments:
= c = L
J DFL-800 [’gj Untitled
=i Svatem - -
~ General ! Log Seftings - Add Route |’ Ciptions
~{z) Date and Time
""" o DN #] General ]
----- ;IJ Remote Management
----[fJ—Log and Evert Receivers [ﬁ, Select log receivens) and sewerity to enable logging for this object.
3 DHCP Settings:
ﬂDHCP Servers Enable logging: D
- MFDHCP Relays Severity:
----- (@ nisc. Clisrts
B0 Advanced Settings &7 Log Receivers %
-] Objects

-_§ Rules
- g Interfaces

| DS /IDP

- g User Authertication
| = Tratfic Shaping

| g Zone Defense

o O O e O OO o O e OO O

]
3|
H
- | o Frouting
3
3|
t
3|

Log to:
Al receivers

7 Specific receivers):




¥ DFL-800
EI--“System
{2 Date and Time
..... T DNS
----- JJ Remate Management
[f} Log and Event Receivers
El-g DHCP Settings

W DHCP Servers

[@ Untitied

- General r Log Settings © Add Route © Options

# /| General

Add dynamic routes for this relayed DHCP lease.

# | Parameters to be setin added rowute

Y3DHCP Relays RoutingT ab]
----- @ Misc. Clisrts outingable: v

-4 Advanced Settings Local IP: 3
[].""J Chjir & ateway IP: W
[ § Rules
[ g Interfaces
[ 2 Routing #/ Proxy ARP U
[]"'.‘lDS JIDR Interface to ARF publish the added route on.
[ gl User Authertication
[ Traffic Shaping
[ g Zome Defense

Always select ALL interfaces, including new ones.
<

4 DFL-800 [ﬁ Untitled
=l oSystem

{2 Date and Time
..... T DNS
----- ;IJ Remote Management

=-

|3 DHCP Settings

*ﬂDHCP SErVErs

AHIDHCF Relays

@ Misc. Clisrts

S0 Sovanced Seftings
I Ohjects

- § Rules

- g Interfaces

[ @IS /IDP
| jgi User Authertication

[T B T O e T e B

3
H
3|
t| o Routing
H
3
H

LA Traffic Shawino

[f} Log and Event Receivers

General ]’Log Sefting=s ]’Add Route ! Options

#/ General

hiax relays per Interface:
@l If thiz option is not specified Cor iz 0) unlimited relays is assumed.
Define what ip the relayershould use as gateway ip when paszsing the requests to the DHCP senver.

{" The relayer uses the ip of the interface on which it received the request from the client.

% The relayer uses the ip of the interface which it uses to send the request to the server.

[ allow HULL offers
@Acceptsemer respanses offering IP address "0.0.0.0" {no IP address offered).




4 DFL-300
= system
{2 Date and Time

..... DHS

(W Misc, Clients

]/ Advanced Settings
H-| ] Ohbjects
H-_§ Rules

;‘JRemote Management
----['g.Log and Event Receivers
I g3 DHCP Settings

! ‘%DHCP Servers

3 DHCP Relays

[ el B e B e B e B e B e B e )

& Home

{ DFL-800

oSystem

- ERDNS

----- (@ Misc. Clisnts

- Achvanced Settings
-1 Ohjectz

- § Rules

- g Interfaces
| g Routing

- @05 FIDP
- gl Uzer Authertication
i Tratfic Shaping
- g Zone Defense

{2 Date and Time

;‘JRemote Management
----[fj—Log and Event Receivers
[/ gi DHCP Settings

‘:ﬂ DHCP Servers

43 DHCP Relays

¥ DFL-800
E|--°Sysiem
{) Date and Time

-BRDns

----- (@ Misc. Clisnts

-0 Addvanced Settings
H- 1 Ohjects

| § Rules

- g Irterfaces

t- | FRouting

- @ I0S 1 IDP

- | gl User Authertication
| = Traffic Shaping

| g Zone Defense

3 ;IJRemote Management
----E—Log and Event Receivers
i DHCP Settings

“ﬂDHCP Servers

¥ 0HCP Relays

¥ DFL-800
EI"oSyStem

{2 Date and Time
N DNS

;IJRemote hanagement
----E—Log and Evert Receivers
i DHCP Settings
‘ﬂDHCP Servers
M OHCP Relays
W Misc. Clierts
-0 Advanced Settings
H-| ] Ohjects
H-|_ @ Rules

| g Interfaces
H- | Frouting

LCAme

*@ Wisc. Clients

’? Miscellaneous netwo ke clients for DwnD NS and similar senices.

[ Add >

% Cyndns.org DynDHS Client
&5 Dyrs.cx DynDNS Client v Comments ¥
53 Cjb.net DynDNS Client
79 Telia Login Client

B HTTP Poster

G‘l Right-click on a row for futher options.

| EmpigPend Login Client
= Peanut Hull CynDMNS Client

# / Dyndns.org DynDNS Client

Configure the parameters used to connect to the Dyndns.org DynDNS service.

DHSHame:
Username:
P assword:

Confirm Pasamard:

# ) Comments

Comments:

#/ Cjb.net DynDNS Client

Configure the parameters used to connect to the Cjb.net DynDMNS senvice.

Usermame:
Fazamord:

Confirm Pasamard:

#/ Comments

Comments:

@ HTTP Poster

# /] HTTP Poster

@ Uze the HTTP poster for dynamic NS or automatic logon to senices using web-based authentication.

URL 1:
URL 2:
URL 3:

Delay in seconds until all URLs are refetched: 1200




¥ DFL-200

EI--OSystem

~{;)Date and Time

Bnons

JJRemote hanagement

----[ﬂ—Log and Event Receivers

/g3 DHCP Settings

“ﬂDHCP Servers

{33 DHCP Relays

----- (@ isc. Clisnts

B0 dvanced Settings
I Ohjects

_§ Rules

- g Interfaces

| g Routing

- @ DS FIDP

- jgi Uzer Authentication
|7 Tratfic Shaping

i O O O O e O s O e O

£
al
H
H
£
al
H
H

gl Zone Defense

BigPond Login Client

# J BigPond Login Client

Configure the parameters used to provide automatic logon to BigPond intermet senvice.

Usemame:
P azaword:

Confirm Fasamord:

# /] Comments

Comments:

¥ DFL-300

Lf_l--oSys{em

{2 Date and Time
Enons

- _.:'.IJRemo‘te Management
----[f}Log and Event Receivers
-3 DHCP Settings
“ﬁDHCP Servers
FOHCP Relays

----- (@ nfizc. Clisrts

¢ Advanced Settings
e ] Ohjects

| @ Rules

| g Interfaces

[E

[E

[E

[ g Routing

[ @ IOS 1 IDP

[ gl User Authertication
[ Traffic Shaping
[ g Zone Defense

Peanut Hull DynDNS Client

# / Peanut Hull DynDNS Client

Configure the parameters used to connect to the Peanut Hull DynDHS senvice.

DHSNames:
Username:
Fasamard:

Confirm Pasaword:

# /) Comments

(2] A semi colon " seperated list of host names.

Comments:

 DFL-a00

EI oSystem

{2 Date and Time
B3NS

----- _.:'jJRemote Management
----[ﬁ—Log and Event Receivers
=+ 3 DHCP Settings

= DHCP Servers
P oHCP Relays

----- @ Misc. Clients

B0 Advanced Settings
-] Ohjects

- Rules

- g Interfaces

| Rioutting

- @ D= DR

| g User Authertication

| Tratfic Shaping

- g Zone Defense

o 0 O s OO OO e O e O e O
e o R g B e o B B e )

Telia Login Client

# / Telia Login Client

ST
Configure the parameters uzed to provide automatic logon to Telia internet senice.

Username:
P asamord:

Confirm Fasamerd:

# ] Comments

Comments:




¢ Hormne

3 DFL-a00 % Advanced Settings

Lf_l--ﬂSys‘tem
A=) Date and Time 7 7

e #3 [P Settings #23 TCPSettings
----- _SjJ Remaote Management
[f‘, Log and Event Receivers
El-{ g3 DHCP Settings - -
- SBDHCP Servers ﬁ ICMP Settings % State Settings
HF0HCP Relays
@ Wisc. Clients
Bl Advanced Settings . .
----- $3P Settings ﬁ Conn. Timeout Settings ﬁ Length Limit Settings
----- B TCP Seftings
----- B3 ICMP Settings
----- P8 State Settings ) )
~§8Conn. Timeout Settings % Fragmentation Settings % Local Reassembly Settings
gL ength Limit Settings
..... # Fragmentation Settings Settings related to fragmented packets. Farameters use for local fragment reassembly.

----#Local Reazzembly Settings

----- 1 5L Settings / .

-1 Objeﬁis ’ % SSL Seﬂ]ngs

g Rules Settings related to SSL(Secure Sodets Layer).

Settings related to the IP protocaol. Settings related to the TCP protocol.

Settings related to the ICMP protocal. P arameters for the state angine in the system.

Timeout settings for various protocals. Length limitations far various protocols.

|z Rrouting

H
3|
| g Interfaces
3

[N T O WO



¢ DFL-800

B R i e = s B R

” IP Settings

EI--ﬂSystem

Az Date and Time

#/ IP Settings

----- ;;JRemote Management

2 f_f}Log and Event Receivers
L3 DHCP Settings

‘?,DHCP Servers

Log Checksum Errors:
Log non IP<4:

mDHCP Relays Log Received TTLO:
i ’."_“""30- Clierts Block 0000 SRC:
Advanced Settings
..... FlP Seftings Block 0 Met:
----- 23 TCP Settings Block 127 Net:
----- B ICMP Settings
_____ -W.State Seftings Block Multicast SRC:
g Conn. Timeout Settings TTL Min:
----ELength Limit Settingz TTL on Low:
----- A Fragmentation Settings
Default TTL:

----WLocaI Reazzembly Settings

----- £ 551 Seftings Layer Size Consistency:
L Ohiscts SecuRemotellDP
-_§ Rules Compability:
g Initerfaces IF Option Sizes:
|z Routing
‘IDS 1IoF IP Option Source/Return:
gl User Authertication IP Options Timestamps:

| Traffic Shaping

IP Options Route Alert:
gl Zone Defense P
IP Options Other:
Directed Broadcasts:
IP Resenved Flag:

Strip DontFragment:

# J IP Settings

” Settings related to the [P protocol.

Crop

Croplog
Croplog
Croplog
3
Croplog
253

WalidateLogBad

L
ValidateLogBad
Droplog
Droplog
ValidateLogBad
Droplog
Croplog
Croplog

65535

Log IP padkets with bad chedeums
Log occurences of non-1Pvd packets
Log received packets with TTL=0; this should never happen!

Block 0.0.0.0 as source address

Block 0.7 source addresses

Block 127 7 source addresses

Block multicast source addresses (224.0.0.0--255 255 285 255)

The minimum IP Time-To-Live value accepted on receipt

What action to take on too low TTL values

The default IP Time-To-Live of padkets originated by the firewall (32-255)

TCP/UDPACMP et layer data and header sizes matching lower layer size information

Allowe IP data to contain eight bytes more than the UDP total length field specifies -- Chedippoint
Securemote violates NAT-T drafts

Walidity of IP header option sizes

How to handle IP packets with contained source or return routes

How to handle IP packets with contained Timestamps

How to handle IP packets with contained Route Aler

How to handle IP options not specified above

How to handle directed broadeasts being passed from one iface to another
How to handle the IP Resenred Flag, if set; it should newer be

Strip the Dont Fragment flag for padets of this size or smaller

B

Settings related to the IP protocol.

Log Chedium Errors:
Log non 1P
Log Received TTLO:

Block 0000 SRC: Crop w

Block O Net: lanore

Laog
Blodk 127 Net:

Drop

Block Multicast SRC: _Dropleg

TTL Min: =
TTL on Lo Droplog w
Crefault TTL: 255

Layer Size Consistency: Yalidatelogh ad v

alidateSilant
WalidateLogBad
ValidateLogBad w

SecuRemoteUDP
Compability:

IP Option Sizes:

Walidate and pa

Log IP packets with bad chedeun
Log occurences of non-IPwd pack
Log received packets with TTL=0

Block 0.0.0.0 as source address

lgnore and pass an

Laog and pass on

Crop the entire packet
Crop and log the packet

zes

oo nancazt suaee dddresses )

The minimum IP Time-Ta-Live v

Walidate and pass on

What action to take on too 1
The default IP Time-Tao-Liwe

TCR/UDPACKMPfete layer da

n eig

1, log if bad aT-T
Walidity of IP header oplion



System
{2) Date and Time
Bgons
;‘JREmme Management
Eﬂ\.og and Evert Receivers
=3 DHCF Settings
‘%DHCP Servers
¥ oHoP Relays
@ Mise. Clierts
-4 Advanced Settings
-~ gP Settings
TP Seftings
~ER ICMP Settings
- State Settings
w Conn. Timeout Settings
B Length Limit Settings
F Frapgmentation Settings
g Local Reassembly Settings
gl 55L Seftings
| Ohjects
H-|_§ Rules
- g Interfaces
Routing
| @IDS £ IDP
gl User Authertication
L= Tratfic Shaping
- Lig Zone Defense

e e e [} [
(E2)

- - B

ICF WSS on Low:
TCF MSS hdax:
TCP MES VPN ax:
TCP MS5 on High:

TCF MES Log Lewvel:

TCP Auto Clamping:

TCF Zero Unused ACK:
TCF Zero Unused URG:

TCF Option WSOPT:

TCFP Option SACK:

' i ﬁ TCP Settings

47 TCP Settings

TCP Option Sizes:
TCP MSS Min:
TCP MSS on Low:
TCP MSS Max:
TCP MSS VPN Max:
TCP MSS on High:

TCP MSS Log Lewel
TEP Auto Clamping:
TCP Zero Unused ACK:
TCP Zere Unused URG

TCP Option WSOFT
TCP Option SACK:

TCP Option TSOPT:

ﬁ Settings related to the TCP protocel

WalidateLogBad v “alidity of TCP header option sizes

100 Minimum allowed TCP MSS ( Maximum Segment Size)
Droplog v Howto handle too law MSS values
1460 Maximum allowed TCP MES ( Maximum Segment Size )
1400 Limits TCP MSE for VPN
Adjust v Howto handle too high M3 S values

Fooo When to log regarding too high TCP MSS, if not logged by 'TCP MSS on high'

Farce unused ACK fields to zero: helps prevent connestion sposfing
Foree unused URG fields to zero; prevents small information leak

WalidareLogB ad £ The WSOFT (Window Seale) option fcomman)

Walidatelogead v The SACKISACKPERMIT ¢ Selective ACK ) options ¢ common )

Walidarelogl ad i The TSOPT ( Timestamp 3 option ¢ common )

Automatically dlamp TCP MES according to MTU of involved interfaces - in addidtion to 'TCP MSS max'

TCP Option ALTCHKRER: StripLog v The ALTCHKRER ( Altemate Checksum Request ) option
TCP Option ALTCHKDATA: StripLog W The ALTCHKDATA( Alternate Chedesum Data ) option
TCP Option Connection Timeout: |StripLogBad w The CC ( Connection Count) option series ( semi common )
TCFP Option Other: StripLeg v Howto handle TCF options not specified abowe
TP STH / URG: DropLeg v The TCP URG flag together with S%N; normally invalid ¢ strip=strip URG )
TCP &N/ PSH: stripSilent w The TCF PSH flag together with SYN; nermally invalid but always used by some IP stacks ¢ strip=strip PSH )
TCP 87N/ RST DropLog w The TCF RST flag togetherwith SYN; normally inualid { stip=strip RST 3
TCP YN/ FIN DropLog w The TCF FIN flag together with 5vH; normally invalid  strip=stiip FIN )
TCP FIN/URG DropLeg ~ The TCP URG flag together with FIN; normally invalid ( strip=strip URG )
TCP URS: Swiplog % The TGP URG flag: many operating systems cannet handle this serrestly
TCP ECH: StripLeg e The Explicit Congestion Notification { ECN ) flags. Previously known as"XMAS" [ "YMAS" flags. Also uzed in OS fingerprinting
TCP Reserved Field: StripLog w The TCP Reserved field: should be zero. Used in OF fingerprinting. Also part of ECH extension
TCP HULL: Droplog W TCP "MULL" packets without 5w, ACK, FIN or RET; nomally invalid, used by scanners
LA ] W How to handle too [ow fl:
1460 haximum allowed TCF h
1400 Limits TCP M55 for VPN
Adjust w How to handle too high f
lgnare lgnare oo
Log Lag

Adjustlog
Crop

Lroplog
Walldateloge an

ValidateLogBad

Adjust to comply and lag

Crop the entire packet
Crop and log the packet

W The WEOPT (findow Sc

W The SACKISACKFERMIT

¥ DFL-800

Lé_l oSystem

~{z)Date and Time

----- EnonS

----- _.:'jJRemote Management

3 DHCP Seftings

‘% DHCP Servers
13 OHCP Relays
----- (@ nizc. Clierts
Bl advanced Settings
g P Seftings

B2 TCP Settings
B3 (WP Settings
£ State Seftings

el | it ©athie

----[ﬁLog and Event Receivers

&= Conn. Timeout Settings:

#J ICMP Settings

53 ICWIP Settings

% Settings related to the ICMP protocol.

ICMP Sends per Second Limit: soo
Silently Drop State ICMP Errors:

Maximum number of ICMP responses that will be sent each second

Silenthy drop ICMP errors regarding statefully tracked apen connections



4 DFL-300

E--GSystem
----- {zJDate and Time

----- _:jJRemote Management
----f_f}Log and Evert Receivers
-/ i DHCP Settings

“3 DHCP Servers

{13 DHCP Relays

----- (@ Misc. Clients

B4 Advanced Seftings

B P Settings

-3 TCP Settings

B ICMP Settings

B State Settings

w Conn. Timeout Settings
B Length Limit Settings

% State Seftings

# | State Settings

% State Settings

& | State Settings

% Farameters forthe state engine in the system.

Connection Replace : Replacelog -
Log Open Fails:
Log Revarse Opens:
Log State Violations:

What to do when the connection table is full

Log padkets that are neither part of apen connections nor valid new connecions
Log rewerse connection attempts through an established connecion

Log pacdkets that wiolate stateful tracking rules; for instance, TCP connect sequences

Log Connections: Log w Demand that responses arive on the same interface that the request was sent from

.-.‘.
w Farameters for the state engine in the system.

Connection Replace : Replacelog w

Log Open Fails:
Log Reverse Opens:

Log State Wialations:

Log Connections:

Crop
Croplog
Reject

Rejectlog

Replace

What to dowhen the connection tat

Drop the connection attempt silenthy A irpar of
CDrop and leg the connection attempt empts thr
Reject the connection attempt
Reject and lag the connection attempt
Replace the aldest connection

itaful trac

iwe on the

Replace the ol ion and

. w LALT DTS

& | State Settings

ﬁ Farameters for the state engine in the system.

Connection Replace :

Log Open Fails:
Log Rewverse Opeans:

Log State Wielations:

Log Connections:

Replacelog

LogdC
LagaCaAll
Logaldl

w Wrhat to dowhen the connes

Log packets that are neither
Log reverse connection atte
Log packets that violate stat
W Demand that responzes arriv

Lo not log

Log apening and closing padiets
Lag all apening and closing padiets
Lag all padiets



4 DFL-300

E--GSystem

~{)Date and Time

- BRDNS

----- ;‘JRemo{e Management
{0} Lon and Evert Receivers
=1+ DHCP Settings

W Conn. Timeout Settings

3_; Conn. Timout Settings

w Timeout settings for various protocols.

TCP 5% ldle Lifetime: &0 Connection idle lifetime for TCP connections being formed
‘ﬂDHCP Servers
mDHCP Relays TCP Idle Lifetime: 262144 Connection idle lifetime for TCP
@ iz, Clients TCP FIN ldle Lifetimea: 20 Caonnection idle lifetime for TCP connections being closed
¥ - lianced setings UDF 1dle Lifetime: 130 Connection idle lifetime for UDP
----- P Settings
_____ F'TCP Settings Fing Idle Lifetime: a Connection timeout for Ping
- IChP Settings Other Protcols 1dle Lifetime : 120 Idle lifetime for ather protocals
- State Settings |
B Lencth Limit Settinos |
----- B3 Fragmentstion Settings
Bl Local Reassembly Settings
B 550 Settings
2 brLa0o # Length Limit Settings
E-{ svstem
A Date and Time #7 Length Limit Settings 5§
- ERDNS .
..... _:jJRemUte Managemert % Length limitations far various protocals.
----E}Log and Event Receivers
H'"U?;CP Settings Max TCF Length: 1480 TCP; Sometimes has to be increased if tunneling protocols are used
“aDHCP Servers _ _ o _
EE!DHCP Relays hdax UDF Length: &0000 UDP; Many interactive applications use large UDP packets, may othenwise be decreased to 1420
""" ’?Misc. Clients hdax ICMP Length: 10000 ICHP; May be decreased to 1430 if desired
B dancedi=Stinas Masx GRE Length: 2000 Encapsulated ¢ tunneled transport ), used by PPTP
- P Settings
3 ﬁTCP Settings Max IPzec ESP Lenagth: 2000 IPsec ESP; Encrypted communication
3 ﬁICMP Settings hilax IPzec &H Lenth: 2000 IPsec AH; Authenticated communication
) E-I’_SME SEHIES Max SKIP Length: 2000 SKIP; Simple Key mamt for IP, WPN protacol
- Conn. Timeout Settings
----ﬁLength Litmit Settings Max OSPF Length: 1480 0SPF; Open Shortest Path First, routing protocol
""" ﬁFragmerﬂaﬁon Settings tdax IFIF ¢ FWWZ Length: 2000 IFIF { FWE; Encapsulated ( tunneled ) transport, used by WPHN-1
----wLocal Reassembly Settings hdax IPsec IPComp Length: 2000 IPsec IPComp; Compressed communication
----- A SEL Seftings
[]____J Chjects hax L2TP Length: 2000 L2TP; Layer 2 Tunneling Protocol
[]"'_3 Rules Max Other Length: 1450 Others; somethines has to be increased if unknown tunneling protocols are uzed
B g Interfaces Log Oversized Padkets: Log oeeurences of oversized packets
[ Riouting
£ gos /0P
[ gl User Authertication

4 DFL-800
- System

3 DkE
;‘JRemote Management
{f}Log and Event Receivers
g3 DHCP Seftings
‘=:|DHCP Servers
{3 DHCP Relays
(@ nisc. Clisrts
- Advanced Settings
P Settings
§2 TCP Settings
BICHP Settings
£ State Seftings
w?'Conn. Timeout Settings
gL encth Limit Settings
B Fragmentation Settings
ﬁLocaI Reassembly Settings
B S5L Settings
B+ J Ohjects
[+ _§ Rules
[l g Interfaces
&3]
&3]
[+

“ 12y Routing
- @ D= DR
g User Authentication

# ) Fragmentation Settings

(% Fragmentation Settings

% Settings related to fragmented packets.

Pseudo Reass. Max Concurrent:
IMegal Fragments:

Cuplicated Fragment Data:
Failed Fragment Reassembly:
Cropped Fragments:

Cuplicate Fragments:
Fragmented ICMP:

binimum Fragment Length:

Reassambly Timeout:

1024

Croplog

Checks

LogSuspectSubzeq e
LogSuspect Evs

LogSuspect eV

Croplog

Maximum Reassembly Time Limit:

Reassembly Done Limit:

Reassembly [llegal Limit:

a

E3

20

20

&0

Maximum number of concurrent fragment reassemblies. Setto O to drop all fragments

L Hlegaly constructed fragments; partial overlaps, bad sizes et

w On receipt of duplicate fragments, verify matching data...

v Fragmented ICMP messages other than Ping; normally inwvalid
binimum allowed length of non-last fragments
Timeout of 3 reassembly, since previous received fragment

Maximum litefime of a reaszembly, since first received fragment

Failed packet reassembly attempts - due to timouts or packet losses
Fragments of padkets dropped due to rule base

Cuplicate fragments received

How long to remember a completed reassembly {watching forald dups)

Howu long to remember an illegal reassembly {watching for more fragments )



& | Fragmentation Settings

B o
% Settings related to fragmented packets.

Pseudo Reass. Max Concurrent: 1024
Illegal Fragments: Droplog
Crrap

Cuplicated Fragment [ ata:

Failed Fragment Reaszembly:

CropP acket
DropLlogPacket Drop and log the entire padket

M aximum number of concurne

w lllegaly constructed fragments
Crop the illegal fragment s am
) and log the illegal fragment
Drop the entire packet 1tte

Dropped Fragments: . 1ed
CrooLaoall Crop and log the entire packet and s
Cuplicate Fragments: LagSuspect W Cuplicate fragments received
# J Fragmentation Settings
B
w Settings related to fragmented packets.
Pseudo Reass. Max Concurrent: 1024 Maximum number of co
lllegal Fragments: CropLog w Ilegaly constructed frag
Cuplicated Fragment [ ata: Checkz L On receipt of duplicate 1
Failad Fragment Reaszembly: LEDE Wit 1
Checkz in 2-four byte samples (tatal 8)
Cropped Fragments: in dfour byte samples (tatal 167 r

Checkd
e

Duplicate Fragments: Che k6

Fragmented [CMWP: Chech32
Checd
Minimum Fragment Length: Chedd2a
Reaszambly Timeout: Ched256
Chedd12
Maximum Reassembly Time Limit: an

# | Fragmentation Settings

e

zampl
in 16-four byte samples (tatal G
in 32-faur byte samples ftatal 1287
in B4-four byte samples (total 2563
in 128-four byte samples (total 5123
in 256-four byte samples (total 1024

in 512-four byte samples (total 204987
Maximum [itetime ot a r

=

t

I

B

E Settings related to fragmented packets.

FPseudo Reasz. Max Concurrent: 1024 M aximum number of concu
Iegal Fragments: CropLog W INMegaly constructed fragmer
Cuplicated Fragment D ata: Checks W On receipt of duplicate frag
Failed Fragment Reaszembly: LogSuspectSubseq « Failed packet reaszembly at
Dropped Fragments: Helkog B e e M
LogSuspect Log "suspect' failures; affected

Cuplicate Fragments:

Fragmented ICMP:
Logall

hdinimum Fraament Lenath: A

by illegal frags
failures and all

equent frags

Log normal failures
Minimum allowed lenath of



& | Fragmentation Settings

e
% Settings related to fragmentad packets.

Fseudo Reaszs. Max Concurrent: 1024 faximum number of com

INegal Fragments; CropLog w lNlegaly constructed fragm

Cupliczated Fragment [ ata: Checka w On receipt of duplicate fr:

Failed Fragment Reaszembly: LogSuspectSubseq « Failed packet reaszembly

Cropped Fragments: LogSuspect w Fragments of packets drop
Molag Lo not lag

=1}

Cuplicate Fragments:

og if re mb ot
Fragmented ICMF: Laogall Log if suspect or if Rules say to log  =a
# | Fragmentation Settings
B o

% Settings related to fragmentad packets.

Pseudo Reass. Max Concurrent: 1024 Maximum number of conc
INegal Fragments: CropLog w Nlegaly constructed fragme
Cuplicated Fragment [ ata: Checks w On receipt of duplicate fra
Failed Fragment Reaszembly: LogSuspectSubseq « Failed packet reaszembly :
Cropped Fragments: LogSuspect W Fragments of packets drap|
Cuplicate Fragments: LogSuspect W Duplicate fragments receiv
Fragmented ICMWP: Droplog w Fragmented ICMP meszag
hinimum Fragment Length: Ignore Ignore and pass on th

Log Log and pass on
Reassembly Timeout: Drop Drop the entire pacet Iy, s

Drop and log the pachet

Maximum Reassembly Time Limit:



9 orLew0 ' % Local Reassembly Settings

E--\oSys‘tem

A Date and Time

. "%EDNS

- ;jJRemote hanagement
gf‘,Log and Evert Receivers
CHCP Settings
““?‘DHCP Servers
ABFOHCP Relays
Misc. Clients
Advanced Settings
B3P Settings

R TCP Seftings

3} Local Reassembly Settings gj

P
% Farameters use for local fragment reassembhy.

Max Concurrent: 258 Maximum number of concurrent local reassemblies
b ax Size: 10000 taximum size of a locally reassembled padeet
Large Buffers: 3z Humber of large ( =2k ) local reassembly buffers ( of the abowe size )

E3ICMP Settings

£ State Seftings

“B@Conn. Timeout Settings
-EmmLength Limit Settings

B3 Fragmentation Settings
-wLocaI Reazzembly Settings

B3 350 Settings

4 DFL-500 % SSL Settings

= ﬂSystem
{2 Date and Time

~Egons

# ] Secure Socket Layer Ej

..... ;‘JREthE Manzagement % Settings related to SSL(Secure Sockets Layer).
----[f}Log and Event Receivers
Cl QE);CP SEHngs SEL Processing Priority: Mormal w The amount of of CPU time that SSL processing is allowed to use
“4DHCP Servers
5 0HCP Felays TLS RSA 2DES 168 SHAT: Enable cipher RSA_WITH_3DES_165_SHA1
TLS RSA RC4 128 SHAT: Enable cipher RSA_WITH_RCA_128_SHA1
----- @ hiisc. Clierts manie elphar Re A AR TAE
) ) TLS RSA RC4 128 MDS: Enable cipher TLS_RSA_WITH_RC4_128_MDS
s Addvanced Settings
£ P Settings ;hif_s’“ SEEREY TR RS Enable cipher TLS_RSA_EXPORT1024_WITH_RCA_S56_SHA1
-5 TCP Settings
#. _g LS [HEA (Pl T2 HEay O Enable cipher TLE_RSA_EXFORT1024_WITH_RC4_40_MDS
----- E3ICMP Settings MD5:
""" 8 State Seftings L'Bi_RSA EEEIRY 1T HER D | Enable cipher TLS_RSA_EXPORTA024_WITH_RCZ_40_MDS
~@BConn. Tmeout Settings . Enable cipher TLS_RSA_EXPORT_WITH_NULL_SHA1 fllom, f
. R nable cipher _| _| | _| o no encrption, just message
gL ength Limit Settings TLS RSA EXFORT NULL SHA1: O -
""" # Fragmentation Settings T A SRR [ (B d Enable cipher TLS_RSA_EXPORT_WITH_NULL_MDS (no encryption. just message
- gLocal Reassembly Settings validation)
----- 3 S50 Settings
I Ofjects
[ # Rules
&3 SSL Settings
# | Secure Socket Layer
Settings related to S5L (Secure Sockets Layern).
S5L Processing Priarity: Mormnal W The amount of of CPU tir
TLS RSASDES 168 SHAM: WergHigh (about S0% ) Tt
TLS RSA RCS 128 SHAT: High fabout 25% ) Tt

TLS RSA RCE 128 MD5:
TLS RSA EXPORT 1024 RC4 56
SHAT:

TLS REAEXFORT 1024 RC4 40
hADS:

(about 10% 3
WenyLow (about 5% 1 9

F] Enable cipher TLS_RSéA,



b Address Book
'_‘Applica{ion Layer Gatewsays

% Schedule Profiles
&L % 509 Certificates
WP Objects

- # Rules

- g Inter faces

[

H

[ | 2 Routing

- D= SR

[ gl User Authertication
Bl Traffic Shaping

&3]

g Zone Defense

B+ Address Book

| Irterfacelddresses
[bAppIication Lavyer Gateways
iy Services

57h Schedule Profiles

L% 509 Certificates

_jVPN Chjects

- _§ Rules

[ g Interfaces

[ 2 Routing

] Objects

'-35 Address Book

The Address Book contains symbolic names forvarious types of
dd , including IP networks and Ethernet MAC addresses,

Services

Senices are pre-defined or userdefined objects representing
warious IP protocols, such as HTTP, FTP and Telnet.

15, X509 Certificates

Manage the > 509 cerificates uszed by various components for
authentication purposes.

& Application Layer Gateways

Application Layer Gateways (ALGS) are protocol helpers that
wan parse gomplex protocols, such as HTTP and H.323,

% Schedule Profiles

Schedules may be used to control when certain policies in the
system are active.

% VPN Objects

Configure objects and settings related to Virtual Private
Hetwoting (P

#ﬂ Address Book

| i‘ The Addresz Book contains symbolic names for various types of addresses, including IP netwodes and Ethernet MAC addresses.

0 add-

# ¥ Mame ™ Address * UserAuthGroups * Camments ¥

1} | 4 Interfacesddrasses
1 4 all-nets 0.0.0.0/0

This folder contains addresses for interfaces
All possible networks

@.l Right-clidt an a raw for further options.

[ IIDS TIDP
,'_;i' Address Book

|~£ The Address Book contains sy

0 add v
J I1P4 HostiNetmork
ﬂilP-flAddress Group
EEthernetAddregs Fsas
EEthernetAddress Graup
i Address Folder




4 Untitled
General -~ User Authertication

%/ General [:j

'r-._] Use an IP4 Address item to define a name for a specific IP4 host, netwod ar range.

Mame: Untit/ed

IP Address:

&/ Comments L'.j

Comments:

[ K H Cancel ]

4 Untitled
General | Uszer Authentication

#/ General E:j

g zroups and user namesthat belong to this netwaic object. Objects that filter on credentials can only be used as source nets and destination nets in the

Rules saction.

Comma-separated list of user names and groups:

D No defined credentials

ll Checking this box specifies that this netwoik object requires user authentication, but that it has no credentials (user names or groups) defined. This means that
the netwod object only requires that a user is authenticated, but ignores any kind of group membership.

l =14 ][ Cancel ]

2% Untitled
General | User Authertication

# | General l::j

1#3 An P4 Address Group isused for combining seweral IP4 Address abjects for simplified management.

Name: Untitled
Group members: Awvailable Selected
lan_ip A
lannet =5
drnz_ip
driznet
wanl_ip EZ
wanlnet B!
# | Comments ]
Comments:

|_ Ok ]l Cancel




4%, Untitied
General | User Authentication

# /] General E:j

Q Groups and user names that belong to this netwok object. Objects that filter on credentials can only be used as source nets and destinations nets in the

Rules section.

Comma-separated list of user names and groups:

D Mo defined credentials

'_l Cheding this box specifies that this netwod object requires user authentication, but that it has noe eredentials fuser names ar groups) defined. This means that
the netwods object only requires that a user is authenticated, but ignores any kind of group membership.

l 14 ][ Cancel ]

g3 Untitled

# | General L‘j

@E Use an Ethernet Address item to define a symbalic name for an Ethernet MAC address.

Name: Untitled

AL Address:

# /] Comments L‘j

Comments:

I_ Ok ]l Cancel I

ot Untitled

# ] General ]

E}a An Ethermnet Address Group iz used for combining several Ethernet Addresz objects for simplified management.

Name: Untitled
Group members: Available Selacted
Untitled
=
=
# ] Comments 51
Comments:

Ok |I Cancel




.3, Untitled

# /| General L’j

"éf Use an Address Folder to group related address objects for a better owervizm.
-3

Mame: Untitled

#  Comments Ej

Comments:

14 ][ Cancel ]




¢ DFL-800

o System

Chiects

| g Address Book

g Interfacetddresses
[‘Applicaﬁon Layver Gatevways
By Services

E‘g Schedule Profiles

%509 Certificates

4PN Objects

| # Rules

B

| g Interfaces

| 2 Routing

- DS/ IDP

[ gl User Authertication
|7 Tratfic Shaping

[+

g Zone Defenze

-500

Syatem

Ohjects

gty Acddlress Book

A InterfaceAddresses
B Application Layer Gateways
-'-':"Ser\rices

«% Schedule Profiles

& % 509 Certificates

4 PN Objects

Rules

Interfaces

Fouting

D= fIDP

User Authentication

Traffic Shaping

Zone Defense

L&ﬁ InterfaceAddresses

3 Add v

#¥  HName ™

o lan_ip

al lanmet

2 driz_ip

kel dmznet

4 wanl_ip

= wanlnet

& wanZ_ip

7. wanZnet

& wanl_defaultgw_ip
a dnsserverl_ip

al;

o dnsserverz_ip

Addre_ss -

192,
192,
akA
172,
202,
202,
Akl
1392,
202,
202,

| i‘ Uze an Address Folder to group related address objects for a better overnview.

UserfuthGroups
168.1.1
168.1.0/24
17,100,254
17.100.0/24
129.109.282
129.109.0/27
168,120,254
168.120.0/24
129.109.65
129.64.198

4.2.2.2

Edit the settings for this falder

E:ornrnen_ts_ b

IPAddress of interface lan
The netwark on interface lan
IPAddress of interface dmz
The netwark on interface drz
IPAddress of interface wanl
The network on interface wanl
IPAddress of interface wanz

The network on interface wanZ

L!_l Right-click an a row for further options.

3 lan_ip

General © User Authertication

#/ General

3 Uz an IP4 Address item to define a name far 3 specific P4 host, netwark or range.

Mame: lan_ip

IP rddresst a5 165,1,1

# ) Comments

Comments:

IPAddress of interface lan

DFL-500

~°Sys‘tem

|l Objects

B A Adddress Book

b Interfacesddresses
[b Application Layer Gateways
#Services

4 Schedule Profiles

5L % 509 Certificates
VRN Objects

_# Rules

g Interfaces

| e Routing

@ ID= fIDP

| jgi U=er Authertication
L= Traffic Shaping

‘g Zone Defense

3 lan_ip

- General b User Authentication

# | General

)]

ﬁ Groups and user names that belong to this network object. Objects that filter on credentials can only be used as source nets and destination nets in the

Rules section.

Comma-separated list of user names and groups:

I:‘ Mo defined eredentials

@.1 Cheding thiz box specifies that this netwot object requires user authentication, butthat it has no credentials (uzer names or groups) defined. Thiz meansthat

the network object only requiresthat a user is authenticated, butignores any kind of group membership.




4 DFL-800

o System
| Chjects
4, Address Book

By services

iy Schedule Profies
KL %503 Certificates
VPN Objects

- _§ Rules
[ g Interfaces

| o Routing

- @IS / IDP

[l gl User Authertication
[#| = Traffic Shaping

&3]

iy Zone Defense

Ij Application Layer Gateways

| DFL-300
]--oSystem

I+ Ohjects

4, Address Book

By services

_;3 Schedule Profiles
&% 509 Certificates
PN Chjects

"_§ Rules

Irterfaces

s Fouting

- @ ID=s f DR

4] General

l_‘ Application Layer Gatewvays

s HTTPURL

Eb Application Layer Gateways

Eh Application Layer & ateways (ALG=) are protocol helpers that can parse complex protocols, such as HTTP and H.323.

0 add -

¥ Mame ¥
http-outbound
ftp-inbound
ftp-outbound
ftp-passthrough
ftp-internal
H223

[ IS A N S

Eb http-outhound

Type =
ALG_HTTP
ALG_FTP
ALG_FTP
ALG_FTP
ALG_FTP
ALG_H223

Parameters ¥

Strip Active, Strip Java Applets, Strip Scripts

Client in active mode allowed

Server in passive mode allowed

Client in ackive mode allowed, Server in passive m..

Eb Use an HTTF Application Layer & atewsay to filter HT TP traffic.

[ add ~

FA HTTP URL

# - Action =

URL *

Cornments ¥

Comments ¥

@l Right-click on a row for further options.

Edit the settings for this folder

Gl Right-click on a rovw for further aptions.

T
E Blacklist URLs to deny access to complete sites, to file types by extension, or to URLs with certain waords in them. Mo content fikering iz peformed on

whitelist entries, i.e. no active content stripping, bladklist lookups, eto.

Example for allowingfpreventing all access to a whole site

example.coms”

*example.comf

Mate the trailing =lash and double variations to allowwprevent accessto "example.com" as well as "wwan. exzample. com" without false positives.

Action:

URL:

4] Comments

Blacklizt

Comments:

OK

] [ Cancel




4 DFL-800 Eb ftp-inbound

# ] General ]

S Address Book N
" —— E’ Use an FTF Application Layer Gateway to manage FTP traffic through the system.
E’ Application Layer Gateways
Services .
,}P Name: ftp-inbound
4y Schedule Profiles
1 "
¥#.509 Certificates i
e ) # | Data Channel Restrictions 51
4PN Objects
- _§ Rules
= "Interfaces Allow client to use active mode (unsafe for client)
- A Rauting Client data pors: 1024-65525
B g IDS FIDP [ Allowserverto use passive mode (unsafe for server)
B g User Authertication Serrer data ports:
[F-| = Traffic Shaping
(£ g Zone Defense (E) If necoessary, the FTP ALG will do an-the-fly conversion between active and passive mode.
# /) Command Restrictions ]

D Allow unknown commands
[ Allow 5ITE EXEC

#/ Control Channel Restrictions 51
Maximum line length in control channel: 256
baximum number of commands per second: =0

Allow 8-bit strings in control channel

#] Comments )]

Comments:

Eb ftp-passthrough

# ] General 51

g, Addrezs Book N
. o E’ Usze an FTP Application Layer Gateway to manage FTP traffic through the system.
[’ Application Layer Gatewsays
iy Services 5
_';P § Name: ftp-passthrough
o Schedule Profiles
1 "
X509 Certificates i
& X # / Data Channel Restrictions g
4 VPN Objects
- _§ Rules
- "Interfac:es . Allow ¢liznt to use active mode (unsafe for cliant)
B 3 Routing Client data pors: 1024-65525
B[ @ IDS / IDP Allow senrer to use passive mode (unsafe for senrer)
[ | gl User Authertication Severdataports | y024-£5535
[ = Tratffic Shaping
- g Zone Defense (L1 If neccessary, the FTP ALS will do on-the-fly conversion between active and passive mode.
# / Command Restrictions ]

I:‘ Allow unknown commands
[ Anew sI1TE EXEC

# J Control Channel Restrictions 51
Maximum line length in control channel: 256
M aximum number of commands persacond: 20

Allow S-bit strings in contrel channel

# ] Comments 51

Comments:



* i fip-intemal

B+ Ohjects &7 General g

gty Adddress Book N
—— t’ Use an FTP Application Layer Gateway to manage FTP traffic through the system.
b Application Layer Gateways
WServices .
,;‘ Name: frp-internal
“iy Schedule Profiles
3 .
#5093 Certificates i
& X # J Data Channel Restrictions {j
_& vPN Objects
- _§ Rules
M- "Interfac:es D Allow elient to use active mode un=afe for client)
- jRouting Client data ports:
- @ IDS 0P [ Allow server to use passive mode (unzafe for server)
[ gl User Authentication Serer data pors:
[~ = Traffic Shaping
B g Zone Defense (Z1 I neccessary, the FTP ALG will do on-the-fly conversion between active and passive mode.
#J Command Restrictions L]

D Allow unknown commands
[ allow SITE EXEC

#J Control Channel Restrictions 51
baximum line length in control channel: 256
Maximum number of commands persecond: 20

Allow 8-bit strings in control channel

#J Comments 3

Comments:

Eb H323

I Chiects & ] General L]
|, Address Book

& Application Layer Gatewways

t“ Use an H.323 Application Layer Gateway to manage H.323 multimedia traffic.

Name: H223
oy =cheduls Prafiles

530509 Certificat
& Eriimaes 47 TCP data channels B

- Allow TCF data channels (T.1200
- Maximum number of TCP data channels pear call: 10
-
[+ ZIDS J IDP & Gatekeeper 51
[+ g Uzer sutherticati
L‘ =8r Sricatan hax Gatekeeper Registration Lifetime: 1800 seconds
[ | = Tratfic Shaping
- 9 Fone Defense (Only used by gatekeeper services)
#] Comments 51
Comments:



]

DFL-300

[T e B b B e el e BB {1
| e R i B B R 5 R B

A Address Book
L’ Application Layer Gateways

%y Bchedule Profiles
&) % 509 Certificates
WP Ohjects

g Rules

| g Interfaces

- ;jRou‘ting

@ IDE DR

gl User Authentication

“L = Traffic Shaping

gl Zone Defense

Services

Services are pre-defined oruser-defined objects representing various IP protoceols, such as HTTF, FTF and Telnet.

0 add v

# ¥ MName =

3 all_services
iy all_icrp

;‘ ping-outhound
"h ping-inbound

Type ¥
Group
ICMP
TCP

(H]e]s)
Group
TCR/UDP
TCP

TCP

TCR

TCR

TCR

TCP
TCR/UDR
TCR

(N]s2)
TCRIAUDP
(H]e])

(8] =i
(N]s2)
TCR

TCP

TCP

TCR

TCR

TCP

TCP

TCP

TCR
ICMP
ICMP
TCP

LGP
TCR

TCR

TCP

TCP
TCRIUDP
TCRAUDP

Parameters =
all_icrmp.all_udp.all_tcp
All

0-65525
0-65525
all_tep,all_udp
7

139

22

22

25

25

235

27

33

53

532

&7

&5

&9

70

79

t=lu]

443

=1u

443

t=lu]

110

143

Echo Request
Echa Request
80,4432

S14

3389

111

11z

119

123

135

Cornrments =

All ICMP, TCP and UDP services

All ICMP zervices

Al TCP zervices

Al UDP services

All TCP and UDP services

Echao setvice

Characker generator

Secure shell

Secure shell with 5N flood protection

Telnet

Sirnple Mail Transfer Protocal

Simple Mail Transfer Protocal with SN flood protection
Legacy tinme service

Comain Mame Server via TGP - mainly zone transfers
Dornain Marne Server via UDP - standard queries
DNS wia TCP and UDP

Bootstrap protocal [also DHCR) server

Bootstrap protocal (also DHCR) dient

Trivial File Transfer Protocaol

Gopher

Finger

world wide Web HTTP

Secure HTTP over S5L/TLS

Wwaorld Wide Web HTTP with 5¥N flood protection
Secure HTTP over SSL/TLS with YN flood protection
HTTP via HTTP ALS "http-ocutbound" - strips all ackive content
Pozt Office Protocol - Version 3

Interactive Mail Accesz Protocal vZ and vd
Sutbound ping (also allows traceroute via ICMP]
Inbound ping (does not allow tracerouting)

HTTP and HTTPS

Syslag

Rernote Desktop Protocal

Sun/Unix Remote Procedure Call

Leqgacy authentication/identification service

Metwork Mews Transfer Protocol

Metwork Time Protocol

RPC port maooer, used by MS Windows networkinag

(=



ntiguration =

37\ =proap TCRAUDP 135 RPC port mapper, used by MS Windows networking
e 38\ netbios-name ucp 137 MetBIOS Mame Service
:} DFL-800 33 (@ retbios-dgm  TCP/UDP 138 MetBI1OS Datagram Service
- system 40 [ netbios-s=n TCP 139 NetBIOS Session Service - SMB
B+ Ohlects 41 (@ microsoft-ds  ToP 445 Microsoft-DS - SMB without NetBIOS
A, Address Book 3 upp 161 Simple Metwork Managernent Protocal
I® ~pplication Layer Gateways (8] =]=3 162 Simple Metwork Managernent Protocol traps (alerts)
‘_:'nServices TCRAUDR 389 Lightweight Directory Access Protocal
™ cchedule Brofiles TCR 636 Secure LDAP over SSL/TLS
&YX S —— uop 500 Internet Key Exchange - key management for IPsec
. TCP 512 Femote Process Execution
G VPH Chiects Tep s13 Rermate login
[ g Rules TCP 514 Like rexec, but autorn atic
B g Irterfaces TCP 515 Line Printer (spooler)
B Riowting TCP 1433 Microsoft-SQL-Server
[+ &0S/IDP TCRAUDR 1434 Micrasoft-SQL-Maonitar
(= ijSer A thentication TCP/UDP 1512 windows Internet Naming Service
{3 Traffic Shaping pt UDP 1701 Layer Twe Tunneling Protocol - control channel
= e 55\ |2tp-encap IPProtoe 115 Layer Two Tunneling Protocal - encapsulation
[/ g Zane Defense = - |2tp-ctl,ipsec-nattipsec-ah,ipsec- s v T
56\ |2tp-ipsec Sroup S L2TP using IPsec for encryption and authentication
5 ‘B |2tp-raw Sroup |2tp-ctl,|12tp-encap L2ZTP control and transport, unencrypted
58\ radius ucp 1812 Rermote Authentication Dial In Uzer Service
59 '\ radius-acct (8] =]=3 1513 RADIUS Accounting
&0 _._B nfs-udp (] =]=3 2049 MFS [Metwaork File Systermn]) server via UDP
&1 _:B rifs-tep TCR 2049 MFS [(Metwork File Systern) server via TCP
62 _‘_B nfs-all TCRIUDP 2049 MFS [Metwork File System) server via TCR/UDP
63 | traceroute-udp  UDP 33434-33499 CQutbound traceroute via UDP
&4\ ftp-inbound TCR 21 FTF - protects server against data channel attacks
&5\ ftp-outbound T 21 FTF - protects client against data channel attacks
65 (@ Fto-nessthrough Top S sl-_:f‘uerunrestrlcted allaws all transfer modes for client and
&7 ‘_B http-in-all T 50,443 HTTP and HTTPS with 5vM flood protection
TCRAUDP 135-139,445 All M5 Windows networking ports
IPProto 2 Internet Group Managernent (rnulticast contral)
IPProto 46 Rezarvation Protocal
IPProto 47 Genetic Routing Encapsulation
72\ ipsec-esp IPProto S0 IPzec ESP (encrypted and authenticated)
73\ ipsec-ah IPProto 51 IPzec AH [authenticated anly)
X uop 4500 IPsec MAT-traversal (through udp/4500)
IPProta 94 IP-in-IP encapsulation
IPProte 108 IP Payload Cormnpression Protocol
77\ ipsec-suite Sroup ipsec-nattipsec-ah,ipsec-esp.ike The IPsectIKE suite
78\ pptp-suite Sroup gre-encap,pptp-ctl PPTP contral and transport
79\ prtp-ctl e 1723 Point-to-Point Tunneling Protacal - control channel
20 _._B Hz23 TCP 1720 H.323 via H323 ALG - Enables H.323 cormmunication
a1 _'n H323- UbP 1719 H.323 RAS wia H323 ALG - Enables cormrmunication with H.323
gatekeeper Gatekespers
82\ ftp-internal TCP 21 FTFP - protects client and server against data channel attacks
L WL - (WY Lriz LD
Gatekespar Gatekeepers
gz Y‘h ftp-internal TCP 21 FTP - protects client and server against data channel attacks

23 ._n netcon

TCP/UDP 999

_} DFL-g00

ﬂSystem
[=1 T Ohjects
[

|l Addrezs Book

----- t’ Application Laver Gateways
iServices

"':J Schedule Profiles

----- LY %509 Certificates

B WP Chjscts

_§ Rules

- g Interfaces

=1
(B

|z Routing
- @ IDS FIDP

0 add -

Rermcote Managerment

T# TCPIUDP Service
8y ICMP Service
_‘ IP Protocol Service

TuE
Sro
ICh
TCF
uol
5ro
TCF

G,l Right-click on a row for further options.



4§ DFL-300 Untitled

--oSystem

Objects #] General ]

| Address Book

@Applicmion Laver Gatewways A TCR/UDP Service is a definition of an TCP or UDP protocol with specific parameters.

BServices *

%y Echedule Profiles Name: Untitlad

), % 509 Certificates — e

VPN Objects ) o
B § Rules
[ g Interfaces Source: 0-65535
[l 2 Routing Destination:
Eiy ‘IDS {1oP G‘l Enter port numbers andfor part ranges separated by commas. For example: 127-130 445
[l gl User Authertication
B[ Traffic Shaping I:‘ Pasz returned from ICMP error messages from destination
=]

g Zone Defenss [ &N flood protection (57N Relay)

#J Application Layer Gateway Kj

JAn Application Layer Gateway (ALG), capable of managing advanced protocols, can be specified for this senrice.

ALG: [Monel) w
Max Sessions: 1000

#] Comments 5]
Comments:

# ] uenerai

A TCP/UDP Semvice is a definition of an TCP or UDFP protocol with =p

Mame: Untitled
Type: TCP w
Source: ULF
L TCFRULP
Drestination:

(E_]_ Enter port numbers andfor port ranges separated by cor

Type: TCP w
Source: 0-65535
Crestination:

@l Enter part numbers andfor port ranges separated by comn

|:| Fass returned from ICMP ermor messages from destinatio
|:| SY%H flood protection (55N Relay)

& Application Layer Gateway

An Application Layer Gatewmay (ALEG), capable of managing advanced protocal:

ALG: [Monel v

M ax Sessions: Hame Type Comments

(Hone)
' Haz3
&/ Comments ‘o

ALG_H323
[ ftp-inbound ALG_FTF
Comments: rﬁ.f‘tp-internal ALE_FTR
[ @ ftp-outbound ALG_FTF
[ # ttp-passthrough ALG_FTP

ra http-outbound ALG_HTTP



4 DFL-500 \ 7 Untitled
--GSys‘tem
Bl ] Objects
‘| 4, Addrezs Book & General !5
t” Application Laver Gateways —

Services @ An ICMP Service iz an object definition representing ICMP traffic with specific parameters.

General  ICMP Parameters

chedule Profiles

£ % 509 Certificates Name: Untitled

-G VPN Objects I:‘ Pasz returned from ICMP error messages from destination.
B[ # Rules
| g Interfaces
[l 2 Routing &7 Application Layer Gateway L}
B @10 £ IDP e . L . .
o An Application Layer Gateway (ALE), capable of managing advanced protocols, can be specified for this senrice.
[ gl User Authertication
[ | Traffic Shaping ALG: tMone) 7
| g Zone Defense
Max Seszians: 1000
#/ Comments Kj

Comments:

# / Application Layer Gateway

An Application Layer Gateway (ALG), capable of managing advanced protocals, can be

AL [Mone) V

M ax Sessions: Hame Type Comments

D)

18]

nej
H323 ALG_H3Z3

# /] Comments

[# tp-inbound ALG_FTP
Comments: rﬁﬁp-internal ALE_FTR
[ ftp-outbound ALG_FTP
[ @ ftp-passthrough ALG_FTP
[ nttp-outbound ALG_HTTP

Untitled

General ' ICHP Parameters

s ] ICMP Parameters )]

Chedithe ICMP Message Types applicable to this senice.

(* Al ICMP Message Types
™ ICMP Meszage Types
Type: Codes:
Echo Request

Crestination Unreachable
Redirect

Farameter Problem
Echo Reply

Source Quenching

Time Excesded

[ Ok H Cance| ]




@ Untitled

# ) General Ej

I'\—@ An IP Protocol Semice is 3 definition of an |IP protocal with specific parameters.

Hame: Untitled

IF Frotacal: 0-255

tll Specify the specific IP protocol/IP protocol ranges (separated by commas) applicable to this senvice.
Forexample: 1-4, 7

D Faszs returned ICMP ermor messages from destination

&/ Application Layer Gateway Kj

An Application Layer & ateway (ALG), capable of managing advanced protacals, can be specified for this senice.

ALG: (Mone) v
M ax Sessions: 1000

# ) Comments 4]
Comments:

|_ o4 ] | Cancel|




@ Untitled

& [ General 4]

Name: Untitled

# [ Service Group E'j

Awdilable ) Selected
fall_services |
all_icrmp

llall_tcp

all_udp
fall_tcpudp
fecha

#J Comments E'j

Comments:

[ K, H Cancel ]
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¥ DFL-800

: OSysiem

|- ] Ohjects

o, Address Book

B Application Layer Gatewsays

"\'_"‘ Services

&7 Schedule Prafiles

-l ¥ 509 Certificates
4 VPN Objects

- Rules

- g Interfaces

- Routing

- @ IDs DR

- jgi User Authentication

|7 Tratfic Shaping

- gl Zone Defense

% Weekdays

Schedule Profiles

[ add~

¥y Sehedule Profile

# 7 Mame ¥

u]

o R R

4% Weekdays

% WorkingHours
a% MonworkingHours
% Weekends

5 Untitled

% Schedules may be used to control when cettain policies in the system are active.

StartDate ¥ EndDate * Comments ¥

Monday to Friday, 00:00-23:59

Maonday to Friday, 08:00-17:00

All hours, except Monday to Friday 08:00-17:00
Saturday and Sunday, 00:00-22:59

G.l Right-click on a row for further options,

%7 General

% A Schedule Profile defines days and dates and are then used by the warious policies in the system.

Mame: Weekdays

u]

Monday
Tuesday
Wednesdsy [V] [¥] [#] [#] [¥] [¥] ]
Thusday
Friday
sy PO I B T B D O B O B O L L B
sundne OISR -

Start Drate:

End Date:

4 Comments

hS

hS

hY

+

£

K & E FE
K & E FE
K E E E
K E E E
H E E E

E
e

g

3
=
&

&
3
&

&
=
&

3]
=
3]
[<]
b

3]
&
=]

15 12 21
¥ ¥ ] ¥ [ ¥ ¥ [+
AR CINCaR IR IR I NIl

hS
b

]

+
hY

&

AN

[<]
3

K &

Comments:  Monday to Friday, 00:00-23:59

[ Ok ][ Cancel




sawday [ O0 00000 =YLy R
swdey [JO0OO0OO0O0O0O00

Start D ate:

End [rate:

&/ Comments

FEX)

i
]

Comments: | mMonday to Friday, 00:00-23:5

‘ Inkternet

¢ DFL-800

: °System

I Ohjects

|t Address Book
u Application Layer Gateveays
'-'\'_"‘Services

T2 Schedule Profiles
¥ 509 Certificates
4 VPN Objects

@ Rules

| g Interfaces

t- | Frouting

- @05 1 IDP

Fra I B B ]

£, X509 Certificates

gl) tanage the X.509 cerificates used by various components for authentication purpozes.

3 add -
# Marne = Type ™ Cormments ¥
0 EL AdrminCert Local

G.l Right-click on a row for further options.

o Address Book
-[‘Applica{ion Layer Gateways
f Services
£y Schedule Profiles
5% 508 Certificates
g WPN Objects
-~ _§ Rules

H

- g Interfaces

- | o Routing

- @ IDS f IDP

- gl User Authentication
- (7 Tratfic Shaping

| g Zone Defense

e DY PO L Y e S B

5'5 AdminCert

47 General ]

&?} An X, 608 cerificate is used to authenticate a WPH client or gateway when establizhing an IPSec tunnel.

Hame: AdminCert

&) Status ]

Cerificate type:  Local

# Options ]

(* Don'tupload anything
Don't upload anything right now

{7 Upload self-signed X.500 Cerificate
Upload a previously created self-signed X509 Cerificate, along with its private key

" Upload a remote cetificate

Upload a cedificate belonging to 3 remote peer or 3 CAsenver

4] Comments L]

Comments:




A Address Book
!' Application Layver Gateways

 Schedule Profiles
541509 Certificates

=] 2 WP Ohbjects

3 Pre-Shared Keys
T LDAP Servers
&0 Lists

(T4 IKE Algorithims

£ IPsec Algorithms
[ g Rules
Bl g Irterfaces
¥ | Routing
£
b

H- @ D= f D
g User Authentication

7 VPN Objects

(a\ Pre-Shared Keys

Add, remowve and modify Pre-Shared Keys, which are used for

IPSec guthentication purposes.

@ ID Lists

ID lists contains IDs, which are used within the authentication

process when establishing an IPSec tunnel.

(., IPsec Algorithms

Configure algorithms which are used in the IPSec phaze of an

IPSec session,

L} LDAP Servers

LDAP senvers are used as a central repositories of cerdificates
and CRLs that the firewall can download when neccessan.

2\ IKE Algorithms

Configure algorithms which are used in the IKE phase of an
IPSecsession.

¢ DFL-300

: °System

=T Objects

o Address Book

B Application Layver Gatevweays
B Services

i Schedule Prafiles

L4 % 509 Certificates

RN Ohjects

]l Pre-Shared Heys

JLDAP Servers

=00 Lists

L WE Alacritems

%{ Untitled

%‘ Pre-Shared Keys

a Add, remove and modify Pre-Shared Keys, which are used for IPSee authentication purposas.

0 add -

M Fre-Shared Key

#w Marne *

Comments ¥

@l Right-click on a row for further aptions.

4] General

Mame: |Untitled

& Shared Secret

-
R FSK (Pre-Shared key) authentication is based on a shared secret that iz known only by the paries involved.

(" Passphraze
Shared Secret:
Confirm Secret:

f* Hexadecimal Key

Fassphrase

Generate Randarm Key

%] Comments

(Il Since regularwords and phrases are vulnerable to dictionany attacks, do not use them asshared zecrats.

Comments:

] [ Cancel




{* Hexadecimal Key

Fassphrase

[Generate Fandorm Ke',l]

@ Home = M Configuration

§T Tools »

' DFL-300

OSystem

4 Address Book
l‘AppIication Layer Gateways

57 Schedule Profies
5L %503 Certificates
VPN Objects

A Pre-Shared Keys
JLDAP Servers

D Lists
B IKE slaorithims

| ——

Ei/ LDAP Servers

52904e386221a212f41bf7e7b91bazfc

B Logoat

] Add -

7/ LDAP Semer

LA g Host +

Username =

Port =

E} LDAP servers are used as a central repositories of cerificates and CRLs that the firewall can dowunload when necceszany.
I

Comments ¥

@l Right-click on a row for further options.

# ) General

Lo

IF Address:

# Optional

Username:
F asamard:
Confirm pasaward

Fort:

# ) Comments

(Mane) w

Mame Address

Q dmz_ip

g dnssencer!_ip

a dnssenrerZ_ip

g lan_ip

a wian_defaultgu_ip
g wan_ip

a wanz_ip

172,17 .100 254
202128641938
q222

192 165.1.1
20212910965
202.129.100.82
102 162.120.254

L;( An LDAFP server iz Used as a central repositony of cerificates and CRLs that-

Comments:




¢ Home

W DFL-800

Ohjects

Address Book
[.Applic:ation Layer Gateways
(W Tervices

%Schedule Profiles

&7 509 Certificates

4 %PH Objects

[1 Pre-Shared Keys

(LDAP Servers

0D Lists

7 IKE &lgorithms

ﬁ Untitled

@ ID Lists

@ ID lists contains |Ds, which are used within the authentication procesz when establizhing an IPSec tunnel.

0 Add >

Commants ¥

Gl Right-clidk an a row far futher aptions.

4] General

Mame: Untitled

4] Comments

@ An 1D list contains I0=, which are used within the authentication process when establishing an IPSec tunnel.

Comments:

[ =13 ][ Cancel ]




& IKE Algorithms

Tl
'{.-'.’J Configure algorithms which are used in the IKE phase of an [P Secsession.
b Address Book Gz \
E'Application Layer Gatevvays

i 0 Addw
u-'eScheduIe Profiles
5% % 509 Certificates #¥  Hame ¥ Algorithrms «
B[4 PN Objects o A High 3DES, AES, Blowfish, MDS, SHAL
1 2N Mediurmn 3DES, AES, Blowfish, Twofish, CAST128, MDS, SHAL

g‘ Pre-Shared Keys
LDAR Servers

- g Untied

Comments ¥
High security
High cornpatibility

@ Right-click on a row for further options.

4 IKE Algorithms
% IPzec Alnorithms

2N -
(5 Untitled

%] General

oy
- "}i": Configure algorithms which are used in the |KE phase of an IPSec session.

Name: Untitled

@_? Encryption Algorithms

Kull: F] DES: [F]
3DES: Ll CAsT1ZE: il
Blowfish: ] Tuwofizh: ]

AES (Rijndael: [ ]

4| Key Size
Blownfish Kew size: 128
Twefizh Key size: 128
AES Key size: 128 b

47 Integrity Algorithms

MDS: []  sHa: |

47 Comments

Comments:

K ] [ Cancel

J




b Adddress Book
[.Applic:ation Layer Gateways

iy Bchedule Profiles
5L ¥ 509 Certificates

Bl 4 WP Chiects

4 KE Slgarithms

% Psec Algarithms

B
[ Add =
#7  Hame ™ Algerithms ¥ Comments ¥
o o High 3DES, AES, Blowfish, MDS, SHAL High security
1 3 Mediurm 3DES, AES, Blowfish, Twofish, CAST128, MD3, SHAL High cornp atibility

@l Right-click on a row for futther options,

{ DFL-800

EI--°System

I+ T Ohjects

|4 Address Book
[t.&pplication Layer Gateways
(W Services

i, Schedule Profiles
5% 509 Certificates
WRN Objects

]3 Pre-Shared Keys
“/LDAP Servers
500 Lists

(54 E &lgorithims
3‘ Pzec Algorithms
1§ Rule=

1| gy Interfaces

E|

E|

| g Rowting

I-[@IDsS / IDP

I g User Authentication
|7 Traffic Shaping

1| g Zone Defense

N Unti
15\ Untitled

&) General L]
2 N, N . .
(%.2), Configure algorithms which are uzed in the IPSec phase of an IPSecsession.
P
Name: Untitled
# J Encryption Algorithms n
Hull: O DES: O
3DES: O CASTIZE: il
Bl ownrish: O Tuuofish: O
AES (Rijndaelr [
& Key Size L]
Blawdish Key size: 128
Twaofizh Key size: 128
AES Key size: 128 W
47 Integrity Algorithms L]
hALS [0 sHat: O
&) Comments L]

Comments:




B Logout @Hal

figuration = §T

@ Home

' DFL-300 ,_ﬁ Rules

§ IPRules Aicess

§ IPRules IP Rules are used fo filter IP-based network fraffic. In addition,
) Access they provide means for address translation aswell as Senver
Load Balancing.

Add, remove and modify IP spoofing filters, that regulates which
IP addreszes the system will accept as sender addresses.
g Interfaces

g Routing

#0510

gl U=er Authentication
(= Traffic Shaping

iy Zone Defense ]
v Home M Configuration=  ff Tools» @ @ 5 Blogout | (DHel

4 DFL-300 g IP Rules
OSyﬂem

Objects
SR : g IP Rules are used to filter IP-based netwod traffic. In addition, they provide means for address translation aswell as Senver Load Balancing.
g Rules
- § IP Rules
& lan_to_wan1 (] Add +
T Acoess § IFRule
[ g et faces “# IP Rule Falder Action ¥ Sourcelnterface ¥  SourceMetwork ¥ Deéti_pa’tl'bnlhtmfa'\fé ¥ DestinationMetwork ¥ Service ™
| Routing il _§ lan_to_wanl
[]"'_‘IDS IIDP al, s ping_fw Allow lan lannet care lan_ip ping-inbound
- hUSBr GUtha et G‘l Right-click on a row for further options.
[ | = Traffic Shaping
¥ gl Zone Defense

&7 General 51

g An IP rule specifies what action to perform on networ traffic that matches the specified filter eriteria.

Mame: |Untitled
Auction: Drop w
Service: (Nonej w
Schedule: [Mone) w
# ] Address Filter 51

Specify source interface and source networ, together with destination interface and destination netwok. All parameters hawe to match forthe rule to

match.
Source Cestination
Intarface: [Mone) W [Mone) L3
Nt de: [(Mone) b [Mone) v
& Comments ]
Comments:

[ Ok ] [ Cancel




Name:

| [y Haz3-
# J Address Fi atekeeper

[y Untitled
‘Plj Speci [ Untitled
|y Untitled
|y Untitled
fy all_iemp
Interface: '_E all_senvices
'_E all_tep
Network: '_E all_tcpudp
'_E all_udp

| #y bootpe
# J Comments 1 pocte
——— Wy bootps

match.

Comments: | {3 chargen
(% dn=-all
\#y dn=-tep
\#y dns-udp
\#y rcho
/Wy =pmap
(W finger
(4% ftp-inbound
(48 ftp-internal
/i ftp-outbound
(i ftp-passthrough
i#y gopher
\#y are-encap
. hite
iy hitp-all
JJ#y hitp-in
|y hitp-in-all

Dok hbbr cdbosaaed

ntitled
Action: Drop "
Service: 7 Do Drap the pack
: Reject Drop the packet and respond with an ICMP errar or TCP reset
Schedule: P[4l FovdFast  Stateless packet fonwarding
Eiiﬁ-.llnw Stateful connection creation
) . .
'-PJ Adidress Fi “]_ SAT Static Address Translation
— *]_‘ SLBE_SAT Semerload Balancing using Static Address Translation —
r‘# Speci Eli NAT Dynamic Address Tr.ansh!atlon(hldej Har
match.
Sernrice: (Mone) "
Schedule: Mame Comments
-.E Haz23 H.223 wia H323 ALG - Enables H.323 communication e

H.223 RAS wia H323 ALG - Enables communication with H.2323
Gatekeepers

Al par

Al CMP senices

Al ICMWP, TCP and UDP services

All TEP services

Al TEP and UDP services

All UDP services

Bootstrap protocol (alse DHCF) client

Bootstrap protocol (alse DHCF) senver I
Character generator

DMNS wia TCP and UDF

Domain Mame Semverwia TGP - mainly zone transfers
Lomain Mame Semcerwia UDFP - standard queries

Echo senrice

RFC part mapper, used by S Windows nebuotking

Finger

FTF - protects senver against data channel attacks

FTF - protects client and senrer against data channel attacks
FTP - protects client against data channel attadks

FTP - unrestricted - allowes all transfer modes for client and senrer
Gapher

Generic Routing Encapsulation

Warld Wiide Web HTTP

HTTPF and HTTFS

Wharld Wide Wieb HTTP with 5% flood protection

HTTP and HTTPS with 5%H flood protection
HTTP wia HTTP &l 5 "hHnoaothaund” o cbrine all aetiva contant



Sanice:

Schedule:

# J Address Fi

ﬁj Speci

match.

Interface:

Nt

# J Comments

Comments:

(Mone)

Mame

i hitp-outbound
(8 hitp=

(i hitp=-in

(Jfy ident
#iamp

iy ke

iy imap

# ipcomp

% ipip-encap
| ipsec-ah
(¥ ipsecesp
| ipsecnatt
| ipseosuite
Ly 12tp-ctl

| 12tp-encap
|y 12tp-ipsec
(I 12tp-ran
(i Idap

(W Idaps

Wy lpr

|y microsoft-ds
\#y ms=sql-m
Wy ms-=sql-z
(¥ netbios-dgm
\J# netbios-name
\J# nethios-zsn
\J#y netoon

JJfy nt=all

iy nfstep

JJfy nfs-udp

5 nntp

Comments
HTTF wia HTTF ALG "hitp-cutbound" - strips all active content b
Secure HTTP ower SSLITLS
Secure HTTP ower SSLITLS with S%H flood protection
Legacy authenticationtidentifization senvice
Internet Group Management imulticast contral)
Internet Keay Exchange - key management for IPsec
Interactive Mail Access Protocol w2 and wd
IP Payload Compression Protacol
IP-in-1P encapsulation
IPsec AH (authenticatad anly)
IPsec ESF (encrypted and authenticated)
IPsec MAT-traversal (through udp/dE007
The IPsecHKE suite
Layer Twa Tunneling Protocol - contral channel
Layer Twa Tunneling Protocol - encapsulation
L2TF using IPsec for encryption and authentication
L2TF contral and transport, unencrypted
Lightweight Directory Access Protocal
Secure LDAP owver S5L/TLS
Line Printer (zpoolen
Microsoft-0S - SMB without MetBIOS
Microsoft SQL-Manitor
Microsoft-SQL-Senver
MetBIOS Datagram Sernvice
NetBIOS Hame Sernrice
MetBIOS Session Semice - SMB
Femote Management
HFS (Metwod File System) server wia TCRSUDP
MFS (Metwod File System) senver wia TCP
MFS (Hetwotk File System) senver wia UDP
Hebwat News Transfer Protocal



Sanica:

Schedule:

# J Address Fi

ﬁj Speci

match.

Interface:

M et

# J Comments

Comments:

Schedule:

# J Adiress Fijl

(Meone)

Mame
L e

L nf=all

| nfstop

| nfs-udp

| nntp

B nte

| # ping-inbound
/¥ ping-outbound
(8 pop3

| # petp-ct

/% pptp-suite
(i radius

(W radius-acet

|y remd

(i rdp

Iy rexec

(i rlogin
T =

\i#y =mb-all
iy smip

iy =mtp-in
J#ysnmp

(% snmp-trap
|y ==h

|y sshein
Ly sun-rpe
[y =vslag
JJfy telnet

[ titp

(W time

(W traceroute-udp
|y wins

[Mone)

MHamea

N;:Tn'l.lll'-:-rldngH-:-urs

2, o
}-'j Pee ¥y Untitled

match.

_" Weekdays
_u e ekends
Interface: [Mone)
Metmor: [Maone]
SCnedque; [Mone]
Mame

& J Address Fi

_}-‘fnj Speci

match.

N;:Tn'l.l'l.l'-:-rkingH-:-urs
5y Untitled
_- Weekdays

_u Weekends

_.' WhakingHours

Comments

R

MFS (Mebwotk File System) server wia TCR/UDP
MF5S (Metwok File System) senver wia TCP
MF 5 (Netwok File System) server wia UDP —
Metwods News Transfer Protocol

Metword Time Protocol

Inbound ping (does not allaw tracerouting)

Outbound ping (also alloves traceroute via [CMFP)

Fost Office Protocol - Wersion 2

Faint-to-Faint Tunneling Protocal - control channel

FFTF contral and transport

Remaote Authentication Dial In User Sernvice

RADIUS Accounting

Like rexec, but autom atic

Femote Desitop Protocal

Femote Process Execution

Femote login

Resanration Protocal

All S Windows nebvoking ports

Simple Mail Transfer Protocal

Simple Mail Transfer Protocal with SN flood protection

Simple Netwok Management Protocol

Simple Netwok Management Protocol traps (alerts)

Sacure shell

Sacure shell with 5N flood protection

SunfUnix Remote Procedure Call

Syslag

Telnet

Trivial File Transfer Protocol

Legacy time senvice

Outbound traceroute wia UDF

Windows Internet Naming Sernvice w

W

Comments

All hours, except Monday to
Friday 02:00-17:00

natic

Monday to Friday, 00:00-23:59
Saturday and Sunday, 00:00- .,

I (Mane] v
I (Mane) w
W
Comments

HIT IO, BEXRURPL iU dy Lu P
Friday 02:00-17:00

Monday to Friday, 00:00-22:50 M4
Saturday and Sunday, O0:00-

23:59

hdonday to Friday, 08:00-17:00



# | Address Filter

‘#3 Specify source interface and source nebwok, together with destination ir

match.
Source Crestination
Interface: (Monel o [Monel W
M et i Name Comments L7
M any
s core
# ] Comments W dmz
Comments: 48 1an
W8 wan
W) wanz

#] Address Hiter

#3 Specify source intefface and source netwod, together with destinal

match.

Source
Interface: (Mone) "
MNetwork: (Maone] v
Name
#) Comments 4 allnets
o dm=z_ip
Comments:
4 dmznet

“od dnsserver_ip

‘o dnsserver?_ip

o lan_ip

“d lannet

;:]' wand_defaultgu ip
;:} wani_ip

;:]' waninet

;;} wanz_ip

;:]' wanznet

LEAtEuteutrale ate ]

Crestination

[Mone) v

[Monel “
Address

0.0.0.0/0

17217 100254
17217 .100.0/24
202 12864198
4222

192 168.1.1

192 168.1.0/24
202,128,109 .65
202.128.108.52
202 128.109.0527
192 168,120,254
192 168.120.05249



§ Untitled
General Log Settings MAT | SAT | SAT Server Load Elalanéing

# | General

EG) Select log receivens) and severity to enable logging for thiz object.

Enable lagging: |:|
Sewerity:

&/ Log Recelvers

Log to:
(% ANl receivers

(7 Specific recejvens);

8§ Untitled
General Log Settings MAT | "SAT | SAT Server Load E'Isilanci'ng

# | General

QK

] |_ Cance|

m Select log receivens) and severity to enable logging for this object.

Enable logging:

Sewerity: Motice

Lebug
# ] Log Recelvers Info

Lig ta:

arning

e Al Errar

8P ritical
Alerd
qenoy |

§ Untitled
General Lng"Se{'t'ings MAT | SAT | SAT Server Load Balancing
# ] General

% Uze Interface Address

(7 Specify Sender Address
Mew IP Address:

OK

J

Cancel

]




§ Untitled
General | Log Settings | MAT | SAT

# ) General

SAT Server Load Balancing

&

Translate the
(™ Source IP Address
(¥ Destination IF Address

Mew [P Address:

Mewn Port:

gaps

W

All-to-0One Mapping: rewrite all destination |Psto asingle IP

§ Untitied
General | Log Settings | MNAT [ SAT

# J General

SAT Server Load Balancing

k{_]_ Thiswvalue may only be applied on TER/UDP services with port set to either a single port number or a port range without

QK

] I Cancel

L]

Senrer

Addresses:

# J Monitoring

)

Monitoring using ICWP Ping packets:

Use Shared IP:

Fing Inteneal:
Fing hax Loss:

Muaonitaring using TCP pachets:
Usze Shared IP:
TCP Interal:

TCP hdax Loss:

TCP Pors:

# J Distribution

milliseconds

packets

millizeconds

packets

L)

Method: (& Round Robin
(" Connection Rate

Window Time:

# ] Stickiness

seconds

]

Stickiness:
Idle Timeaout: P

hax Slots:

Met Size:

ok

][ Cancel

l




,_jf lan to wani

'_,,g An |P Rule folder can be used to group IF Rules into logical groups for better owverview and simplified management.

Edit the settings for this folder

(] Add =

# ¥ Hame ¥ ,ﬁttron" Sourcelnterface ¥ SourceMetwork = ﬁ)gs’l'ﬁin'atipni_l‘!terfa_te ¥ DestinationNetwark * :Sérvi_ce -

u] '# drop_smb-all Drop lan lannet wanl all-nets srmb-all

Al g allow_ping-outbound MAT lan lannet wanl all-nets ping-outbound

z ‘a allon_Hps MAT lan lannet wanl all-nets i
passthrough passthrough

=) g allow_standard MAT lan lannet wanl all-nets all_tcpudp

(Il Right-click on a roww for further options.

@ Home = Configuration =

I
|
« DFL-800 _ Access

I Objects
_'jg R |J Add, remove and modify IP spoofing filters, that regulates which IP addresses the system will accept assender addresses.
# Rules
IP Rules
iy Access |‘__'j Add »

B g nterfaces
B Routing v Mame » Action ¥ Interface ¥ Hetwork = Cormrments ¥
- @ IDE 1 IDP =
- (g User Authertication (&1 Right-click on a row for further options.
[ [ Tratffic Shaping
(| gl Zone Defense

Untitled

General [ Log Sefings |

47 General 5

Use an access rule to allow or block specific source IP addresses on a specific interface.

Mame:

Untitled
Action: Crrop b
Interface: (Nonéj w
M et [Mane) w
4} Comments %
Comments:

[ 14 ”_ Cancel ]




%] General

Enable lagging: |:|
Saverity: latic

4} Loa Receivers

Select log receivens) and severity to enable logging for this object.

Log to:

& Al receivers

& Specific receiven=)

[ ek

] [ Cancel

' DFL-800

OSystem

_§ Rules

1 Interfaces

W8 Ethernet

WY VLAN

) IPsec Tunnels

& PPROE Tunnels

WP LZTPPPTP Servers
@ L2TPPRTP Clierts
W Interface Groups
il ARP Takle

-l Routing

H-- @ D= DR

| [l User Authentication
3|

3|

-1 Traffic Shaping
g Zone Defense

i O O O e O

Lu'f Interfaces

B3 Ethernet

Configure the settings forthe Ethernet adapters in the systemn,

@ IPsec Tunnels

Manage the IPsectunnel interfaces used for establizhing IPsec
WPH connections to and from this system.

a L2TPIPPTP Servers

Add, remove and configure L2TP/PPTP intarfaces used for
terminating L2TR/PPTP-bazed WPH tunnels.

% Interface Groups

Use interface groupsto combine several interfaces for simplified
policy management.

) VLAN

Add, remove and configures IEEE 802.10Q bazed Wirtual LAN
interfaces.

? PPPoE Tunnels

Setup PPF (FPointto-Point Protocol) tunnels owver Ethernet
interfaces.

@ L2TPIPPTP Clients

L2ZTP/PPTF (Layer2 Tunneling Protocol/Point-to-Point
Tunneling Protocol) intefaces are used for terminating
L2TR/PFTP-based WPHM tunnels.

@ ARPTable

Add, remove and configure static and published ARP entries.

I Objacts
_§ Rules
1 Inter faces

\'3 IPzec Tunnels

@ PPPOE Tunnels

WP L2TPFPTP Servers
P L2TRRPTP Clierts
‘Interfac:e Groups
& SFP Table

[ 2 Routing

E3) Ethemnet

ﬁ Configure the settings for the Ethemnet adapters in the system.

# ¥ HMame ¥ P~ Metwark + DefaultGateway « DHCPEnabled =
o 8 vanl b wanl_ip W waninet 3 wanl_defaultgw_ip Mo
i 8 vanz wanZ_ip wanznet Mo
2 8 dmiz drnz_ip drnzret Mo
3 8 lan lan_ip lannet Mo

Cornments ¥

@ Right-click on a row for further options.




E3) wani

General © Hardware Seﬁihgs Devanced

%/ General 4]

E An Ethemnet interface represents a logical endpoint for Ethernet traffic.

Mame:

wanl
P Address: wanl_ip w
Me o di: wanlnet b
Default Gateway: wanl_defaultgw_ip s

] Enable DHCF Client
D Enable Transparent Mode

# ] Comments 5]

Comments:

oK H Cancel ]

E3 wani

General Hardwar'e'S'ett'ings' Achvanced

# ] General

Mame:

wanl
IF Address: wanl_ip v
Mt Name Address
d dmz_ip 17217 100 254
Disfatiz Stama: 4 dnsservert_ip 202.129 64,195
d dnsserverz_ip 4223
[] Enable DHCP Cli 4 lan_ip 102 168.1.1
[] Enable Tranzpan wani_defaultgn_ip ZUEFE T

192 168 120254

# ] Comments :} wanz_ip




E3) wani
General | Hardware Settings | Advanced

# J General

@ An Ethernet interface represents a logical endpoint for Ethernet traffic.

Mame:

wanl
IP Address: wanl_ip W
Metwar: wanlnet v
Default G ateway: Name Addrazs
4 all-nats 0.0.0.040
o dmz_ip 172 17 100254
B Sutlrrna J dmznet 172.17.100.0/24
[ Enable Transpar d dnsserver1_ip 202,129 64,198
d dnsserver2_ip 4222
¢/ Comments d lan_ip 192.162.1.1
Corimiante: J lannet 192.168.1.0/24
4 wan1_defaultgw_ip 202.129.109.65
wand_ip 20212810982
! wantnet
4 wanz_ip 192 168,120 254
4 wanznet 192.168.120.0/24

B3 wani

General - Hardware Seﬁings | &cvanced

# | General

:@ An Ethernet interface represents a logical endpoint for Ethernet traffic.

Name:

wanl
IF Address: wanl_ip w
Hetwo: wanlnet "
Default G ateway: wanl_defaultgw_ip s
Name Address
[[] Enable BHCP Cli Hane)
|:| Enable Transpan :J dmz_ip 17247 .100.254
o dnsserveri_ip 202 120 541032
& Comments J dnzsenver2_ip 4222
o lan_ip 102 168 1.1 —
Comments:

: 4 wanil_defaultg
o wani_ip 202.129.100 82
J wan2_ip 192 168.120 254



#3) wani
General | Hardware Settings " Svanced

# ) Hardware Settings

E Adjust the hardware settings for the Ethernet intedace.

hedia: Auto w

Duplex: Auto w

E3) wani

General | Hardware Seftings -~ Advanced

# J Hardware Settings

QR

I [ Cancel

E Adjust the hardware settings for the Ethernet inteface.

hledia: Auto o
100
10

E3) wani
General | Hardware Settings Advanced

# ] Hardware Settings

E Adjust the hardware zettings for the Ethernet intarface.

Media: Auto "
Druple:: Auto w
Full

Halt



83 wani

. General | Hardweare Settings | Advanced

t"_-? Automatic Route Creation

Automatically add commonly used routes related to this interface

#Add route for interface network
Add default route if default gateway is specified

Route Metric: 100

[ a4 ] [ Cancel

figuration +

& Home

B Logout @HEI

4 DFL-G00

OSys‘tem

@ PPPCE Tunnels
P LITPPPTP Servers
@ L2TRPPTF Clisrts

&3 Untitled

m Add, remove and configures IEEE 802,10 based Virtual LAN interfaces.

3 Addv

.
Ethernet * VLANID » P> Metwork ¥

#¥™  Mame ¥

DefaultGateway * Commments ¥

Gl Right-click on a row for further options.

y hadify advanced settings

General | Advanced |

&} General

m Ilse a WLAN to define a virtual interface compatible with the |EEE 02,12 Virtual LAN standard.

Default &ateway:

#) Comments

|:| Enable Transparent Mode

Name: Untitled
Interface: [(Mone) L
WLAN 1D o
%] Address Settings 51
IP &ddress: [Mane) w
MNetwoh: (Mone) w
(Mone) iV

Comments:

[ ok

] [ Cance|

J




&3 Untitled

< General | Advanced

%] Automatic Rowte Creation B

Automatically add commonky used routes related to this inteface

Add route forinterface networ:
Add default route if default gateway is specified

Foute Metric: 100

[ DK ][ Cancel ]

gout @Help
fj IPsec Tunnels
I:I"oSystem [—
BT Objects 2
Manage the IPzec tunnel interfaces used for establishing IPsec WPH i to and from this system.

Bl 8 Rules \.j
El- g Interfaces

[} Add »

| |
#¥ MNames ™ LocalMetwork ¥ RernoteNetwark ¥ RemoteEndpaint ¥ AuthMethod » Cornments ¥

'j IPsec Tunnels
aPPPoE Tunnelz

W L2TRPFTF Servers
P L2TPPPTP Clierts
‘Interfac:e Groups

G.l Right-click on a row for further options.
7 Modify advanced settings

@ SFP Table
[ Routing
i =
“7] Untitled
| General & | Extended Authentication (Aauth) |

& General 5]
)
j An IPzectunnel item is used to define IPsec endpoint and will appear as a logical intedface in the system.
Name: Untitled
Lazal Metwor: (Mone) v
Remote Networ: (Mone) v
Remote Endpoint: (Mone) v
Encapsulation Mode: [Tynnel V

# ] Blgorithins 4]
IKE Algarithms: (Mane) Ev
IKE Life Time ol seconds
IPsec Algaorithms: (r.\lone.) "
IPsec Life Time o) seeonds
IPsec Life Time ol kilobytes

4] Comments 51
Comments:

[- 14 ] [ Cancel| ]




fal u
) Untitled
General ' Authertication | Extended Authentication CLAutH) Ru:uuting IKE Settings | Keep-alive | Advanced

&) Authentication ]

(* Pre-Shared Key

Fre-Shared Key: (Mone) “w
{7 X509 Cedificate

Zateway Cerificate: w

Root Cedificatels)

Identification List: v

514 ][ Cancel J

fall u
(1] Untitled
General [ Authentication ' Extended 2utherticstion (Auth) |~ Routing |7 IKE Settings | Keep-alive | Advanced

& J IKE XAuth &3

(v off

(" Require IKE XAuth user authentication for inbound IPsectunnels

(T Paszusername and pasaword to peervia IKE XAuth, if the remote gateway requires it.
Username:
P aszmaord:

Confirm Fasamord:

I_ [s14 ] |_ Cancel|

il u
) Untitled
General | Authertication | Extended Authentication (Auth) ' Routing - IKE Settings | Keep-alive | Advanced

# / Automatic Routing :j

|:| Allowe DHCP ower IPSec fram single-host clients
|:| Cynamically add route to the remote netwodiwhen a tunnel is establizshed

# | Packet Sizes ]
Specify the size at which to fragment plaintext padiets (ratherthan fragmenting |Psec).
Plaintext M TLU: 1474

# | IP Adidresses L]

IP address to use assource IP of the tunnel

f* Automatically pidkthe address of a local interface that corresponds to the local net

{7 Specify address manually:
IF Address:

Ok ][ Cancel I




J Untitled

Genetal | Authentication | Extended Authentication (<Auh) | Routing ' IKE Settings |+ Keep-alive | Advanced
] IKE B
(* Main DH Group
™ Aggressive 2 W
#/ Perfect Forward Secrecy 3
FF%S OH Group
Mone w b
# ] Security Association L’j
(* PerHet (™ PerHost
# / Compatibility Flags Ej
D Do not verify padding
# / NAT Traversal 3
o
(* Onifsupported and HATed
(" Onifsupported
a4 J |_ Cancel I
Fa} .
“) Untitled
General | Authenticstion [ Extended Authentication Cxauth) Routing IKE Settings ' Weep-alive | Advanced
& | Keep-alive L’j
IPzec keep-alives makes sure that an [Psectunnel stays established at all times by continuoshy sending ICMP pings through the tunnel and re-establishing it if
necessang. Mote that this will only weok on LAN to LAN tunnels, i.e. where the remote gateway is a single |P address.
{¢ Dizabled
" Auto
" Manually configured IP addresses
Source |P Address: "
Crestination IP Address: "
14 J |_ Cancel| ]
Fal ) n
“/) Untitled
General | Authentication | Extended Authentication (XAuth) Rou‘fing IKE Settings Keep-aiive Advanced
# J Automatic Route Creation l:j
Automatically add route for remote netwod.
Add route for remote netwodk
Route hdetric: an
s 4 | l Cancel

I




@ Home | guration »

ol
J DFL-a00 PPPoE Tunnels
:I--oSystem I -
B 1 Objects 3
e ! -"f Setup PPP (Point-to-Point Protocol) tunnels over Ethernet interfaces.
B g Rules
El-| gy Interfaces

W8 Ethernet [ Add

M) YLAN ’E FFFPoE Tunnel

j Psec Tunmels #¥ MHame ¥  Ethernatlnterface ¥ Metwaork » ServiceMarme ¥ Usernarna ¥ DialonDernand « Comments ¥
& PPPCE Turnels T
--‘LQTPJ’PPTP Servers (L] Right-clik on a row for further options.

P LZTRPPTP Clierts
‘ Interface Groups
@ ARP Table

[l Rew e

@" Untitled

General | Authentication | Dial-on-demand | &dvanced

# ) General

@ A PPPoE interface iz a PPF (point-to-point protocol) tunnel ower an existing physical Ethernet interface. |t I[P address is dynamically assigned.

Hame: Untitled
Physical Interface: [Mane) L
Remote Netuod: [Mone) w

Semice Mame:

&7 Authentication

Username:
F azamord:

Confirm Fasanard:

4] Comments

Comments:

[ 014 ] [ Cancel

i .
&# Untitled
“General | Suthentication | Dial-on-demand | Advanced

# / Authentication

[ atlow Mo Authentication

Unencrypted Pasaward (PAF)

Challenge Handshake Authentication Protocol (CHAP)
hdircosoft CHAP (WS- CHAP)

Microsoft CHAP Version 2 (MS-CHAP v2)

HEEE

Ok ][ Cancel




@ Untitled

“General | Authertication ' Dial-on-demand ﬁvanced"|

47 Dial-on-demand

fad
inactivity.

D Enable Dial-on-demand

Auctivity Sensing: Bilirectiona| “

Idle Timeout: 00 seeonds

Enable dial-on-demand to delay connection until traffic is sent on the inteface. Idle timeout specifies the time towait before disconnecting due to

] [ Cancel

f Untitled

 General | Authertication | Disl-on-demand | Advanced

4} RMtomatic Route Creation

Automatically add route for remote networ.

Add route for remote networ

Route Metric: ag

@ Home

! L2TPIPPTP Servers

"4 DFL-800

°System

| Ohjects
"|_§ Rules

g Irterfaces

c Add, remowe and configure L2TP/PPTP interfaces used for terminating LZTP/PPTP-based WPHN tunnels.

[ add»

L2TP/PPTF Server

#¥ MHamew  TunnelRrotocol P> Interface ¥ RULLERG

W L2TPPPTP Servers
& L2TPPPTP Clisrts

Commeants ¥

G.l Right-click on a row for further options.
(/ modify advanced settings

[ | 4 Routing




@ Untitled

General © PPP Parameters | &dd Route

& ] General 3]

@ A PPTRIZTP zerver interface terminates PPF (Foint to Point Protocelitunnels set up ower existing IP networks.

Mame: Untitled
Inner P Address: (Mone) w
Tunnel Protocol: PPTP W
COuter Interface Filter: (Mone) W
Sener |P: (Mone) -
#J Comments 4]
Comments:
[ Ok ] I Cancel ]
g Untitied
General ' PPP Parameters -~ Add Route
# ] General B

Fa Specify if User Authentication Rules are to be used, and the encryption strengths allowed. Also specify the IP address assignment and the DHNSANINS
server information to hand outto conneced clients.

Usze User Authentication Rules

# J Microsoft Point-to-Point Encryption (MPPE) !:j

Mone

RC4 40 bit
RC4 56 bit
RCA 128 bit

&7 IP Pool 4]
IP Paoal: (Mone) W
Frimarny Secondany
DHS: (Maone) “ (Mane) b
HENS: [Mane) W (Mone) hd

o1 4 H Cancel ]




| j Untitled

- “General | 'PPF Parameters ' Add Route

& ] Filter ]

£ Restricts netwods for which routes may automatically be added.

Allowed et de: lall-nets v.

4] Proxy ARP 5

Interface to ARP publish the added route on.

Always select ALL interfaces, including new anes.

DK ][ Cancel J

mEE g L2TPIPPTP Clients
~°Sysiem

| Objects

w L2TP/PPTP (Layar 2 Tunneling ProtocalfPaintte-Paint Tunneling Protocol) interfaces are used forterminating L2 TPAPP TP-bazed VPN tunnals.

[ Add
|
Psec Tunnets #¥ Hame=~ TunnelProtocal ¥ RemoteEndpoint ¥
& PPPOE Tunnels
o LZTPPRTP Servers
L2TRPPTP Clients
Interface Groups

OnDemand ¥  Comments =

Username ¥

@ Right-click an a row for further options.




&# Untitied
General | Security

# | General

Digl-an-demand | Advanced

&

@ A PPTRILZTE client interface is a PPP (Point-to-Point Protocol) tunnel aver an existing [P netwoone 1ts IP address and DHS senvers are dynamically

assigned.

Mame:
Tunnel Protocal:
Remote Endpoint:

Femote Metwo:

# /] Authentication

Untitled

PETE 3
(Mone) w

[Mone) i

)

Username:
F asanord:

Caonfirm Fasamord:

# J Commens

5

Comments:

&8 Untitied
General ' Security

# / Authentication

Dial-on-demand | Advanced

oK

J l Cancel

L]

HERFEO

o

Allowe Mo Authentication

Unencrypted Pasamard (FAP)

Challenge Handshake Authentication Protocol (CHAF)
Microsoft CHAP (MS-CHAR)

Microsoft CHAP Wersion 2 (MES-CHAP v2)

crosoft Point-to-Point Encryption (MPPE)

L]

Mone

RC4 40 bit
RC4 56 bit
RC4 128 bit

KEEE | =

QK

] [ Cance|




@ Untitled

General E;ecur:rt\,f Digl-on-demand |~ Advanced

# / General &3
@ Enable Cial-on-demand
D Enable Dial-on-demand
Auctivity Sensing: : w
ldle Timeaout: B
Ok H Cancel ]
Pl 1Ink
&# Untitled
General | Security | Dial-on-cemand | Advanced
# / Automatic Route Creation 5]
FAutomatically add route for remote netwod.
Add route for remote network
Route Metric: an
oK ][ Cancel




W DFL-800
--°Sys‘tem

| Ohjects

§ Rules

I g Interfaces
W8 Ethernet

IPzec Tunnels
'#PPPDE Tunnels

WP LZTPPPTF Servers
& LITPPPTP Clierts
‘Interfac:e Groups
@ LR Table

%) Untitied

! Interface Groups

[ add ¥

E Use interface groups to combine several interfaces forsimplified policy management.

Interface Group

#v Name =

el

G;l Right-clide on a row for futher options.

&7 General

Mame:

4] Interfaces

‘ Use an interface group to combine seweral interfaces for a simplified security palicy.

Untitled

SecuritywTransport Equivalent

HAurailable

Selected

wanl
wanz
dmz

lan
Untitled
Untitled

4] Comments

Comments:

[ Ok ][ Cancel




¥ Home | M Configuration »

o

¥ DFL-300

#- 3 System
-l Ohjects
- Rules

- g Irtter faces

) IPsec Tunnels

& PPPOE Tunnels

@ L2TPFPTP Servers
& L2TRPPTE Clierts
8 Interface Groups
@ ARP Table

& ARP Entry

# / General

ogout

| @ ARPTable

@ Add, remove and configure static and published ARP entries.

[ addv

#w Mode = Interface » P = MACAddress Comments ¥

'\E.]. Right-click on a row for further eptions.

/ Modify advanced seftings

G Use an ARP entry to publish additional IF addresses andfor MAC addresses on a specified interface.

tdade: Publish
Intarface: [Mone)
IF Address:  |[Mone)
hdAC:

# /] Comments

00-00-00-00-00-00 Ev

Comments:

@ Use an ARF entry to publish additional IP addresses andfor bl

[ oK ][ Cancel ]

wr' Use an ARP entrny to publish additional IP addresses andior .

Mode: Publizh w

Intarface: (Mone) "

IF Address: MName Comments
Untitled

hAC: =

g Untitl=d
& Untitl=d

# ] Comments B Untitled

& Untitl=d —

Comments: | & Untitled
hade: Publish ¥ - v
st . core
Inteface: atic
dmz
Fublish !I
IP Address: | puptt g lan
W8 van
hAC: ao0-00-00-00-00-00 o -U\JanQ
hlode: Publizh W
Intarface: [Honel w
IP Address:  [Mane) w
mMaC: HName Address

:ﬂ dmz_ip

gg dnssenrard_ip

# / Comments 4

Comments:

dnzsemvar_ip

:g lan_ip

d wand_defaultgu_ip
:g wanid_ip
3 wanZ_ip

17247 100.254
202.129.64.195
4222
1821631 .1
202.129.108.565
202.129.100.82
182 163.120.254

@Hel



" Horme ™ Configuration » tus B logout | (DHel

4 DFL-500 ,_g._'é Rouling

[]--os‘fstem
B Okjects - & = = i
G mies |~ Main Routing Table @ Policy-based Routing Tables
- -
I:::l"'_.lnterfaces The main routing table of the system. Configure the palicy-based routing tables of the system.
| s Routing
| Main Raouting Table
&) Policy-based Rauting Takles % Policy-based Routing Policy % Dynamic Routing Policy
B Policy-based Routing Pal
‘;g 0 -ase i - Ins pt Configure a policy forwhat policy-based routing tables are to be Bunamiz Roubing b olisyidetines fille o selp ol statically
'@DYnamlc Routing Policy i sl SR : configurad rautes ar OSPF learned rautesto be handled by the
used forwhat network traffic. !
# OSPF Processes action rules.
E]"'_‘IDS fDP
- gl User Authentication

) OSPF Processes

‘g Zone Defenze £dd, remove and configure OSPF Router Processes.

= Traffic Shaping

(/ Modify advanced settings

" - - =
§ orLso0 |~ Main Routing Table
==l
[]-OSystem
B Ohjects =Gk
I The main routing table of the system.
B _§ Rules =
- ==
[ g Interfaces
B- Routing (4 Add
~ Main Routing Takle | Route

2 Palicy-hased Routing Tables |« Switeh Route [nterface ¥ Network ™  Gateway ¥ LocallP * Metric ¥ RouteMonitor ¥ Comments ¥

%Policy-based Routing Palicy o | Route wanl 3 wanlnet 100 Mo alé'::\ctarcc;ufi::;lpetwork i el

%D'ﬁ"namic Routing Policy i  Route wanl 3 all-nets wani_defaultgw_ip 100 Mo Default route over interface "wanl",

2l OSPF Processes 2 | Route wanz 8 wanznet 100 Ma &i{:;ta;c;ufs::;?etwork Yl R OLED
[ D5 £IDP 3 P orouta e 3 ereratt 100 Ne Diract route for netwark "dmznet" over
- gl User Authertication = interface "dmz", - -
[]---_‘r_-:Traffic Shaping 4 | Route lan g lannet 100 Mo %‘{::Ftaizufﬁaz?r A LR R
- g Zone Defense n '
(L] Right-elick an a row for further options.
"~ Route
-

General - Proxy ARP | 'Mcnn'rtor_i

&7 General ]

I Aoroute defineswhat inteface and gateway to use in order to reach a specified netuad.

Eell

Interface; [Mone) W
Metwark: (None]. “
G atewway: [Mane) w
Local IF Address: [iMane) w
hidetric: . o

%] Comments ]

Comments:

[ CE H Cancel




' Route
General | Proxy ARP

# ) General

hanitar

i Aoroute defines what interface and gateway to use in order to reach a speci

Interface:
Mt

G ateway:

Local IP Address:

il etric:

# | Comments

[Mene) w

MHame

o Untitled
o Untitled
& Untitled

“) Untitled
B} Untitled
g any
5 core
8 dmz

Comments:

General | Proxy ARP

# | General

8 lan
U8 wan
B8 wanz

Monitor

Comments

A route defines what interface and gateway to use in orderto reach a sp

Interface:
Metnodi:

3 ateway:

Local IF Address:

Ml etric:

# /] Comments

Comments:

[Mone) W
[Mone) v
Mame

;d' dmznet

;ﬂ' dnzserver_ip

;ﬂ' dnzsernerZ_ip

;ﬂ' lan_ip

;ﬂ' lannet

;ﬂ' wani_defaultgw_ip

Address

0.0.0.0/0

172 AT A00. 254
172 AT A00.0024
202 128.64.192
4222

192 168.1.1

192 168.1.0024
202128109 .65
202.128.109.52
202.129.109.0527
192 168.120.254
192 168.120.0/24



Aoroute defines what interface and gateway to use in order to reach a specif

Interface: [Mone) W
Nt (Mone) W
Gateway: [Mone) “
Laocal IF Address: Name Address

hetric: ATZAT 00254

202 12064182
4222

.. dmz_ip
;_:} dnssenrer_ip
;:! dnzsener2_ip

# | Comments

192.168.1.1
202128108 65
202.129.109.82
192 62 1202549

;_:} lan_ip

;:! wiand_defaultgu_ip

;_:} wan_ip

;_:) wanZ_ip

Comments:

' Route

General ' Proxy ARP Monitar

# | Proxy ARP

& /) General

| = A route defines what interface and gateway to use in orderto reach a =sp

Interface: (Mane) w
M et (Mane) w
G ateway: (Mone) W
Local IF Address: [Mone) w
Metric: MName Address

(Hone)

;& dmz_ip

172,47 100 254
&) Comments

;_-j' dnssenrer!_ip 20212964195 L

4222

192 A68.1.1
202.129.109.65
202.129.100.82
192 62 120.254

;:} drzzene@_ip

;ﬂ' lan_ip

;_-g wan1_defaultgu_ip
;:]' wanil_ip

;& wanz_ip

Comments:

L]

Interface to ARF publish the added route on.

Auwailable Selected
wanl e |
wanz =
dmz
lan
Untitled i
| Untitled ¥

D Always select ALL interfaces, including new ones.

'~ Route

General | Proxy &RP " Monitor

# / Monitoring for Rowte Failover

o4 ][ Cancel

B

| o= The health of a route may be monitorad for route failower purposes.

|:| Manitar This Route

# | Method

L)

Monitor Interface Link Status
Manitor &ateway Using ARP Lookup

Manual ARP Lookup Intenval: illice nande

14 ] [ Cancel|




3 Tool

W DFL-300
E]--OSystem

BT Ohjects

Bl § Rules

| g Interfaces

El | 2 Routing

| Main Routing Tahle
EiyPalicy-hased Routing Takles
B Palicy-based Routing Palicy
%Dynamic Routing Policy

2§ DSPF Processes

- @D f IDP

| g User Authertication

74 Traffic Shaping

gl Zone Defense

@ Untitled

T -
{3 il R R B

@ Policy-based Routing Tables

@ Configure the policy-based routing tables of the system.

[ add

| @ Folioy-based Routing Table
#¥  Hame~w Ordeting = RemouelnterfacelPRoutes ¥

Comments ¥

@l Right-click en a row for further options,

%7 General

Hame: Untitled

Ordering: only

%] Comments

@ A policy-based routing table iz used to define an alternate routing table.

W

|:| Remuowe Interface IP Routes

{make firewall totally transparent)

Comments:

[ K J [ Cancel

@ Untitled

% General

# ) Comments

Name: Untitled

Ordering: Cnly
Default
First

@ A policy-based routing table is used to define an alternate rouw

Only

Comments:




4 DFL-300
QSystem
| Ohjects
_§#Rules

w8 Interfaces

oz Fiouting

~ Main Routing Tablz
~EyPalicy-hased Routing Tables
‘:’Policy-based Routing Policy
-8 Dynamic Routing Policy

2 OSPF Processes

A= I0P

{Uzer Authentication

= Traffic Shaping

ML E Famn Fimdmmmn

@ Untitled

&/ General

% Policy-based Routing Policy

% Configure a poliey forwhat palicy-based routing tables are to be used for what nehwods traffic.

3 Add »
| "3} Folicy-based Routing Rule

# ¥ Mame ¥ Sourcelnterface ¥ SourceMetwork «

DestinationInterface *

DestinationMetwork * Service ¥  Comments ¥

@ Right-click on a row for further options.

&

L A Policy-based Routing Rule forees the use of policy-based routing tables in the fonward andfor return direction of traffic on a connection. The 'ordering’

parameter of the polioy-based routing table determines if the router is consulted before or after the main routing table.

Name: Untitled
Fonward Table:  {Mone)
Return Table: (Mone)

Senice: (Mone)

Schedule: (Mone)

%/ Adldress Filter

]

match.

Source
Interface: (Mane)
Metorc (Mane)

&/ Comments

Destination
v [Mone) P
" [MHanel ¥

Specify source interface and source netwods, together with the destination interface and destination netwo. All parameters have to mateh forthe rule to

Comments:

A Policy-based Routing Rule forces the use of policy-based routing -

parameter of the policy-based routing table determines if the router is consu

Mame:

Fonward Table:  |(Mone)

~ <main=

Return Table: MHame
Senice:
Schedule: [Mone)

S T R T T

Untitled

7% Untitled

W

Comments

o 4 I[ Cancel

J




Senrice:

Schedule:

# | Address Filter

ﬁj Specify s

match.

Interface:

M et

# ) Comments

Comments:

[Mone)

Mame

[y Hazs

By H323-
zatekeeper
'_B Untitled
/¥y Untitled
/¥y Untitled
/¥y Untitled
(i all_icmp
iy all_senvices
iy all_top

(i all_tecpudp
iy all_udp

iy bootpe

iy bootps

\#y chargen
iy dn=-all

iy dns-tep

iy dns-udp
iy =cho

gy =pmap

Ly finger

| # ftp-inbound
| ftp-internal
|y ftp-outhound
|y ftp-passthraugh
| #y gopher

| ¥y gre-encap
| htp

|y hitp-all

(i http-in

Comments
H.223 wia H323 ALG - Enables H.323 communication e

H.223 RAS wia H323 ALG - Enables communication with H.2323
3 atekeepers

I

All ICMFP services

All ICMWP, TCP and UDP senrices

All TCP sernrices

All TCP and UDP senvices

All UDP senvices

Bootstrap protocol (also DHCP) client

Bootstrap protocol (also DHCP) senrer -
Character generatar

OHS wia TCP and UDF

Lomain Hame Senvervia TCP - mainly zane transfars

Lomain Hame Senver via UD'P - standard queries

Echo senrice

REFC pot mapper, used by bS5 Windows nebuvorking

Finger

FTP - protects server against data channel attacks

FTF - protects client and servar against data channel attacks
FTF - protects client against data channel attadks

FTP - unrestricted - allowes all transfer modes for elient and senver
Gopher

Genaric Routing Encapsulation

Warld Miide Web HTTP

HTTF and HTTFS

Wiorld Wiide Wifeb HT TP with SN flood protection w



Return Table:
Sanice:

Schedule:

# J Address Filter

ﬁj Specify so

match.

Interface:

Nt

# /] Comments

Comments:

[Mane)

[Mone)

Name

|y hitp-in-all
%y hitp-outbound
JJfy hitp=

(J#y htp=-in

(Jfy ident

(¥ igmp
iy ke

Jfy imap

# ipcomp

% ipip-encap
i ipsec-ah

(J# ipsec-esp
\# ipsec-natt

| #y ipsecsuite
Ly 12tp-ctl

| 12tp-encap
Ly 12tp-ipsec
Ly 12tp-raw
|y 1dap

Wy Idaps

iy lpr

|y microzoft-ds
\#y ms-sql-m
|y ms-sql-=
%y netbios-dgm
Wy netbios-name
¥y netbios-szn
(J#y netoon

JJfy nt=-all

JJ#y n=-top

Comments
HTTF and HTTPS with 5N fload protection Y
HTTP wia HTTF ALG "hitp-outbound” - strips all active content
Secure HTTF ower SSL/TLS
Secure HTTP ower SSL/TLS with SN flaod protection
Legacy authenticationfidentification senrice I
Internet Group Management imulticast control)
Internet Key Exchange - key management for IPsec
Interactive Mail Access Protocol w2 and wd
IP Payload Compression Protacol
IP-in-1P encapsulation
IPsec AH (authenticated anly)
IPsec ESP (encrypted and authenticatad)
IPsec MAT-traversal (through udps45007
The IPsec+HKE suite —
Layer Twa Tunneling Protocol - control channel
Layer Twa Tunneling Protocol - encapsulation
L2 TF using IPsec for encryption and authentication
L2TF contral and transport, unencrypted
Lightweight Directony Access Protocol
Secure LDAP owver S5LSTLS
Line Printer (spoaler
Microsoft-05 - SMB without MetBIOS
Microsoft SQL-Manitor
hicrosoft SQL-Sener
MetBIOS Cratagram Sernvice
NetBIOS Mame Senvice
NetBIOS Session Senvice - SMB
Femote Management
MFS (Mebuvork File System) server wia TCRIUDP
MFS (Mebuvork File System) server wia TCP W



Fonward Table:
Return Tabla:
Senvice:

Schedule:

# J Adidress Filter

ﬁj Specify so

match.

Interface:

N et i

# / Comments

Comments:

HEturn 1 aoie:
Senice:

Schedule:

# J Adiress Filter

e

[Mane)
[Mone)

[Mane)

Mame

E nfs-tcp

iy nfs-udp
\J#y nntp

iy nip

% ping-inbound
% ping-outbaund
8 pop3

(8 prtp-ct

| # pptp-suite
[y radius

[y radius-acet
|y romd

| e

Ly rexec

\#y rlogin

._ﬁ isip

/¥y smb-all
(i smtp

\#y smtp-in
Wy snmp

\#y snmp-trap
(W ==h

(i ==h-in

(i sun-rpe
[y svelog

(i telnet

| titp

iy time

(i traceraute-udp
(Jy wins
[Mone)

[Monel

[(Mone)

Mame

Specity 5o NEn'l.l'll'-:-rkingH-:-urs

_' Untitlad
match. _" e akd ays

B e ke nds
Interface: [Mone)
Hetna: (Maone)

# ] Comments

W
W
W
Comments
MFS (Mebuwodk File System) senver wia TCP M

MFS (Mebuwortk File System) senver wia UDP
Mebmwod: Hews Transfer Protocal

Metwort Time Protacol

Inbound ping (does not allow tracerouting) I
Outbound ping false allows traceroute wia ICMP)

Fost Office Protocol - Wersion 3

Fointto-Point Tunneling Protocol - control channel

FFTF contral and transport

Remuote Authentication Dial In User Senvice

RADIUE Accounting

Like rexec, but autom atic

Remuote Deddop Protocol

Remaote Process Execution —
Remuote lagin

Resenration Protocol

All WS Windows netuoking ports

Simple Mail Transfer Protocaol

Simple Mail Transfer Protocol with 5%M flood protection

Simple Netwok Management Frotocol

Simple Netwak Management Protocol traps (alerts)

Secure shell

Secure shell with 5N flood protection

SunfUnix Remote Procedure Call

Syslog

Telnet

Triwial File Transfer Protacol

Legacy time senrice

Outbound traceroute wia UDP

Windowes Internet Haming Senvice W

W
W

W

Comments

All hours, except Monday to
Friday 02:00-17 00

nation

Monday to Friday, 00:00-23:59
Saturday and Sunday, 00:00-

I (Meane) I
W (Mone) W

Comments:



_§ Rules
g Interfaces

~ Main Routing Takle

%Policy-based Routing Policy
%Dynamic Fouting Palicy
2 OSPF Processes

% Dynamic Routing Policy

< Routing [ Add =

@i Palicy-based Routing Tables Eitd

Fram ¥ 'lp's_ i:i_i:_'n rocess ¥

RoutingTable

% Cynamic Routing Paoliey defines filtars to select statically configurad routes or OSPF learmed routes to be handled by the action rulas.

C @m‘fn‘ ents ¥

@.l Right-click an a row far further options.

&= /0P

%8 Untitled

General - More Parametera_] “Log Settings_|

%] General

]

A Dynamic Routing Policy rule creates a filter to cateh statically configured or OSFPF learned routes. The matched routes can be controlled by the action

rlesto be either exported to O5PF processes orto be added to one or more routing tables.

iame: | Untitled

{* From OSPF Process: Awailable

Selected

N W
M v

" From Routing Table: ~vailable

Destination interface: -EN-one:l-

4] Destination Network

...Exactly Matches: | (Mope)

...Or is within: (Mone)

#] Comments

Comments:

[ OK J[ Cancel ]




& Home [ nfiguration «

b [

I @ Untitled

¥ DFL-800
= @systen General | More Parameters | Log Settings
-] Ohjects
[ # Rules 47 General 51
[ g Interfaces Nt H
Q. op:
(= 2 Routing 4 fHisns)
| Main Routing Table M etric: o
E5) Policy-hazed Routing Tahbles
%Policy-based Routing Policy #] OSPF Specific lj
8 Dynamic Routing Palicy
: Fouter ID: [Mane)
o OSPF Processes
- &0s /0P OSPF Route Type: [Mone)
- g User Authertication OSPF Tag:
[+ Tratfic Shaping ' 1
[ g Zone Defense
.
‘3@ Untitled
General ' More Parameters | Log Settings
x
% Untitled 47 General
General ' More Parameters ~ Log Settings bl dfbice: [Mane) b
hletric:
% General to
Hext Hop: Mone .
— 5 47 OSPF Specific
i etric: Hame Address
: Fouter ID: (Mone) "
o dmz_ip 172147100254 OSPF Route Type: | Name -

# | OSPF Sped

ﬁ dnssenver]_ip

202.129.64.192

Ruouter ID: :g dnssercer2_ip 42.2.2

o lan_ip 192 168.1.1
BSFFRoute T ) pan1_defaultgw_ip 202,120,109 65
OSRF Tag: | 4 wani_ip 202.129.109 52

mwanz_ip

192.162.120.264

OSPF Tag:

3 dmz_ip

:g dnssenver!_ip

3 dnssener_ip

3 lan_ip

a wand_defaultgu_ip
a wand_ip

a wanz_ip

AF2 AT A00.254
202,120 64,192
4222
192.168.1.1
202129109 .65
202.129.109.82
192168120254



%8 Untitled

General ! More Parameters -~ Log Settings

# J General

Mext Hop: [Mone)

W
hil ertric: to
# ) OSPF Specific
Router |D: (MHonel w
O5PF Route Type: [Mone) w

OSPF Tag:

“g Untitled

General [ hore Parameters © Log Settings

# J General

Eﬁ, Select log receivens) and sewerity to enable lagging for this object.

Enable logging:

Sewverity: Motice

Lebug
# / Log Receivers Info

L) 40 Wiarning
f A Errar

" 5Pt Ciitical
Alerd

jency



@ Home

4 DFL-500 '-@ OSPF Processes
- OSystem [[—
[~ Ohjectz
- § Rules
[l g4 Interfaces
B { 22 Routing 1 Add »
- Main Routing Takle
SRy Policy-based Routing Tables # Hame ¥

%Policy-based Routing Palicy
“{gDynamic Routing Policy
«3 OSFF Processes

—-sb Add, remove and configure OSPF Router Processes.
|

RouterlD « Cormrnents ¥

'L?.l Right-click on a rowu for further options.

b
(£}

- @ D= DR
[ g Uzer Authentication

@ Untitled

General

&7 General

Debug | Authertication | Advanced | Log Seftings |

Q An O5PF Router Process defines a group of routers exchanging routing information wia the Open Shortest Path First routing protocol.

Mame: Untitled

Router 10 (Mone)

Reference Bandwidth:

1| |Gbps

[] RFEC 1583 Compatibility Made

4] Comments

Comments:

] [ Cancel

@ Untitled

General © Debug [ Authentication [ Advanced | Log Settings

# / General

@ An OSPF Router Process defines a group of routers exchangir

Name: Untitled

Fouter ID: (Mone) "

Mame Address

Reference Ba

:g dmz_ip

3 dnsserverd_ip

3 dnssenar?_ip

gg lan_ip

3 wani_defaultgu_ip
:g wani_ip

3 nanZ_ip

172,17 .100.254
202 120 64192
4222

192 162.1.1
202,128,109 65
202,129,109 .82
192 162 120 254

[] rFC 15=

# J Comments

Comments:

General | Debug | Authertication | Advanced | Log Settings |

& | General

@ An OSPF Router Process defines a group of routers exchanging routing information wia th
Name: Untitled

Router L (Mone) »

Refarence Bandwidth: 1 Ghps v
bp=s
D RFC 1522 Compatibility Mode Kbps
Mbps
#) Comments .

Comments:




% Untitled

General Debug Authertication | Advanced | Log Seﬁings

& | General

@ Tao assist in troubleshooting routing problems, log messages may be genarated for 3 wide v

General: Off w
Hello Packets: Off w
[Lratabase Description Packets: off o
Exchange Fadiets: Off L
Internal LSA Logic: Ooff L
SPF Calculations: off w
Routing Table Manipulation: off -

m LIS

General ' Debug © Authentication | Advanced | Log Seftings

# J General

@ To assist in troubleshooting routing problems, log messages may be genarated

General: off "
Hella Padiets: off

Lo
[ratabase Description Padets: Medium
Exchange Padiets: _I-!?gh -
Internal L5A Logic: off V
SPF Calculations: Off "
Fouting Table Manipulation: | off V

@ Untitled

General ﬁebug- Authentication | Advanced | Liog Seﬂings

# ) General

@ All OSPF protocol exchanges can be authenticated via s simple pasanord or cryptograhpic |

* Mo (nulhAuthentication
(" Paszsphrase

™ MDS Digest
10

Key:



@ Untitled

General | Debug | Authentication ' Advanced © Log Settings

# ] Time Settings

SPF Hold Time: 10| Seconds
SPF Delay Time: 5| Seconds
LSA Group Placing: 10| Seconds
Foutes Holdtime: 45| Seconds
# | Memory
hlax RAM usage for process: Kilobytas

\Ll If not specified, the live database for each Routar Process may use up to 1% of total RARM.

@ Untitled

General | Debug | Autherticstion | Acdvanced Log Settings

# ] General

EG/ Select log receivens) and sewverity to enable logging for this object.

Enable logging: D
Sewvearity: . w

# /] Log Receivers

Liog to:
(% Al receivers

(T Specific receivers):




¥ Horne ™ Configuration v C tus Blogont | OH

¥ DFL-300 j IDS /1IDP

]--o System

[

[#+|_I Ohjects .

5 (g s & IS Signatures @& DS Rules
[

[

| g Interfaces IDS/DP Rules are used to detect intrusion attempts andfar

Wiew the preset Intrusion Detection Signature groups

- _s‘gRDu‘ting inspect netwark traffic and take appropriate action.
El""_"lDS !DP

& DS Signatures v

@ DS Rules o, IDS Updates

#0105 Updistes Seftings Related to the IS Update Mechanism.

- gl User Authentication
B Traffic Shaping
B g Zone Defense

@ Home T figuration = = 7

 DFL-00 ﬁ IDS Signatures

20
Wiew the preset Intrusion Detection Signature groups
g Interfaces
|z Routing - % 3
L @IDs JIDP sl i SRR T - - .
{- DS Signaturas u] é FROM_INT_* TraFF?c from internal netwaork to e.xternal network
‘IDS Fules at G_ FROM_EXT_ * Traffic from external netwark to internal network
' DS Undstes 2 c;: FROM_EXT_WEB_FRONTPAGE
i ﬂier Au‘t:entication . € FROM_EXT_WEe_Lis
4 & FROM_INT_TELMET
= Tratfic Shaping 5 & FROM_ENT_TELMET
‘g Zone Defense & c{_ FROM_INT_EMAIL WIRLS
7 @ FROM_ENT_MAIL_SMTP
2 & FROM_ENT_MAIL_POP3
9 (; FROM_EXT_MAIL POPZ
10 & FROM_EXT_IMAP
11 & FROM_EXT_FTP
1z & FROM_EXT_DNS
13 & FROM_ENT_FINGER
14 & FROM_EXT_EXPLOIT
15 t{_ FROM_INT_ATTACK_RESPOMNSES
16 & FROM_EXT_SHELLCODE
@ Right-click an a row for futher aptions.
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LFL-300
o System
I Ohjects
- § Rules
g Interfaces
1 a3 Routing
@ D3 fIDP
& DS Signstures
3 DS Rules
H01DS Updstes
gl U=er Authentication
|7 Traffic Shaping
- ig Zone Defense

¥ DFL-500

[E3]
[ § Rules
[+
[

fau)
L

°System

-] Objects

- gy Interfaces
|z Riouting

[ gIDS /IDP

2 DS Signatures
¥ DS Rules

DS Updlates

- g User Authertication

| = Traffic Shaping
[ gl Zone Defense

.c FROM INT *

b
=\ Intruzion Detection Signatures that are grouped

names, and also ordinany signature group names.

# ¥ Mame ¥

{;. ATTACK-RESPOMSES Microsoft

g cmd. exe banner

;L ATTACK-RESPOMNSES windows
directary listing

2 {; ATTACK-RESPOMSES cormmand

completed
3 {; ATTACK-RESPOMNSES command errar
{-1' ATTACK-RESPOMSES indew of feqi-

4
response
= &= ATTACK-RESPONSES successful
gobbles sshutuptheo ex...
& {-_ ATTACK-RESPOMSES succassful

gobbles sshutuptheo ex...
7 & TELNET lagin incorrect
& @ TELMET roct login
a G_ WIRUS QUTBCUND  bat file

attachmeant
1 & VIRUS OUTBOUND .chm fils
attachment
11 E_ VIRUS OUTBOUND . corm file
attachrent
45 @ VIRUS OUTBOUND .diz fils
attachment
1% G_ VIRUS QUTBOUND . dIl file
attachmant
14 @ VIRUS OUTBOUND .doc fil=
attachment
15 E_ VIRUS OUTBOUND exe file
attachrment
1 @ VIRUS OUTBOUND .hsq file
attachment
17 E_ VIRUS QUTBOUND  hta file
attachment
4q @ VIRUS OUTBOUND .ini fils
attachment
1a G_ VIRUS QUTBOUND . pif file
attachment
o & VIRUS OUTBOLIND .req file
attachrent
1 G VIRUS OUTBOUND . =cr file
attachment
55 @ VIRUS OUTBOUND .shs fil=
P Y

based on awildeard string (containing

™ and "7'). The wildcard are matched against individual signature

IDSSeverity ¥ Cormments ¥

Attack

Attack

Attack

Attack

Attack

Attack

Attack

Adtack
Attack

Attack

Attack

Attack

Adtack

Attack

Attack

Attack

Adtack

Attack

Attack

Attack

Attack

Attack

Attack

ATTACK-RESPONSES Generic Microsoft crnd.exe banner warning, This
signature strongly suggest a systern compromise

ATTACK-RESPONSES Windows directory listing, Irmpact: Probable systern
comprormise

ATTACK-RESPONSES command completed. This zsignature strangly
suggest a systemn comprormize

ATTACK-RESPOMNSES command error. This signature strangly suggest a
systern compromise

ATTACK-RESPONSES index of fegi-bind response. Immpact: Poszible
configuration disclosure

ATTACK-RESPONSES successful gobbles szh exploit, Impact: Arbitrary
code execution,

ATTACK-RESPONSES successful gobbles ssh exploit, Impact: Arbitrary
code execution,

TELMET login incorrect
TELMET root lagin

WIRUS OUTBOUND .bat file attachrment
WIRUS OUTBOUND (chm file attachment
WIRUS QUTBQUND .com file attachment
WIRUS OUTBOUND .diz file attachrment
WIRUS QUTBOUND .dil file attachment
WIRUS OUTBOUND .dac file attachreant
WIRUS OUTBOUND .exea file attachment
WIRUS QUTBOUND (hsq file attachrment
WIRUS QUTBOUND (hta file attachrment
WIRUS SUTBOUND .ini file attachrment
VIRUS OQUTBOUND . pif file attachrnent
WIRUS QUTBQUND (reg file attachment
WIRUS OUTBOUMD .scr file attachment

WIRUS SUTBOUND (shs file attachment

Q IDS/IDP Rules are used to detect intrusion attempts andior inspect network traffic and take appropriate action.

3 Add -

IDSADF Rule

# ¥ MNarme ¥  Sourcelnterface =

SourceMetwork ¥

DezstinationInterface ¥ Destinationietwark = Service ¥

@ Right-click on a row for further options.



@& Untitied
General | Log Settings

# | General

5

a IDS/DF Rules are used to detect intrusion attempts andfor inspect netwok traffic and take appropriate action.

Name: Untitled

Senice: (Mone) v

Schedule: (Mone) R

Also inspect dropped padiets
# | Address Filter ]

J-.i Specify source interface and source networ, together with destination interface and destination nebwode All parameters hawe to match forthe rule to

959

match.

Source Desination
Interface: (Mone) w (Mane) “
Netok: (Maone) v (Mone) w

# | Comments

)

Comments:

L 2k H Cancel




‘ IDSADF Rules are used to detect intruzsion attempts andfor inspect network traffic and take appropriate action.

Name: Untitled

Senice: [Mone)

Schedule: Mame
iy H323

. B H323-
A =clinsg zatekeeper

iy Untitled
@ Address Fi [ untitled
T a | \#y Untitled
_ﬂdl“j Speci [y Untitled
match. iy all_ismp
%] all_senvices
iy all_tep
Interface: \#y all_tepudp
iy all_udp
Hehma: % bostpe
i bootps
J# chargen
Jify dn=-all
Comments: (i dns-tep
(i dns-udp
\#y rcho
# epmap
(W finger
% ftp-inbound
_'ﬁf‘tp-internal
_'ﬁf‘tp-nutbnund
\y ftp-passthrough
) gopher
_'ﬁ gre-encap
iy hitp
JJ#y hitp-all
(J#y hitp-in
(J#y hitp-in-all
%] hitp-outbound
iy hitp=s

# J Comments

@€ Untitled
General ' Log Settings

# ) General

Comments
H.223 wia H323 ALG - Enables H323 communication

H.223 RAS wia H323 ALG - Enables communication with H.2323
Gatekeepers

All ICMP senvices

All ICMP, TCP and UDP senvices

All TCP sanvices

All TCP and UDFP senvices

All UDP services

Bootstrap protocol (also DHCP) client

Bootstrap protocol (also DHCP) senrer

Character generator

DMNS wia TCP and UDF

Domain Mame Semverwia TGP - mainly zone transfers
Domain Mame Semcerwia UDP - standard queries

Echo senrice

RFC part mapper, used by MS Windows nebwvaking

Finger

FTF - protects zerver against data channel attacks

FTF - protects client and server against data channel attacks
FTF - protects client against data channel attadks

FTP - unrestricted - allowes all transfer modes for elient and senver
Gapher

Generic Routing Encapsulation

Warld Mide Web HTTP

HTTF and HTTFS

Wharld Wide Wieb HTTP with S5 flood protection

HTTP and HTTPS with S%H flood protection

HTTP wia HTTP ALE "hitp-outbound" - strips all active content
Secure HTTP ower S5L/TLS

Al p.

":G, Select log receivens) and severity to enable logging for this object.

Enable logging: |:|
Sewerity:

# ) Log Receivers

Laog to:
(% Al receivers

(7 Specific receivers):




¥ Home figuration + 1 - Blogout | (DHelp

g 2 IDS Updates
- Svstem
] Ohjects #7 IDS Updates L]

_# Rules P

1w Irterfaces % Settings Related to the IDS Update Mechanism.
) Routing

& D3 /DR [] Enable Updates

IS Signatures

Update Sencer:

g User Authentication

(2 Tratiic Shaping Irten CEtsr
d Zone Defense Specific Date in Each Month:
Specific ay in Each Week: |1* b
Fattern Update Time: I: CHH: MW
# ] IDS Updates
% Settings Related to the IDS Update Mechanism.
Enable Updates
Update Server: hitpifdflupdate dlink.co.ukfidsf
Interval: Manthly 4
Specific Date in Each Month: | D3I Daily Updates
e ebily e ekly Updates
Specific Day in Each Week: b anthly honthly Updates
Fattern Update Time: : [HH: M hi)




P

w Horme M Configuration»  Jf Toc s Blogout | @nel

J DFLam _& User Authentication

EZI--oSystem

[T Ohjects z

14 Rules '@y Local User Databases & External User Databases

i e mces tanage the local user databases and user accounts used for External user databases, such az a RADIUS server, are used to
[ _g}jRouting authentication purposes. werify user names and pasawvords.

| gIDS / IDP

E

L Authenticat a .
e —— ﬁ User Authentication Rules

@i local Uzer Databases
EE:’demal Uszer Databaszes The User Authentication Ruleset specifies from where users are
ﬁUSEr Athertication Rules allowed to authenticate to the system, and how.

[ Traffic Shaping
- g Zone Defense

@ Home B figuration~ = §T To tus B Logout

.’ﬁ; Local User Databases

¥ DFL-800

o System

H-| I Objects s
- 8 Rules Lﬁ Manage the local user databases and user accounts used for authentication purposes.
| g Irterfaces
- 4 Routing ] Addw
L@ IDs DR @ LocalllserDatabase
[l gl User Authertication i Comments ¥
[ gl Local User Databases 0 8 Adrinlsers

@ AdminUzers
& External User Databases
B User 2uthentication Rules
= Tratfic Shaping
t- | g Zone Defense

@ Untitied

L!_..l Right-clidk an a roww for further options.

[l

%] General 51

[ ﬂﬁ; A local user database containg user accounts used for authentication purposes.

Name: |Untitled

%] Comments ]

Comments:

¥ DFL-800 % External User Databases
:I--oSystem

H-| I Ohjects
H-|_§ Rules

| g Interfaces

£ | 22 Routing Lj Add =
H

]

& External user databases, such as a RADIUS server, are used to wverify user names and passwords.

i IO O e OO e B e A

- @D fIDP gl External User Database

4> Mame * IPAddress + Port = RetryTirneout * Comments ¥

[i]

| gl User Autheritication

@i Local User Databazes
ﬂ;ExternaI Uzer Databazes
B Uzer Authentication Rules
| 7 Traffic Shaping

G.l Right-click on a rows for further options.

1-[F
I



& Untitled

%7 General

Shared Secret:

Confirm Secret:

4] Comments

% External user databases, such as a RADIUS senver, are used to werify user names and pasamards.

Name: Untitled

Type: Radius o
IP Address: (Mane) Fr.
Fort: 1912

Retry Timeout: o

Comments:

e

Configuration

& Hom

¥ DFL-800
EZI"oSystem

[ Ohjects

B[ 8 Rules

- gy Interfaces

[ Routing

- DS/ IDP

- gl User Authertication

[ @ilocal Uzer Databazes
--&Ex{ernal User Databases
8 User futhertication Rules
1= Traffic Shaping

gl Zone Defense

sa User Authentication Rules

ﬁ The User Authentication Ruleset specifies from where users are allowed to authenticate to the system, and how,

0 add >

g User Authentication Rule

#v Marne ¥ Agent ™ AuthSource ¥ Interface = Comments ¥

@l Right-click on a rows for further aptions.

General | Log Settings |

47 General

Mame:

Agent:

Authentication Source:
Interface:
Qriginator IP:

Terminatar IP:

4] Comments

Untitled

HTTP
Radiuz
(Monel

(Mone)

ﬁ The User Authentication Ruleset specifies from where users are allowed to authenticate to the system, and how.

G,l For XAuth and PPP, this is the tunnel ariginatar [P,

Comments:

Ok Cancel

I




—

General | Log Seftings [ Authentication Options | HTTPCz) Agent Options | PRI

# ] General

% The User Authentication Ruleset specifies from where users are allowed to .

Name: Untitled
Agent: HTTP "
Authentication Source: HTTF
HTTFS
Interface: xauth
Originatar IP: PPP_
" i ¥ IL] For XAuth and PPP, this
Terminatar IP: "
# ] Comments
Comments:
PG L | LA LI I | L] Dol LI | RIS s | DL L L e I s b | 1

& | General

% The User Authentication Ruleset specifies from where users are allowed to a

Hame:

Untitled
Agent: HTTP w
Authentication Source: Radius [
Interface: Drizallow
Originator IF: Local his
Terminator IP: [

# /] Comments

Comments:

ﬁa Untitled

General Log Settings A1thentication b}dtinn's 'HTT.F'-[Sj .-"-ig'eﬁt Optiu:iné FPPP Ageﬁt Omic{n's”

&} General

Restrictions

[B, Select log receivens) and severity to enable logging for this object.

Enable lagging: D
Sewerity:

# J Log Receivers

51

Log to:
(5 Al receivers

™ Specific receivens):

Ok

] [ Cancel




€4 Untitled
General | Log Seﬁi'ngs Authentication Options HTTF"(éjAgent bbtinns f PF"P'igerrt fjptions Restrictions

# /] General

% Selact one or more authentication senvers. Also select the authentication method, which is used for encrypting the user pasamard.
Radius Senvens): Aurailable ] Selected
|| Untitled

Radius Method: PAP

Local User DB:

|_ Ok ” Cancel

II.' m,
ﬁ@ Untitled
General | Log Seftings | Authentication Options | HTTP(=) Agert Options © PPP Agent Options | Restrictions

# ] General

]
Login Type: HTMLFakm w
Realm String:
# ] Certificates B
Host Certificate: -
Root Certificate: v

[ Ok ][ Cancel ]




9@ Untitled

General | Log Settings | &uthertication Options | “HTTP(=) Agent Options

# /] General

PPP Agert Options

Restrictions

)

Allow Unauthenticated Users

Unencrypted Pasamard (FAP)

Challenge Handshake Authentication Protocol (CHAP)
Microsoft CHAP (hMS-CHAR)

Microsoft CHAP Werion 2 (MES-CHARP v2)

ﬁd Untitled

General | Log Settingz |~ Authentication Options | HTTRi=) &gent Options

# | Timeouts

PPP Agent Options

Restrictionz

OK

] [ Cance|

5

Idle Timeout: 1800 seconds

Seszion Timeout: secands

|:| Use timeouts received fram the authentication senver.

\'_l Mote that if no timeouts are received, OR if this checddox is unchedeed, the abowe settings will be used.

# J Multiple Username Logins

B

(* Allow muliple logins per username
" Allowone login perusername, dizallow the rest.
" Allowone login perusemame,

replace existing user if idle for more than

oK

] [ Cancel




& Home B Configuration = ts E Logout

3 DFLen Traffic Shaping

E]--°System
B[ i Objects
= . 8 e

B8 Rules Pipes Pipe Rules
B Inter faces Pipes are used as regulators for network traffic flowing through Define a traffic shaping policy by spesifying what netwadk tratfic
[ 4 Routing the system. should flow through what pipes..
[ D5 /DR
[ gl User Authertication

] &

| Traffic Shaping
€ Pipes
Pipe Rules

B+ g Zone Defense

¥ Home = M Configuration v W Status B Logout

4 DFL-500 Pipes

]--o System

H- I Ohjects
s o Fipes are uzed as regulators for netwodc traffic flowing through the system.
-+ _# Rules

H

- g Interfaces

£} 23 Routing ] Add -
al

H

| @ D= f IDP

[E
[
[
[
[E
[
[ gl User Authertication #¥  Mame ¥ Grouping ¥ ‘GroupingNetworkSize ¥ LimitkbpsTatal » Comments ¥

Traffic Shaping =
i (L] Right-click on a row for further options.

[l

H-| g Zone Defense

Untitied

%7 General B

. A pipe defines basic traffic shaping parameters. The pipe rules then determines which traffic goes through which pipes.

Mame: Untitled

# ] Pipe Limits ]

Use pipe limits to specify bandwidth limits per precedence in the pipe. If traffic in one precedence exceeds its limits, additional traffic will be pushed down to the
lowwest gvailable precedence (usually precedence 'Lowf).

@ Mote that, for bandwidth, 'kile' and 'mega’ are multiples of 1000, not 1024

Precedences:

Highest: kilobits per sacand
High: kilobits persecand
hedium: kilobits per sacand
Lowe: kilobits parsecond
Total: kilobits parsecond

%] Grouping B

zrouping enables perportf|Pfnetwok static bandwidth limits as weell as dynamic balancing between groups.

Grouping: Mone W hdaximum bandwidth per group: kilobits persecond
Netuork Size: [ o Enable dynamic balancing of groups

#] Comments L]
Comments: .

[ Ok ][ Cancel




@ Home

9
3

B
£
£
£
£
B
B
E

1

DFL-G00
"°Sys‘tem
| Objects > } ) ) ) - . .

-E3 Rules Define a traffic shaping policy by specifying what nebwork traffic should flow through what pipes..

- g Interfaces

| g Routing [ Add -

- @ IDs DR Fipe Rule

g User Authertication #¥ Mame > Sourcelnterface ™  SourceNetwork ¥  Destinationinterface ¥ DestinationMetwork ¥ Service ¥  Comments
= Traffic Shaping )
7 (L]_ Right-click on a row for further options.

g Zone Defenze

Untitied

Genetal © Traffic Shaping |

& General B

A Pipe Rule determines traffic shaping poliey - which Pipes to use - for one or maore types of traffic with the zame granularity as the standard ruleset.

Name: Untitled
Senrice: [(Monel '
Schedule:  [Mone) W
47 Address Filter 51

i? i Specify source interface and netwods, together with destination interface and destination netwar.

Souree Lestination
Interface: I:Nonej w (Mone) £V
Hetwad: (Mone) “ [Mone) "
&7 Comments 5]

Comments:

[ Ok ”_ Cancel| ]




Untitied

General ' Traffic Shaping

s J Pipe Chains 5]
Use pipe chains to direct networ traffic matehing this rule through one or more pipes in order to perform traffic shaping on the particular traffic.
Fanmuard Chain Jlﬂw_ail._ab!e Sellec‘ted_
Untitled
S
e
Return Chain .»'Ju.railal_:-le .S.elecied
| Untitled
# ] Precedence ]

* Map IP DSCP (ToS)
{" Use Fixed Precedence

W

QK

I [ Cancel




@ Home = M Configuration »  §f Tools» @ Status = B Logout

3 DFL-a00 ,_d Zone Defense
E]--oSystem
B Objects e
- § Rules m Switches \L> Exclude
B g Interfaces e i
i The exclude list is used exclude certain hosts/netwoks from
Bl 4 Routing S e RRICE S IR A SR et DY Nihe ez being blocked out by IDS/Threshold rule violations.
B @Dz [ IDP
B g User Authertication A
i e s 3 Manual Blocking Threshold

= Zone Defense Define manually configured hoste/netmwods to be blodked on the Define threshold values and actions that the system will take
mSwﬂches awitches either by default or based on schedule. when reaching those thrasholds.

13 Exclude

@ Manual Blocking

(g Threshold

' Home B Configuration = = §] Tools~ & Status = Blogout  (DHeld

T 21 Switches
:I--voSystem
] Ohjects
g Rules

- g Interfaces
|z Routing [ Add -

@ D= DR

g User Suthertication a4 Mame ¥ SwitchMadel = G1B Enabled = Comments ¥

=

a Setup the awitchesto be managed by Zone Defense.

(£330 ER g i Bl g EHIEY)

|7 Tratfic Shaping

| g Zone Defense
QSWﬂches

L2 Exclude
Qhﬂanual Blocking

0 O Oy O O
(£

@l Right-click on a rows for futther options.

4] General B

a A Zone Defense awitch will have its ACLs controlled and hostsfnetmodes wiolating the IS/ Threshold ruleswill be blocked directhy on the awitch.

Mame:

Untitled
Switch model: DES-32265 e
IP Address: (Mane) R

SNMP Community:

[ Check Switch ]

Enabled:
4] Comments B
Comments: | .
[ QK ][ Cancel ]
Mame: Untitled
Switch model: DES-32265 £

IP Address: IGE B1<4 or ab
DES-3250T 5 (R2.00-B09 or above)

SNMF Community: | [pgazoss (R4.01-B39 or abave)
DES-33505R (R1.02.025 or above)
DES 3526 (R2.01-B22 or above)

Sl DES-3550 (R2.01-B23 or abowe)
DG5-23245R (R4.10-B15 or above)

# /] Comments

Comments:




|l Objects
_§ Rules
| Interfaces

5 Riouting

@ D= DR

i U=ser Authentication
= Traffic Shaping

Bl yg Zone Defense

U3 Exclude

47 General

T,
KQ The exclude list is used exclude certain hostsnetwoks from being blocked out by IDS/Threshold rule viclations.

Addresses: Auailable Selected
lan_ip -
lannet =
dmz_ip =
dmznet
wanl_ip
wanlnet e

#7 Comments

Comments:

¥ DFL-200

: °Sys{em

|| Objects

Rules

1 Interfaces

oz Routing

_‘ D= J DR

gl User Authentication
| A Tratfic Shaping

g Zone Defense

@ Manual Block

@ Manual Blocking

@ Define manually configured hostefnetwors to be blocked on the anitches either by default or based on schedule.

[ add»

L2 Manual Block

#v  Addrasses v Protacol ¥ Port > Schedule ¥

Comments ¥

@ Right-clide on a row for furtther options.

%} General

Addresses: Auailable

% hlanually configured blocks are used to blode a hostinetwod on the awitches either by default or based on schedule.

Selectad

lan_ip
lannet
drz_ip
dmznet
wanl_ip
wanlnet

Protocaol: all
Fort:

Schedule: -(None]

4] Comments

Comments:

_] I_ Cancel

]




& Home

§ DFL-200 Threshold

[]--voSystem

-] Objects

- s il Define threshold values and actions that the system will take when reaching those thresholds,

[ gy Interfaces

[ | 4 Routing [ Add »

- gIDS /IDP T e .

- i User Authentication # ¥ MName ¥ Sourcelnterface v SourceMetwork = DestinationInterface » DestinationMetwork = Service ¥ Action ¥
[ 17 Tratfic Shaping N

B _é Fone Defense (2] Right-click on a row for further options.

%] General ]

Thrashold defines a rule matching specific netwo traffic. When the rule criteria is met, the thresholds are evaluated and possible actions taken.

Name: Untitled
Seniice; (Mone) w
Schedule: (Nonej -
4] Address Filter 5]

Specify source interface and source netwodd, together with destination interface and destination netwode All parameters have to mateh for the ule to

match.
Source Destination
Interface: I,':None:l. V. I:Nonej EvS
Hetin [(Monel v- [(Monel w
4] Comments ]
Comments:

l Ok ][ Cancel ]




(4) Untitled

General ' Log Seftings |~ Action

# ) General ]
EG, Select log receivens) and severity to enable lagging for this object.
Enable logging: I:‘
Sewerity: -
# ] Log Receivers ]
Log tao:
(% Al receivers
(T Specific recejvens);
OF ] |_ Cancel|
u
Untitled
General | Log Settings | Action
s ] Action )]
Action: ZoneDefense "
Host-based Threshold: 1000 connectionsfsecond
Hetmwod-based Threshald: 1000 connections=zecond
Ok “ Cancel

Untitied

General | Log Seftings | Action

&/ Action

Fetion: Zonelefensze o

Host-based Threshold:

Audit Allow new connections and lag.
Metwat-based Threshold: 1000 connectionsfzacond
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