
To replace the HTTP certification for DFL firewall 

[Topology] 

 

PC-------------------SW------(lan1)DFL 

CA/DNS server--/ 

############################ 

CA/DNS server settings: 

IP address: 192.168.1.200 

PC IP address: 192.168.1.58 

PC DNS address: 192.168.1.200 

 

DFL LAN1 IP address: 192.168.1.1 

############################ 

[Key points] 

1. DFL needs to be installed a self-certification(including private and public key)   

2. PC needs to be installed the CA-certification(Public key only) in the “Trusted certification authorities” 

 

1. Build up a windows CA server. (Brief installation) 

a. Install DNS server 

b. Issue the command of “dcpromo”. 

c. Install IIS 

d. Install CA server 

e. Create a CA template, name the template and allow its private key is exportable. 

 



 

 

 

f. Publish the CA template(For-Web) created at step “e”. 



 

 

2. To apply a self-certification and download the CA server’s certification. 

a. Connect to the web certificate service of CA server and request a certificate. 

 

b. Go to “advanced certificate request” 

 

 



 

 

 

 

c. Export the self-certification. 

 



 

 

 



 

 

 

d. The self-certification exports from Microsoft windows will be the format of “PFX”, we have to convert the file to the format of x.509 by the tool 

of “CryptTo4” 

Package

 

 

 

 

e. Upload the self-certification to DFL. 



 

 

 

 

 

 



 

f. On the DNS server, make sure the DNS resolution is work without problem. 

 

g. PC downloads CA server’s certification, and install it into “trusted root certification authorities”. 

 

 



 

 

 

 



 

h. Now, double check the DNS settings of PC is set correctly, then connect to DFL via domain name (summer.tsd.local). 

  



 

 

 

 

End of document. 
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