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Objectives

® To allow users to access the HTTP Server behind the DFL-800
from Internet via WAN IP address (IP1:192.168.0.4).

® To allow users to access the FTP Server behind the DFL-800
from Internet via 2" WAN IP address (IP2:192.168.0.5).
The logic of configuration
® Create VPN Object (for HTTP & FTP Server)

® Add ARP Table for Secondary WAN IP address
® Configure IP Rules for Static Address Translation (SAT)




© NETDEFEND

Building Networks for People

Authentication Required - Microsoft Internet Explorer
Ble Edt Yien Favortes Tooks Help [
) ( A & B ; &
o . © ) E] ) L S © 2 = 2 g
Back Formerd Stop Refresh Home Search Favertes History il Print Edic
Searchthe Web Psearch - Address | @) htpi/f192.168.1,1/7Page=HeaderFrame Links > &R~
Authentication Required
Please anter your usemams and password
P
Optimizsd for ntemst Explorer 8, Firefox and Nelscaps §
&) bone ® Internet

© NETDEFEND

Fle Edt Yew

Favorites  Tooks  Help

3 ( g 5 = R 5 =
Q . © =) @ P ¥ 5] 2 i DI
Back Forward Stop Refresh Home: Search Favorites Histary Mail Print Edit

Search the web Pssarch v address | &] hitpy{192.168.1.1) v D)oo ks > -

Building Networks for People

, 4, InterfaceAddresses
) o

) Objects @ Vs Address Folderte group related address objects for a better overview,
e )

i Iterfacedddresses Edit the settings for this folder

B Appication Layer Geteways

i Services 0 add~ — @
%, Sohedue Profiles 2 P4 HostiNetwark

&% %509 Certificates 3% PE Addies Sraup Address ¥ UserauthGroups = Comments ¥
VRN Cbjects 123 HA IPA Address Pai 192,168,0,4

W Ethemet Address BB
W Ethemet Address Group RERASSIANEY
152.168.120.0/24
g lant_to_went |, Address Folder
R - 172,17.100,254
11 Access s dmznet 172.17.100.0/24
mirtertaces 3 lant_ip 15216311
- 4Rauting 7 lantnet 152.168.1.0¢24
#Ds 1P 8 lanZ_ip 192.168.2.1
giUser Zuthertication 9 lanznet 192.168.2.0/24
(@ Trattic Shaping 10 lana_ip 19216331
- @ ZoneDefense 11 lannet 152.168.3.0/24

Right-click on a rawfar further options.

4 &) hitp:ff152.188.1.1 LID- d i @ Internet




© NETDEFEND

D-Li

B Nevuiks e Poor' ! erver IP for Static Address Translation (SAT)
BEE
File Edit View Favorites Tooks Help ﬂ"

A iy - = - i
(€] = @ P e @ 2 i W g
Back, Stop Refresh Home Search Favorites Histary Mail Print Edit

Search the Web Pssarch v Addess | @] hitp:/192.168.1.1) v

Building Networks for People

DFL-AB00 3 Untitled
= Dsysen General | User Auher
CJomjscts
B[ Adcress Bock 4) General L]
- i nterfaceddresses
IR Aomioation Layer Oteways 3 Use an 14 Address tem to define 3 name for a spacifie IP4 host, netwok of range
T Services
~-§7, Sehedule Profiles Name: Server_1P «—
£ 1509 Certificates s
L3 VPN Obects 192.168.1.100 €.9:"172.16 508", “182.165.30.7, 18216530 11", "182.168.7.02% and
¥ 1472 18,26 10472 16,25, 50"
g Rules
g hmics 57 Comments 5
- lant_ta_wan
B hccess Comments
@ rterfaces
| FRouting
&IDS 110
@User Authentication
(5 Tratfic Shaping
g ZoneDefense
2] oone ® Internat

© NETDEFEND

Building Networks for People

ink DFL-1600 - Mozilla Firefox

file Edt Yiew Go Bookmarks Tools  Help

@ - & @ [ L1 nttpyisz 1a 1.
Link

Building Networks for People

4§ DFL-1600
& system [EJ Edit the settings for this folder
] Objects
B[ Awidress Baok RYE
| Interfacedddresses g T e
“%:ﬂ:ﬂm” LenerErEnene 7, FE Addies Group Address UserauthGroups + Commants +
B i 123 HA IP4 Address Pair 192.168.0.4
--agSchEdulE Profiles g et Addres e
= pemEsiEEe B Ethemet Address Group Lo g 2
B VPN Chjects 4 Ao Fadr 192.166,120,0/24
B §Rules = - 172,17.100.254
£} (g nterfaces s dmznet 172,17.100.0/24
Wt 6 lani_ip 192,166.1,1
—mLAN 7 laninst 152.168.1.0/24
e lan2_ip 192.168.2.1
Pees Tunnels 3 lanznst 192,168.2,0/24
- @ PPPOE Tunnels 10 lanZ_ip 192,168.3.1
~ WL 2TPIPPTP Servers 11 lan3net 192,168.3.0/24
~ @ L2TPIPPTP Clierts 12 Serer 1P 192.168.1.100
By nertacs Groups 12 dhepsarvar_range 192.168.1.100-192.168.1.133
& ARP Table 14 dhepsaruer_netmask 255.255.255.0
B {zRouting 15 DHsL 165.21,83.88
F &SI 16 Dz 165.21,100.38
§ 17 WANL_GW 192,168.0,1
B User Authertication
o}




SREL

B 2 D-Link DFL-1600 - Mozilla Firefox

Fle Edt Vew G Gookmarks

Tools

Help

© NETDEFEND

<:§I - IZ:} - %‘ @ H_] http:ff192. 168.1.1)

Building Networks for People

4 DFL-1500
Dsysten
B Objscts
B[ Address Book
L nterfaceAddresses
- [ Application Layer Gateways
B Services
7 Sohedule Profiles
- ¥ 509 Cerfificates
4PN Objects
g Rules
g Interfaces
W9 Ethermet
~ERYLAN
) Psec Tunnels
& PRPCE Turnels
~ g L2TPPPTP Servers
- @ L2ZTPPPTP Clients
B ntertace Groups
@ RP Table
=ARouting

8 FTPServerlP

@Help

General | User Autherfication |

#] General

3 —
Name, FTPSeruzrip

1P Address:| [192,162.1.101
*172.18.26.10-172.16.26 60"

#] Cor

ments

3 Use an IP4 Address item to define a name far a spesific IP4 hast, nebad or 1ange.

2.g: "172.16.50.8", "102.162.30 7, 102,162 30,11%, "102.162.7.0/24" and

Commants:

Building Networks for People

File  Edit

Yew Go  Bookmarks

Tools

Help

© NETDEFEND

<)g = [{) & g @ @' ‘I_] hittp:/f192.168.1,1

Link

Building Networks for People

J DFL-1500
- System
1] Objects
[ Acdress Book
L ntertaceAddresses
[ cnplication Layer Gateways
@Services
~{ih Schedle Profiles
- ¥ 50 Certificates
B VPN Chjects
[} [ § Rules
b g terfaces
- W@ Ethernet
VLA
IPsec Tunnels
@ PPPOE Tunnels
WP L2TPPPTP Servers
@ L2TRRPTP Clierts
W Interface Groups
o SRP Tanle
= Routing
&S 0P

B loar M dhartination

L_& InterfaceAddresses

Ji Use an Address Falderte group related address objests for a better ove nview.
0 Add v
# v HName & Address
o Buaniip 192.166.0.4
1 :“ wanlnet 192,168.0.0/24
2 : wan2_ip 192,1£8.120,254
3 : wan2Znet 192.168.120.0/24
4 : drmz_ip 172,17.100.254
5 9 dmenet 172,17.100.0/24
6 Hianiip 192.166.1.1
7 D lantnet 192.168.1.0/24
& q lan2_ip 192.168.2.1
9 q lanZnet 192,168.2,0/24
10 : lan3_ip 192.168.3.1
11 4 lan3net 1 18: 0/24
12 ¥ semer1p 192.168.1.100
13 3 FTPSaruarIP 192.168.1.101
14 3 dhecpserver_range 192,168,1,100-192,1658.1,1939
15 Z" dhepserver_netmask 255,255.255.0

Editthe settings for this folder

UserAuthdroups + Comments v




D-Li

Building Networks for People

Fle Edt Yew Go Bookmarks Tools

Help

DFL-1600-Add 2™ IP Address for WANI

© NETDEFEND

<:;| < |:> = @ @ |0 repuipisz ez

Building Networks for People

i Aciress Book
L InterfaceAdtresses

1B #pplication Layer Gateways

Services

5% Schedule Profiles

- ¥ 500 Certificates
4PN Objects

- § Rules

- § IP Rules

_§ 1an1 _ta_weanil
T Access

m nterfaces

Ethernet

VLA

IPsec Tunnels

P PPPCE Tunnels

WP LZTRFPTF Servers

@ L2TRRRTR Clierts

{_ﬁ InterfaceAddresses

&
J P4 HostNatnok

42 IP4 Address Group

1) HAIP4 Address Pair

B Ethemet Address

5 Ethemet Address Sroup

i, Address Folder

dmznet

Bl

& 2 lani_in

5 laninet

g lan2_ip

] 2 lanzZnat

10 lan3_ip

11 lan3nst

12 4 senmerip

13 FTPSererlP

14 dhepsarar_range

Use an Address Folder to group related addiess objects for a better svenien.

Address
192,168.0.4
192.168.0.0/24
192.168.120.254
192.168.120.0/24
172,17.100,254
172.17.100.0/24
19216811
192.168.1.0/24
192.168.2.1
192.168.2.0/24
192,168,3.1
192.168.3.0/24
192,168,1,100
192,168,1, 101
192.168.1,100-192.168.1,199

Editthe settings for this folder

Camments +

Building Networks for People

Fie Edt View Go Bookmarks Tools

Help

© NETDEFEND

Qa = E"> - & @ |11 hetpuiptoz 16811

Building Networks for People

4 pFL-1800 ~
Dsystem
] Cljcts
L Address Book
S InteraceAddesses
[ Appiication Layer Gateways
(Bservices
~§i, Schedule Profiles
&Y K509 Certificates
F WP Ohijscts
_§ Rules
B § P Rues
o glam _to_want
5 Access
[ Interfaces
WY Ethernet
) YLAN
%) Psec Tunnels
& PPPCE Turmels

10

#7 General

E! Use an IP4 Address item to define a name for a spesific IP4 host, netod or 1ange,

Name: waM1L1Ipz

1P ddress:| [ 192,165.05
72,16 25 1017216 25 50"

—O

&7 con

ments

£.9:"72.18.50.8%, M02.168.30.7, 182.163.30.11%, "102 162.7 0/24" and

Comments:




© NETDEFEND

D-Link e '
Building Networks for People DFL-1600-2"4 IP Address for WAN1 Added
CEX

Fle Edt Yew Go Bookmarks Tools Help

<:;| < |:> = @ @ |0 repuipisz ez

Building Networks for People

vy = Confiaur
~
Jrion 4, InterfaceAddresses
Bhsystem
~J Ohjects ~ . lse an Address Folderto group related address sbjects for a better avenien.
[ 2cidress Book di‘ Edit the sattings for this falder
L, Interfacedddresses
- Application Layer Gateways Yy add
- Services
iy Schedule Prafiles v Hame Address v UserauthGroups + Comments +
£L.509 Certificates o 2 wani_ip 192,168.0,4
4PN Objects i waninet 192,168,0,0024
- § Rules 2 Gusnzp 192.168.120.254
§ P Fuies 3 Howanznet 192,168,120,0/24
B3 it 1o war 4 Sdmzip 172,17.100,254
% s drmznst 172.17.100.0/24
et & lan1_ip 192.168.1.1
leiaces 5 laninzt 192.168.1,0/24
68 Ethernet ] lan2_ip 192.168.2.1
- ERY WLAN L] lan2net 192,168,2,0/24
) IPsec Turnels 10 lan3_ip 192.168.3.1
?pppug Tunmels i % lan3net 192,168.3,0/24
LR RRTE Servers 12 @ semer i 192,168,1,100
W L2TRPPTP Clierts 2 = AN SERAIRARAES
14 wani 1Pz 192,168.0,5
iy Interface Groups

11

© NETDEFEND

D-Li

Building Networks for People

Fie Edt View Go Bookmarks ook Help

Qa = E"> = %‘ @ [0 ooz 6.1y

Building Networks for People

& ARP Table

4 pFL-1800
Bsystem
) Chiects Add, remove and configure static and published ARP entries.
i Address Book *
[ ntertaceAddresses
[ #pplication Layer Gateways e
- servives
3 Schedule Profiles — o
LY K509 Certificates
_3YPH Ohjects

[ ntertaces

—

2 Interface + I Macaddress Cormments «

Right-click on a row for further optiens.

4—® F5 Medity advanced settings

- () IPsec Tunnels
- @ PPPOE Tunnels
ol L2TPFFTR Servers
@ L2TPRPTP Clients
-8 eriace (rgups
—
2 Ratfing
05 /IDF

12




© NETDEFEND

D-Link

Building Networks for People

ink DFL-1600 - Mozilla Firefox
fle Edt Yiew Go Bookmarks Tools  Help

QEI - E> - g‘ @ [ htepigfisz.1es.L.1

(Help

J DFL-1500 @ ARP Enhy
- System
E-(J Objects 7 General L]
B Askdress Book
LiintertaceAddresses
[ Application Layer Gatewsays

&

@ Use an ARP entry to publish sdditianal IP addresses andfor MAC sddresses on a specified intarfaca

=
TBservices o P ublizh 2
5% Schedule Profiles
Intart
X509 Cerfificates nietace:  uanl v | ———
_4PH Objects 1P Address: WANI_IPZ v
El-[§Rules MAC: 00-00-00-00-00-00 o
B § P Rules
= 8 ot _to_wvant #7 Comments L
Foaccess
B g hnterfaces Comments:
W Ethernct
VLA

~ @ PPPOE Tunnels

—_—
- W L2TPPPTP Servers @ Cancel

~ @ L2TPIPPTP Clierts

13

© NETDEFEND

D-Lin

Building Networks for People

) D Link DFL-1600 - Mozilla Firefox

Fle Edt Vew Go  Bookmarks Tock  Help

<:§| & E:) i @ @ ‘D http:f/192. 168.1.1)

D-Link

Building Networks for People

o =

4 pFL-1800 ‘* ARP Table
Dsystem
I Objects
L
@ ntertaces
W Ethernet
LAY
- () IPsec Tunnels

* Add, remove and configure static and published ARP entries.

3 Add~

#y  Modey Interfsce = Py ddress v Comments w

= .
@ PPPGE Turnels I o & Publish B wanl 5 wanl TRz ¥ 00-00-00-00-00-00 I
Wl L2TPPPTP Servers

- @ L2ZTPPPTP Clients
B Interface Groups
@ 2RP Table

2 Routing

(5] Figntcick on a rom for futhar sptions

F Modity advanced settings

14




15

D-L

Building Networks for People

Bl Edi

Qe .

Back.

View  Favorites

o .

Forward

Tools

Search the Web Psearch - Address | &) http:j192.168.1.1] v B

Building Networks for People

Help

x]

Stop

T Access
minterfaces
4Routing
&3 /DR
@lUser Authentication
(3 Traffic Shaping

g ToneDefense

El @

Refresh Home:

Search

¥
Favorites

History il

2 &

Prirt

g IP Rules

© NETDEFEND

] - a=

Edic

Links ™ @&~

g 1P Rules are used to fitter P-based network hafiic In addition, they provide means for address tanslation aswell a5 Saer Load Balancing.

0 add~
-
,ng‘
Sourca Sourca
4 1P Rule Folder RN R e

0§ land_to_wani

1 § ping_fw Allow

e

D all-nets

Dastination
Interface v

Destination
Network ¥

L <ore 2 all-nats

Right:click on 2 romr for further ptions.

Service ¥

oo

inbound

@] httpij]192,168. 1.1, LID:

lass=IPRule

B Internet

Building Networks for People

16

Edt

Q -

Back

View Favorites  Tools

Searchtheweb [ Psesrch v address (&) g /192,168, 1.1) v B

Building Networks for People

Help

B

Stop

CFL1600
- System
] Objects
- Address Book
{interfacesddresses
{ Appiction Layer Gatewsys
(Wservices
&2 Schedule Profiles
-G % 509 Cerlificstes
4PN Obects
_#Rules
= § 1P Rules
g lant_fo_want
B Access
i erfaces
23 Routing
@05 /0P
i User Authentication
(73 Trafic Shaping
g ZoneDefense

El @ Lo
Refresh Home Search Favorkes

© pnY
2 52
History Mail

© NETDEFEND

Edit

§ satnre

Links > @~

DHelp

General " Log Seftings | MAT .

47 General

] Server Load Balaneing

&)

Hace SAT_HTTP

Adtion sAT v
semica| hepesll -
sehede: (Hone) ~

#) Address Filter

g An IP rule specifieswhat action o perform on nebuork raffc that matches the specified fiter oiteria

—O

L1

the rule to mateh,

b

Spacify seurce interface and sourca natwork, together with destination interface and destination network. All parameters have o match for

Seurce Destination
Ntk all-necs v fwanip v

4 Comments B
Comments

&) Done.

4 Internct




Fle Edt Yew Favortes Tools

Building Networks for People

Help

by 44 - h-1
: [ E] @ L % O & 0 @z
Back Forward Stop Refresh Hame Search Favorites Histary Mail Print Edit
Search the Web Psearch v Addess &) http:192.168.1.1] v|BYeo unks > -

© NETDEFEND

DFL-ABI0
- System
] Objects
1 i Adkress Book
Crtertaceaddresses
[ aovication Layer Gateways
TBServices
7 Schechus Frofies
§%% 509 Centificstes
PN Obiects
_§Rules
= § P Rules
fee g lant_to_want
T access
@ nterfaces
23 Fouting
@S /0P
(i User Authenticstion
(7 Tratfic Shaping
g ZoneDefense

&) Dere

~Genetal ” Log Seftings | NAT 1 SAT © SAT Server Load Balancing I
&7 General L]
Translate the

© Source IP Address
& Dastination IP Address

New IP Address: Sarve

This alue may only be applied on TCPAIDP sensices with port set to either a single port number or a port
range without aaps

] Alkto-One Mapping: ewie al desination IPsto 3 single IP

17

@ Internet

18

DLk

Fle Edt Yew

Favorites

e . ©

Back

Tools

Help

=l

Stop

Search the Web Psearch -

D-Link

Formard

Building Networks for People

DFL-1B00
system
£ Ghjects
EJ- i Adcress Book
[ ilrtertacenddresses
[ Appication Layer Geteways
Services

Schedue Profilss
&% %.509 Cerfificates
4 VRN Cbjects

= -«—
£ § PRules
—griemitel want

T Access

—

E 2 D-Link DFL-1600 - Microsoft Internet Explorer

© NETDEFEND

) v - ju - &
) s e 2 i g3 e
Refresh Home: Search Favorites Histary Mail Print Edit

address | @] hipii192,168.1, 10 v Boo ks > @@-

§ IPRukes

§ 1P Rules are used to filter IP-based netwa k tafic, In addition, thay provide means for address translation as well as Server Load Balancing.

—

[ intertaces
g Routing

Action

0§ lani_to_uani

1§ ping_fu

2§ sar e

sllow

saT

S0
Interface =

=y
any

Source
Network ¥

2 all-nats
§ sl

Destination
Interface ¥

i core
s core

Dastination
Metwork ¥

2 all-nets

e

(EL Right siick on a row for furhar optisns.

Servica ¥

@ rins-

inbaund

[ hesp-al

e

@IDs 1P

[@iUser Zuthertication
7 Tratfic: Shaping

- @ ZoneDefense

&) hitp://152.188.1.1 LIID-

lass=

PRule

B Internet




© NETDEFEND

oo Netorks for Pooply DFL-1600-Configuration SAT Rule
Search the Web Dsearch |+ Address | @) hepufi1oz.168.1.1f VB ks ” @ -

i as administrator

Building Networks for People

DFL-1600 g Untitled

@ systen General  Log Seftings | NAT | SAT | AT Server Load Balancing
(T Objects
E1- [ Adaress Book 47 General B
[ erfacenddresses
e § et et et s e s ot
i Services.
2 Schedue Profies o ||
A
[ 509 Certificates Action: Allow v —
4 VPN Chiects
g s senioe: | [heep-in ~
Bl § P Rules Scheduled  [(Mans) ~
- gl to_wani
B Access 47 Address Filter L
minierfaces
ahier o 5o e 1 e ekt A B T b L
gRouting s e 1 mateh
&3 /10F
- [gUser authertication souree Destination L
(7 Tratfic: Shaping Interface: Jany ~ core v —
g ZoneDefense Netwode  [all-nets v e &
&7 Comments L3
Comments

ghUser Authertication
|5 Traiffic Shaping
g ToneDefense

i~
-

&) Done: & Intemet

19

© NETDEFEND

DLk

E A D-Link DFL-1600 - Microsoft Internet Explorer

Ele Edt View Fgvortes Toos Help

Qo - < @ @ (h p \:,? & B - ; ] g~ i

Back Foruard Stop Refresh Home Search Favories History tail Print Edi

Search the Web Psearch ~ Address &) hetp:f192.165.1.1) v

Building Networks for People

DFL-1600 3 IP Rules

Bsystem

] Obiects

- Address Back
P (g interfaceAddresses
L[l Applcation Layer Gateways O addv
[ Services

§ P Rules are used to filter P-based netok tiafi: In addiin, they provide means for address anslation aswell a5 Server Load Balansing.

B Sohenic Profiss R s e e e e e Neteor =" s
&L ¥ 509 Certificates 0§ lani_to_vani
Bal/P Objects 18 pingfu Allow g any Dolnets  gcore D clinets @ ping-
B fuios 2§ saTHTTR SAT  any all-nats g core wand_ip T htto-all
8 ‘P:‘“‘E?‘ : 3§ saTATTP_Allow Allow g any 3 sllenets g core 3 wani_ip 8 http-in
g lant _to_wan
L Access (L Right click on a row for futher options.
@ terfaces
23 Fouting
@S /0P

BUser Authertication
Tratfic Sharing
g ZoneDsfenss

Eome ® et

20




© NETDEFEND

D-Li

Building Networks for People

Fle Edit Yiew Favorites Tools Help

N T E hm -
@ . © . [ El @ e @ % 2 W g~
Back. Forward Stop. Refresh Home: Search Favoarites Histary Mail Print Edit

Search the Web Psearch - Address | &) http:j192.168.1.1] v B ks » @@~

D-Link

Building Networks for People

Horiwo § PPRules
Bisysten
L Chjects g IP Rules are used to filter IP-based nebwork fraffic. In addition, they provide means for sddress translation aswell as Server Load Balancing.
«— (1
0 Add -
= Lo, —
T Access 8 P Rus
miteriaces g1 Rueoser || adion ™ (IR T ke miareca i Service ™
s Routing 0§ land_to_wani
&0 /DR 1 ping_fu Allow any all-nets core all-nets @ pine-
bound
[lUser Authentication In2gun:
LA Traffic Shaping Right.click on a fomfor futther options.
g ZoneDefense
@] httpij]192,168. 1.1, LID: lass=TPRUls ® Intermet

21

© NETDEFEND

1
g Nehuus torPenple DFL-1600-Configuration SAT Rule

File Edt View Go Bookmarks Tools  Help

@-»- & O [0 memainsz.ice.

Building Networks for People

&
J DFL-1500 g SAT_FTF
B @ system General  Log Seftings r’ﬁﬁl LS ]SAT Server jaRaancng |
E I Objects «—
= _§ Rules 47 General 5]
E- § 1P Rues An I 1ule specifies what action to perfarm on netwark traffic that matches the specified filter criteria
g lan_to_want
- Aocess
i plapis SAT_FTP
Er g tertaces -
B9 Ethernet Ation: pAT vi|
VLA Semice:  fp-passthrough
) IPsec Tunnels Schadula:  (Hone) 2
P PPPCE Tunrels
- L2TPPPTP 5 B
,‘ erers 7 Address Filter L]
~ @ L2TPIPPTP Clierts
‘\MEHEDE Groups Specify souree interface and source network, tegether with destination interface and destination netuod. All parameters have te match
& for ths rule to match
& SRP Table
- @Routing Sourcs Destination
B [ IDS /IDP IMertace:  famy v ant 3
b g User Authertication S
[ Traffic Shaping ety all-nets - WANI_IPZ B
[ g ZoneDetense
4 Comments ]
Comments:

22




© NETDEFEND

Building Networks for People

DFL-1600-Configuration SAT Rule

) D-Link DFL-1600 - Mozilla Firefox

Bl Edt Yew Go Bookmarks Tools  Help

<§| = |:> 2 g @ |D hitpiff192,168.1.11

Building Networks for People

(DHelp

4 DFL-1600 § SAT FTF
B system
- Objects
g Rules #] General

§ P Rules

General | LogSefiings | NAT | SAT ~SAT Server Laad Balancing |

Translate the

g lant _ta_weanil
3 S IF Add
FL&_ADCESS O ource ress
[ nteriaces (@ Destination IP Address @
W Ethernet Te:
BWLAN Hew IF Address: FTRSzruarlp “
IPsec Turnels
&gl PPPOE Tunnels S
gl L2TPPPTP Servers

This value may only be applied en TCFAIDP services with port set to sither a single port number of a port range nithout gaps
P LZTRFPTF Clierts:

W ntertace Groups
& ARF Tale
| 23 Routing

o @—

[] #llte-0ne Mapping: rewrite all destinatien IPs te a single IP

23

© NETDEFEND

7 D-Link DFL-1600 - Mozilla Firefox

Eie Edit View Go Bookmarks Tools  Help

@-p- & @ |01 respuptse ses Ly

Building Networks for People

¢ Haome
- § PPRules
- System
- Ohjects IF Rules are used to filter IF-based networ traffic. In addition. they provide means for address translation aswel| as Senver Load Balancing.
El_§ Rules
£ § P Rules
- g lant_to_wan1 D~
e
- g Interfaces a3 1 Action  Seurce Source Destination Destination
) oA SR . saadey IR e
—_— 0 g lanito wan1
5‘ 1§ ping_fe Allow g 30 4 all-nsts - core 9 all-nets [ ping-inbound
) IPsee Turnets -
L 2§ sar_wTTR SAT v 4 all-nets g core 9 vaniip (i hetp-all
ol PPPOE Turnels 3
-
- g LITRIPPTP Servers S S oo B oo 9 allnets g core 9 vaniip @ http-in
il - - a
[~ ARG 4§ sarFTe SAT o 9 all-nets W@ want o wiani_1Pz \
- ¥} Interface Groups ftp-passthrough
vl 4ON Tl - — - a T

24




© NETDEFEND

D-Link

Building Networks for People

4 CFL-1600 General | Log Seftings \r’mﬁ“"’éAﬂ SAT Server Loadl Belancing |
oz‘;“z“ 47 General 5
jects
j R ‘J g #n 1P rule specifieswhat action to perform on network traffic that matches the spesified filter criteria
g Rules
&~ § IP Rules
4 lan _to_war Hame: SAT_FTP_allow
Buaccess Action: [Ellow. g | — @
g ertec=s Service:  frp-passthrough v
W9 Ethermet
Schedule:  ((Mone) 3
) YLAN
) Psec Tunnels
@ FRROE Tunnels &7 Address Filter 5

Specity sourse interface and source netwark, o gether with destination interface and desti

\ e

W L2TPPPTP Servers tion network All parameters have to match
@ L2TPIPPTP Clierts

- Interface Groups Saurca Destination
ARP Tablz

Interfaca: 1
| 23 Routing B b [zan
- @05 /0P Mebnode  jall-nees v WANL_1P2 v
- g User Authertication
2 Tratfic: Shaping &7 Comments L
g ZoneDefense T

B —
@ Canea 2

25

© NETDEFEND

Building Networks for People

file Edt View Go Bookmarks Tools  Help

@-p- g N [0 mewainiszaco.Ly

Building Networks for People

4 DFL-1600 § IP Rules
- System
- Objects IF Rules are used to filter |P-based netnoik taffic. In addition. thew provide means for address translation aswell as Senver Load Balancing.
Bl g Rules
= § IP Rules
| glar_to_want O addw
-
-5 Access

[ g Intertaces: Gl e Action  Source Source Destination Destination Serolee

W Ethermet - Z - Interface + Network & Interface « Natwork « =

o g lani to_wani

,,[VLAN 1§ ping_fu Allow (g any 9 all-nets - ore 9 sllnets 1 ping-inbound

ek eg s 2 § st st gy D oallnsts g core S wantip (i sl

@ FFPCE Tunnels 3

WP L2TPPPTP Servers 3 ST Allow g 3n¥ 9 allnets (g core 2 wantip http-in

- . =

P L2TPPPTP Clerts 4§ sar_rre SAT - any 4 allnets g8 want 9w Pz \

B rtertace Groups : ftp-passthrough

-
- ¥ AR Table 5§ saTFTE mllow Allow g any 9 all-nets W8 wani 2 wiani_1P2 \
B @ Rauting #tp-passthrough
- @IDS /0P T § SAT_ROF T i E LT 8 EEEn g NS
[ g User utherication 7§ sAP_RDP_Allow Allow g 3nv o allnets - ore 2 wantip B rde
-G Traftic Sheping g § pecallow Allow B Psec Lan ) all-nets W 1PSec Lan 3 all-nets (B =ll_services
E- i FoneDefense Right-click on a row for further eptiens.
A
Ly




© NETDEFEND
Building Networks for People

Favories  Tools  Help

\ A ( A = .
@ . © =) # @ L e @ = W g
Back Forward Stop Refresh Home: search Favorites History Print Edit

Search the eb Poearch = address | &) hitpiff192,168.1,1/ v|Bso inks > & -

D-Link

Building Networks for People

DFL-1800 3 IP Rules

1P Rl a1 usad to filtar IP+b asad nebworktrati. 1n addition, they provide maans for sddress anslation a5 well a5 Semvar Load Balansing
-, Aress Book

[ terfaceadoresses

1B asplication Layer Gateways 0 Add~
(yservices
Source Saurca Destination Destination
£y Schedul Profles ANy oL I Netvork ~ Gl
3509 Certificates 0§ lani_to_wani
VPN Objects 1§ pingfu allow g any D allonets g core 2 sllenets ag LiH
O 3 inboun:
e 2§ sarnTme SaT  gany sllenets g core L 5 (i hiezp-all
= § PRues 3§ SATHTTP Allow Allow g any allnsts g cors wani_ip (@ http-in
g land_to_wan1
T, Access () Right-click an a row far further aptions.
winiericces
Rauting
- &I0s P

- g User authentication

g ZoneDefenss

& Intemet
27

© NETDEFEND

Els  Edt  Vew

Favorites  Tools  Help
e . © B
Back or

Search the Web Psearch ~  address &) hitpyj192.168.1.1f v|Beo ks ” &

¢ | 2 ¥ @ |2 & @A .|s7

ard stop Refresh Harme. Search Favorites History mail Prirt Edit

Building Networks for People

R [ Save Configuration
Dsysten
£ Objects
Bl Address Book
i 40 administrator needs to lag in within 30 sscands ta varity the new canfiguration. Cthenwiss the unit nill assume that you accidsntally lodked yoursalf
Ty —
{BServices Clidk here to edit the confiqurstion verifiestion timeout.
7 Schedule Profies
§509 Certificates
4PN Obiscts
g Rues
= § IP Rules
- g lan_to_weni
[ docess
wintertaces
3 Routing
L
@User Authentication
|4 Tratic Shaping
g ZoneDefense

? Al you sute you wantto save the configuation?

&) Done @ Irtemet
28




D-Link

Building Networks for People

© NETDEFEND

File Edt Yiew Favorkes Tools

Q . ©

Bark Forward

Help
B E] @ D
Stop Refresh Hame: Search

B v
& ] -lg >
PR Edit

Search the Web Psearch v addess @] http:)192.168.1.1] v|BYeo inks > @~

Building Networks for People

DFLAI0
o) system
] Objects
B Address Book
Sl i Iterfaceadoresses
[ anpication Layer Gateways

7 Schecle Profiles
£ 509 Certificates
_4VPN Objects
g Rules
= § 1P Rules
_glani_to_want
5 Access
g terfaces
23 Routing
@S /0P
| User Authertication
i Tratfic Shaping
~ g ZoneDefense

E Commit changes

# Changes Activated

Changes committed to the configuration file

Configuration successtully activated and commitied

29 &] Done

& Internet




