© NETDEFEND

D-Link -

Building Networks for People

figuration - Network topology

WwaN]  DFL-800

LAN1
S 1P: 192.168.3.1/24
‘1 Remote LAN
~ Intermal LAN ~ —

{

v
—

PC2

1P: 192.168.3.100/24

PC1
1P: 192.168.1.101/24

© NETDEFEND

Rgumlml"pln(; 3 7 IPSec VPN Configuratio
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Objectives
® Two firewalls communicate to each other by IPsec tunnel .

® The client of local-net can ping to the client of remote-net

The logic of configuration
® C(reate VPN Object( pre-shared key)
® Configure IPsec tunnel
® (Create the IP rule for IPsec tunnel

» Please configure the LAN and WAN IP parameter of the Firewalls base on
the network diagram before you configure the IPSec VPN parameter.
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For users to authenticate VPN tunnels

— ASCII - type in passphrase
HEX - type in passphrase and use “‘generate” to cipher passphrase
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VPN Configuration (DFL-1600)
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Between two VPN Gateway
VPN Objects — Pre Shared Keys Created
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¢ Predefined IKE Algorithms by default
* High - Very Secured

e Medium — Secured

*  You can defined your own algorithms

4 DFL-1600
- system
L Objects

5, IKE Algorithms

IKE Algorithms
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(\g Configure algorithms which are used in the IKE phase of an IPsec session
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Configure algarithms which are used in the IKE phase of an IPsec sessian.

J add v
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3DES, AES, Blowfish, MDS, SHAL
h, CASTL28, MDS, SHAL

High sacurity
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B
IPsec Algorithms

¢ Predefined IPSec Algorithms by default
e High - Very Secured
¢ Medium — Secured

You can defined your own algorithms

a4

(5 IPsec Algorithms
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Fle Edt Vew Go
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Bookmarks

Tooks

Create objects for IP address of remote IP address and network
Click “Address” in Objects
*Click “Add” - “IP4 Host/Network”

Help.

Between two VPN Gateway
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L;ﬂ. Address Book

TAeriaceAdiesses
[® arpiication Layer Gatzways

@ The Address Book centaing symbolic names for various types of addresses, including IP nebuois and Ethem et MAC addresses,
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- The Address Baok contains symbolic names for various types of addresses, including IP networks and Ethemet MAC addrasses.

(=, Address Book L
- gnterfaceAddresses
[ 2pplication Layer Gateways 1 add -
- (@services
I Schedule Profies # - Name Address UserauthGroups = Comments +
+ Ly 509 Centicates 0 L Interfacenddrasses Tk feldior cermisitne crildesscs o imiios
[ 4 VPN Ohjects 1 all-nets 0.0.0.0/0
- Pre-Shared Keys 2 wani1_dnst 0.0.0.0 Primary DNS seruer on interface "wan1".
3 wani dns2 0.0.0.0 Fecondary DNE server on interface "wanl",
4 VPN_Rematelp 192.168.0.3
AKE sgortins | s § WPH_RemoteNet 192.168.3.0/24
(&1 psee aigorthms (L) Right olick on @ row for further options.
g Rules
@ nterfaces

16




© NETDEFEND

Rgulm‘"lml:lpln(. ' IPSec VPN Configuratio

Between two VPN Gateway

Create the IPsec tunnel

*Click “IPsec Tunnels” in Interface
*Click “Add” - IPSec Tunnel”
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ombine two interfaces to one interface group
Click “Interface Groups” in this Interface
Click “Add” > “Interface Group”

‘ Interface Groups

4 OFL-1600
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‘ Use interface graups to combine several interfaces for simplfied polioy management.
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reate IP Rules for IPSec tunnel
*Click “IP Rules” in Rules
«Click “Add” > “IP Rule”
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& General L]

Lt
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oLt Avsilatie Selected
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J DFL-1500 a 3 IP Rules
-4 System
L Objects IP Rules are used to filter IP-based netwok traffic. In addition, they provide means for address franslation ss well as Server Load Balancing.
B, Adthess Book
| nerfaceaduresses
[ awriication Layer Gatsways 0 Add -
(@yServices
£ Schedule Profies G Rt BoUD e bestnaton Destination T
45500 Cortfcates - i o Interface + network v Interfaca v Hatwork -
a an1_to_wan
PN Chlects . S
(=R R S e Al a0y 9 allnet: g core 9 all-nets (@ Ping-inbound
P Pre-shared Keys 2 § saTmTre o - 9 alinets g core 2 wantip (@ heee-all
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a i E E
(ZAME Agorithms 4§ samrre SaT g any Hoallnets g core 2 waniin
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IF Rules . " -
=L & § saT_roP SAT a0y G allnets g core 3 wantip vdp
e ST 8 Mo ol = it - = e
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. - =
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£ IPsec Tunnels
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4 DFL-1600
= ) system
. Objects
- Accress Book
- nterfaceaddresses
[ ppication Layer Gateways
- Services
7 Schedule Profiles
5430508 Certificates:
B 4VPN Ohjects
£ Pre-Shared Kevs
[ /LDAP Servers
o Lists
A KE Algorithms
0 IPszc Mlgorthms
g Fules
E- § IPRues
e _§ ! _to_war
B Access
- g Interfaces
-~ Ethernet
LAY
2 1Psec Tunnels
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ter all configuration , Click “configuration” on main menu bar
¢ Click “Save and Activate”

w8 PRukes
§ IP Rules are used to filter IP-based netork tratfic. In addition, they provide means for address translation aswell 35 Senver Load Balancing.
3 Add ~
Lo Action  Source Source Dastination Dastination z
&G - Interface v Network w  Interface v Netnork LA
0§ lan1_to_wan1
1§ pingfw Allow g 3Ny 9 ali-nets (g core 9 all-nets (@ ping-inbound
2 § saTHTTR SAT g ey 9 allnets g core 2 waniip (i htte-all
Al any sll-nets core: wanii [ http-in
2 AT HTTP_Allow 2t 3 - £ = T e
4§ sarFre SAT g ey 9 allnats gcore 2 waniip
ftp-passthrough
5§ sAT FTR Allow Allow g a0y 9 allnets g core 2 waniip X
ftp-passthrough
6 § st _roP AT e 9 alinets g core g waniip (Brer
7§ 5AP_RDP_Allow Allow g an¥ 9 all-nets [y core 9 waniip (B rep
6§ iPsecallow  Allow B psecian o sllnets B IPsacLan 2 zll-nets (i all_services
- ight-olick an a rowfor futher options.
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Help
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Link
Building Networks for People.

nfiguration +

&[] Objects

B Address Book
- g iterfaceadiresses

- [ Application Layer Gateways

~ (@ Services

{3 Schedule Profies

540509 Certificates
B4 VPN Olects
A Pre-shared Keys
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[ Save Configuration

? Are you sure you want to save the configuration?

£n administrator needs to log in within 30 seconds to verify the new configuration. Othenwise the unitwill assume that you accidentally locked yourself
out. and revert to its previous canfiguration
Click here to edit the canfiguration verification timeout
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3 D-Link DFL-1600 - Mozilla Firefox

fle Edt View Go Bookmarks Tools  Help

QEI - IZ> - @ @ N ¥ @  [[GL |
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@ Home M Configuration » | §f Tools v g Status Blogout | (DHelp
§ crvrom a H Commit changes

svstem

5 Objects 47 Changes Activated ]

-1, Addiress Book
[ interfacedddresses
[ Application Layer Gateways
(i Fervices
7 Schedule Profiles
L BLxs0e Certificatss

R Changes commitied e the configuration file
b

| Cenfiguration successfully activated and committed
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VPN Configuration (DFL-800)

¢ Please ensure that the VPN Parameter is identical between DFL-800 & DFL-1600

D-Link

Building Networks for People

oy i

Type ~
Certificata

(I Right-dict on & row for further optians.

(1§ Rules.
{hinterfaces

{4 Routing

(@RI 1PS.

{56 User Authenticaton
{2 Traffic Management
{6 ZoneDefense
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d in as administrator
92.168.1.107

A Home atio 4, Maintenance + @ logout 2 Hel

@ Pre-shared key

@ System
{3 Objects ) General ]
{3 Agdress Baok
plare; 1PSec — Q)
B services
P Pogls. $) Shared Secret L]
39 NAT Poois
oas @ Passphrase
g Services
e P Pools. Shared Searst:
- L pro, —
3 NAT Pools
Confirm Seget:
Sl
@ NAT Pools
8 Schedues ©) Hexadecimal Key
- Authertication Objects
¢, VPN Objects e
yrues
{ihInterfaces
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{6 User Authentication 5) Comments / 5
{2 Tratfic Management

|6 ZoneDefense Comments: /
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VPN Objects — Pre Shared Keys Created

Fle Edt Yew Go fookmarks Toos Help

@-»-& ) [0 ez teasas

4 orL-a00 R Pre-Shared Keys
Bsrsen

] Objects

Add, remave and modify Pre-Shared Keys, which are used for IPSies authentioation purposes
[ Aderess Book

[ Aoriceton Layer Oateways
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~LDAP Servers
o Lste
CAME Algorthms
£ Pec Algorihns
g Rues

g terfaces

Rating

&S /0P

glUser Authertication
4 Tratfic Shaping

i Zone Getense

{yservices ) add
3 Schedue Profes
508 Cerlficates P Ham: Tup mmant
VPN Okjects [ Lo R 1psac AseIl |
A Pre-Shared keys EY W 2T ey ASCIT

() Fishtaidean a owfor futher aptons
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* Predefined IKE Algorithms by default
e High - Very Secured

¢ Medium — Secured

e You can defined your own algorithms

IKE Algorithms

'J DFL-1600
System
-1 Ohjects
i, Address Book
1 ppiication Layer Gateways
(W Services
57 Schedlle Profiles
52,509 Certificates
i dVPN Objects
A Fre-shared Keys
- LDAP Servers

IKE Algorthms

5, IKE Algorithms
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(x; Configure algorithms which are used in the IKE phase of an IPsss session

[RELERS

—
@)

- - = Algorithms «
0 A High
1 2 Medium

3DES, AES, Blowfish, MDS, SHAL
3DES, AES, Blowfish, Twofish, CAST128, MDS, SHAL

e
High security
High compatibility

QRWM—G\M( an a row for further options.
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{acdress Book
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&% % 509 Certificates
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i Pre-Shared Keys
-/ LDAP Servers
D Lists
- CAKE Algorithms
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- FIDS 11D

- ghUser Authertication
- ([7 Traffic Shaping

- (g ToneDefense

IKE Algorithms
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@

Hult O bES E
5 TED O |« @
Blowfish O Twofish O
AES (Riindael:  []

#] Key Size L}

$) Comments
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Cancel

Done
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4 DFL-1800
- system
(] objects
B3| 4 Address Boak
[ Application Layer Gateways
(@ Services
{57, Sohedul Prafles
&L x 508 Certificates
B} J¥PM Okjacts
T Pre-shared Keys
[/LDAP Servers
D Lists
72 IKE Mgorthims
(& Psec Algorithms
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4Routing
s /e
- llUser Authentication
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{2, IKE Aigorithms

pé Configure algerithms which are used in the IKKE phase of an IPseo sessian.

O add v

Algorithms «
3DES, AES, Blowfish, MDS, SHAL
CAST128, MDS, SHAL

o s
o ;;\}H.gh

DES, 3DES, MDS

Comments «
High security
High compatibility

(L) Fightaiacon & e fther options.

Building Networks for People

IPsec Algorithms
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¢ Predefined IPSec Algorithms by default
* High - Very Secured
e Medium — Secured

*  You can defined your own algorithms

4 DFL-1B00
- System
B Ohiscts
"Address Book

[ Application Layer Gateways
(@ Services

57, Schedule Profies

i X 500 Certificates

Bl 4 VP Objects

T Pre-Shared Keys

7 LDAP Servers

0 Lists
4
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r -

m};‘ IPsec Algorithms
p_} Configure algorithmswhich are used in the IPSes phase of an IPses session
O @dd~ < @
IPsec Algarithms
r——
a g‘ High 2DEE, AES, Blowfish, MDS, SHAL
1 3 Medium 3DES, AES, Blowfish, Twofish, CAST128, MDS, SHAL

Comments +
High security
High comnpatibility

@ Right-clide on a row far further options.

Psec Algortthing
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[ Application Layer Gatewsys
{Bservices
7 Schedue Profiles
G509 Certificates
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- Pre-shared Keys

I/ LDAP Servers

D Lists

(C8 KE Mgorithims
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_§Rules
i nterfaces
=3 Routing
Fa
@ User Authentication
7 Traffic Shaping
3 ZONEDEFENR8, e
_§Rules
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=3 Rouing
F
g User Authentication
|7 Tratfic Shaping
g ZoneDetense
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Untitied
Ry
#) General L
), Configure algoithms which are used i the 1P Sac phase o an IPSeo session
LMY
+J Encryption Algorithms L1
Wl O bES: i
Blawish ] Tworisn ]
AES (Riindaely  []
#) Key Size L]
Blovish Key size [128
Twofish Key size: 128 H
#7 Integrity B
*—-®) ® |7
«—
#) Comments [
Comments:
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5% 509 Certificates:
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£ Pre-Shared Keys
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- Lists
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“ 0 IPsec Algorthms
g Rules
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[ Tratfic Shaping
@ ZoneDetense
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) [Psec Algorithms
G g
/£, Configure algorithms which are used in the IPSac phase of an IPsec session
L3
T add -
# - Mame - Algotithms «
o [; High 3DES, AES, Blaufish, MDS, SHAL
[2 7w DES, 30ES, HDS

IJ12B, MDS, SHAL

Garnments «
High security
High campatibility

(1] Right-clisk an a 1o for further options.
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- “IP4 Host/Network”
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J orLso0 ,_d’ Address Book
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i Adcess Book
el
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£ Psee Agertrine s PRTRSIUIR 10.1.11
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2 7 1PSecClient 152.168.254.0/24
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41 s LoTP-Gerver 172,100,100,1
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GLsng Certificates ) Ethemet Address This folder contains addrassas for
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g 3 AddessFolder 0.0,0.0/0 Al possible networks
L = 192.168,0.1 Default gateway on interface "wani”,
3 ; wani_dnsi 165.21,85.88 Primary DNE server an interface "wand”,
A B e 00,00 Secondsry DNS server on interface
LB e Algorithms g FETRSrIR 10111
g Rues = PETE_IPrangs 10.1.1.100-10.1.1.193
g iterfaces 7 IpSacClisnt 192.168.254.0/24
8 L2TP-Sarusr 172.100.100.1
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- [ Application Layer Geteways
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system
1 Objects
B+ i, Address Book
- g jnterfaceAddiresses
[ Application Layer Gateways
- (@Services
I Schedule Profies
51508 Certificates

(= 4 VPN Obects
-~k Pre-Shared Keys

LDAP Servers
B0 Liss
CAIKE Algorithms
(2 IPsec Algorithms
_§Ruies
- lnterfaces
- 4 Routing
- &IDS /DR
g User Authenticetion
A Trafiic: Shaping
1 Zone Defense
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VPN IP Network Object Created
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(QLE

0 dd v

# < Hame o+ Address +
o q lan_ip 192.168.3.1

£ ,; lannet 192.168.3.0/24

2 drz_ip 172.17.100,254

¥ dmznet 172.17.100.0/24

;.3 wanl_ip 132.168.0.3

s waninet 192.168,0,0/24

& wan2_ip 192.168,120,254

7 wan2net 192.168,120.0/24

z dhepsaruer_rangs 192.168.3.100-192.168.3.199
9 dhepservernetmask  255.255,255.0

10 DNS1 165.21.83.88

S0 Switchl 192.168.3,90

13 VPM_RemIP 192.168.0.4

14 5 ven_Rembet 192.168,1,0/24

13 DWL-2100AF 1521 i)

Use an Address Folder to group related address objects for 2 better overvizw.

UserduthGroups -

Edit the seffings for this falder

Comments +

IPAddress of interface lan
The netwark on intarface lan
IPAddress of interface dmz
The netwark on interface dmz
IPAddress of interface wanl
The netiark on interface wanl
IPAddress of interface wan2
The netark on interface wan2
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Create the IPsec tunnel

*Click “IPsec Tunnels” in Interface
*Click “Add” - IPSec Tunnel”
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4 DFL-800
w0 System
4] Chiects
[/, Avidress Back
- gInterfaceAddresses
[ Application Layer Gateways
W Services
7 Schedule Profiles:
%508 Certificates
3+ VPN Objects
T Pre-Shared Keys
“/LDAP Servers
o Lists
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(2 Psec Algorithins
_§ Fles
- interfaces

IPsec Tunnels
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ﬁ Manage the IFsec tunnel interfaces used for establishing IPszc VPN connections o and from this system
i

) tPsec_Dyn
) L2TP_1PSec
7 tpsect
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- T
9 1annet
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9 sli-nets

2 VP Remtiet

9 ven_Remie

PEK
PEK
PEK

(1] Right-click on a row for further options.
S Modity aduansed settings
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(] Objects —— .
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508 Certicates
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D Lists
AKE Mgarithms Encapsulation Mode: Tunnal v
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g Rules »
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i AT PasoLits Time a000sseomds
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[, Address Book 3] icat \ L3
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[ 2ppication Layer Gateways () #609 Cenieate @
{\services Root Cartficatetsy Available Selected
+ Schedule Prafies S AminCaH & =
L 508 Centificates = i
-G ven Otjects gl —
A Pre-shared Keys = =
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J DFL-1600
Dsystem
(] Okiscts
B Address Book
[ rtertaceaddresses
[ Application Layer Gateways
(@ Services
~£7) Schedule Profiles
X 508 Certificates
B4 VPN Objects
A Fre-Shared keys
[ /LDAF Servers
&I Lists
- EAKE Algorithms
- £ Psec Algorithms
1§ Rules
@ terfaces
W8 Ethernet
W VLAN
7 IPszc Tunnels
@ PPPGE Tunnels
W LITRFPTF Servers
@ L2TPIPPTP Clierts =
- By Intertace Groups
& LRP Table
Routing

I3

i
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#] IKE L1
Main DH Group
@
O Aggressive 2 v

&7 Perfect Forward Secrecy

‘—® 5

FFS DH Group

Nene o

#) Security Association

) Perbist o)

Fer Host

#) Compatibility Flags

[[] Bo not weity padding

#J NAT Traversal

oo
() On i supported and NATed

) On it supported
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= Configura

4 DFL-800
& @ system
] Chlects
B Address Bok
- jirtertacedoresses
- [ Anplication Layer Gateways
B 3ervices
£ Schedule Profiles
5509 Certificates:
VPN Objects
(AL Pre-Shared Keys
LDAP Servers
BRI Lists
EAKE Algorithms
(G IPsec Algarithms:
_gRules
@ nterfaces
W Ethemet
] VLAN
ZiPsec Tunnels
P PPPOE Tunnels
g L2TRPPTP Servers
-~ @l L2TRPPTP Clierts:
R intertace Grouns

m
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{j IPsec Tunnels

IPSec Tunnel Created
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Manage the IPsee tunnel interfaces usad for establishing IPsae VPN connactions to and fram this system

D adde
4 Name L = = = B =
o ) 1PSecDyn o lannet 2 sllnets PSK
21070 o Q uact § ot ooy
[z Bwsa Qienat 9 veRamiet ) ven_Remip por |

(L] Right-clidcon 3 raw for futher optians.
4 Modity adwancad settings
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*Click “Interface Groups” in this Interface
Click “Add” - “Interface Group”

ombine two interfaces to one interface group

IPSec VPN Configuratio
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B systen
 Objects
51, Address Book
il mertaceAddresses
[ Arnlication Laver Gateways
-~ (BServices
-5 Schedule Profiles
b %509 Centificates
- VPH Ohiects
T Pre-Shared Keys
1/LDAP Servers
I Lists
(4 IKE Aigorithms
£ Psec Algorithms
_gRules
Intertaces
W Ethernet
) YLAN
) Psec Tumnels
@ PPPE Tunnels
o

Ly

P L2TPIPPTP Servers

% Interface Groups
EE Tatl
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3 orL1o00 a

¥ Interface Groups

‘ Use interface graups to combine several interiaces for simplfied polioy management.

Mermbers «

Commeants «

(L) Fightctck on 2 aw for furthar optons
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D-Link

Building Networks for People

[E3

% DFL-800
Bsystem
1] Objects

[ Address Baok

o el nterfacedddresses
- [ pplication Layer Gateways
Bservices

I Schedule Profies
-Gl 508 Certificates
[ VPN Ohjects

-k Pre-Shared Keys

B Lss
CAIKE Algorithms
(2 IPsec Algorithms
g Rules
- intertaces
-~ Mg Ethernet
- EVLAN
-~ ) Psec Tunnels
P PPPOE Tunnels
W L2TPPPTP Servers
P L2TPPPTP Clierts
¥ Interface Groups
& ARP Table
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‘ IPSec_ LAN

IPSec VPN Configuratio

© NETDEFEND

Between two VPN Gateway

®Help

#] General

‘ Use an interface graup to cambine several interfaces for 2 simplified security policy.

Hame: IPSec_LAN

Security/Transport Equivalent

Available Selested

want
wan2

L2TP_IPSec

PETE_Tunnel
L2TPT

#J Comments

Comments:
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Rgulm‘"lml:lpln(. = IPSec VPN Configuratio
Between two VPN Gateway

Interface Group Created

Link DFL-BOD - Mozilla Firefox

Fle Edt Wew Go Bookmarks Tools  Help

@ &2 E> = @ @ |U http:/f192,168.3.1/ v‘ © 6 “Q'

D-Link

Building Networks for People

Blogout | (DHelp

‘ Interface Groups

4 DFL-500
- System
-1 Ohjects Use interface groupsto combine several interfaces for simplified policy management,
i+ Address Book ‘
L Interface Adcresses
[ Apwication Layer Gateways 7 add -
W Services
~E Sehedule Profiles g Name v Members « Comments
52508 Certificates o B Prte-lan PPTP_Tunnellan
[+ PN Objects oo
T Pre-shared Keys 2 B 1rsec ey IR
s : e
(ZAKE Agorithms
- Psec Algorithms
(- _§ Fules
- g nterfaces
-4 Ethernet

(>
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© NETDEFEND

n]) nE‘wlﬂcslIl* ' IPSec VPN Configuratio

Between two VPN Gateway

reate IP Rules for IPSec tunnel
*Click “IP Rules” in Rules
«Click “Add” > “IP Rule”

Building Networks for People

@ Home | M Configuration = | g Tools - Blogout | DHslp
— & Prues
- @ysystem
L] Objects IP Rules are used to filter IP-based netor traffic. In addition. they provide means for address translation aswell as Serwer Load Balancing.
& [, Address Book
e —
.- [ Application Layer Gateways
- @Services
|7, Schedule Profies Source Source CezEm— e i
i Interface~  Networkw  Interface w Natwork +
= J‘l{;"‘ D Ay D allonats g core 2 sll-nees @ ping-inbound
A Pre-sShared Keys = =
any B cors oo i (@ hep-all
/LDAF Servers - d - 3 B
any all-nets core wanl_i @ http-in
guu Lists A = 3 = 2 waniie B hwe
IKE Sdgorthms . @
4 sat_Fre st any — cors e
- 2 Psec Algorithms. ‘ = 5 = s ,itp-pass(hmugh
B 5 8 SAT_FTP_Allow Allow g anv 2 all-nets (g ==re 2 wani_ip '& rovah
= 2 p-pazsthroual
8 B 6 @ satrop saT  Imany D ali-nets (g core D wanip @ rdp
= 2 B SAP_ROR_Allow Allow g 509 D allnats g core .- @ e
‘mInterfaces (L) Right slick on a row for futher options.
i M@ Ethernet =
VLan

54
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L Addiress Book
L terfacedddresses

IPSec VPN Configuratio

© NETDEFEND

Between two VPN Gateway

ot el

Gener1 Log Seffings ﬂﬁ | SAT | SAT Server Load Balancing |
#] General m

g An 1P rule spesifiss what astion to perorm ofmetwork laflic that matoh es the sp ecified filter siteria,

[ Appcstin Layer Getewa
@Services
7 Sehedle Profies
X 508 Cartiicates
3PN Objscts
T Pre-Shared Keys
/LA Servers
0 Lists
-2\ KE Agorthns
(2 Psec Algorithms
CgRues
£ § PRuss
_glant _to_wan
B Access
gitertaces
W8 Ethernet u
LA
2 Psec Tunneis
P PPPOE Turnels
- LITPRPTP Servers
P L2TPPPTP Clients

K3

Name 1PSec_Allow

Action Allow v
Senice: all_services v
Seheduls;  (Mone) v

£ Address Filter

—O©

L]

Specity sourse interface and source nebwork, to gether with destination interface and destination nebwotk. All parameters have to matsh
Ii  forthe s to ma

Source
Inferface:  [PSac_LAN v
Netwodi  all-nets v

Destination
IPSec_LaN -
all-nets -

#J Comments

—®

Commant:

Cox J o) =
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@ Home

IPSec VPN Configuratio

© NETDEFEND

Between two VPN Gateway

administrator

7 Schedue Profies
L4508 Certificates
B JVPH Objects
(L Pre-shared Keys:
ILDAP Servers

2 Pssc Algorithms
g Rules
- § IPRules
g lan_fo_wan
5 Access
.
i lnterfaces
W Ethenet =
yVLAN

=\ IPser Tunnels
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f7] Enable logging

—O

4 DFL-1600 A
& @B system = PP e
General | Log Seftings © NAT | SAT | SAT Server Load Balanoing
1 Objects P cerere
- Addiess Book
i General
G rter 8 5
T e
(Byservices

Logto
(@) Al reseivers
) Spesifiz recarvary
fwailable Selected
MemLog ~ ~
v ~
Log with severity.  Motice v
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D-Link

Building Networks for People

IPSec VPN Configuratio

Between two VPN Gateway
IP Rule Created

Building Networks for People

@Heln

57

DFLAB0D 4 g IP Rules
{0 System
[ Objects 1P Rules are used to filter IP-based netwok tiafic. In addition, they provide me ans for address transiation a3 well as Server Load Balancing.
B+, Adcress Book
- erfaceaduresses
[ Application Layer Gateways 1 add +
{Bservices
£ Schedule Profies P Petem . Gouwn S Beemeten Destination T
5508 Cortifcates - T - Interface + Network v Interfacs v Hatuork +
0 g landto_wan
EH - Hlie 0 S Allow g any Jallnets g core 9 allnets (@ Ping-inbaund
T pre-Sharedt Keys 2§ satwrTe SaT g any allnets g core 2 wanlin (@ http-all
7 LDAP Servers 2
% Allow any all-nets core wanl_ip http-in
D Lists SAT_HTTP_Allow - ? = ? @
” G
B o 8 s e R g
(3 Psec Algorithms: ftp-passthrough
g Rules. 5§ SATFTR_Allow Allow (g a0y 9 allnets g core 2 wantip \
o § Pl ftp-passthraugh
& § sat_rop SAT g eny Qallnets g core 2 wantip (@ rde
JE R 8 Lol - §-alloc: = $ouact e
Focoess I . s - =
& Psec_Allow  Allow PS=c_LaN sll-nets 1PSec LAN all-nets all_services
@ interfaces L] = B 2 % 2 5
8 Ethernet b Right-click en a raw for further optisns.
W YLAN
) 1Psec Tuninels

D1

ding Networks for People

D-Link

Building Networks for People

IPSec VPN Configuratio
Between two VPN Gateway

ter all configuration , Click “configuration” on main menu bar
e Click “Save and Activate”

O NET!

DEFEND

®Help

g orL 160 «| & IPRules
- system
L Objects: 1P Rules are used to filter IP-based network traffic. In additian, they provide means for address transiation aswell as Sewer Laad Balaneing
B Address Book
“o| i ntertace doresses
[ épplication Layer Gatzways 0 add-
Bservices
~+iih Schedule Profies # Action  Source Faurce Destination Destination
? 2z Bibg - Interface v Hetwork o Interface v Network + e
430509 Certificates
e A 0 | §lani to wani
2 L : 1§ ping_fu Allaw g 2y 9 allnets g core 9 all-nets ( ping-inbound
g Pre-Shared Ke =
i ll EBCRRRCAH NS 2§ saT e SaT ey 4 allnets o core 2 waniip (i http-all
=" LDAP Servers
El Allaw any all-nats cora wani_ip hitp-in
Lists SAT_HTTP _allow - 3 = 2 ®
o A KE Slgorith y
i oa 4§ st T ey Dalnets g ore g uaniip
+o 8 Psec Algorithms ftp-passthrough
P
= § Rules 5§ SAT TP allow Allow g an¥ 9 ali-nets i core 9 waniip A
o § P ftp-passthrough
g ¢ § st _rOP SaT ey 2 sll-nets L core 2 waniip (@ rdp
lan _te 1
- A;# BN 7 8 sAP_RDP_allow Allow g an® o allnats g core & waniip B rde
[ docess . = =
8 1Pgec_All All IPSsc_LaN sll-nsts IPSec LAN sll-nats [y sll_sarvicas
I g terfaces T L 4 ] 4 ‘B
W Ethermet " PRt Gy P e e
W YLAN
- £) IPsec Tunnels:

58
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IPSec VPN Configuratio
Between two VPN Gateway

D-Link

Building Networks for People.

@ Home | m uration

d DFL-1800
Bsystem
=1 Chjects
b Address Book
L rtertaceadiresses
[ Application Layer Gateways
T#Services
~ {7 Sohedule Profies
- [ ¥.509 Certificates
B g VPN Objects
A Fre-Shared Keys

59

DHelp

[ Save Configuration

? Are you sure you want to save the configuration?

AR administrator neads ta 150 in within 30 s2c0nds to verify the new configuration. Othenwizs the unitwill assume that you aceidentally lacked yourself

out, and revert to its previous eenfiguration
| I Cancal

Click here to editthe configuration verification timeout,

D-Lin

Building Networks for People

D-Link

Building Networks for People

' DFL-1800

Lsystem

4 Objects

(- Address Book
PildinterfaceAddresses

[ £pplication Layer Gateways
{ByServices

%, Schecle Prafies

-~ X 509 Certificates

60

>

© NETDEFEND

IPSec VPN Configuratio
Between two VPN Gateway

#J Changes Activated L

g Changes committed ta the sonfiguration file
,

| Canfiguration successtully activated and committed
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Budog s orPeopls IPSec VPN Configuratio
Between two VPN Gateway

After IPSec VPN Tunnel establish between DFL-800 & DFL-1600, PC1 can ping to
PC2 at remote network
Command Prompt -[o]]

“Documents and Settingswtytan>ipconfig

Mindows IP Configuration

[Ethernet adapter Local Area Connection 6%
Connection-specific DNS Suffix -
192.168.1.181
25! 255 .8
TIEEEEeOE 38674
1
[Ethernet adapter Wireless Network Connection:
Media State : Media disconnected
Tunnel adapter Teredo Tunneling Pseudo-Interfaces:
Connection-specific DNS Suffix :
IP Addre . FeB0::5445:5245: 444F %6
Default Gateuay :

Tunnel adapter Automatic Tunneling Pseudo-Interface:

1:5efe:192.168.1.10142

[Pinging 192.168.3.
[Reply from 192.168.3
2.168

[Reply from 192168

[Ping sta 192.168.3.100=
. Received - 4,

co
Minimum 1ms, Maximum = 480ms. Averag

[C:\Documents and Settings\tytan>

© NETDEFEND

PC3 (Running IPSec Client)
1P: 192.168.0.199/24

WANI \19\4
Static IP:"192.168.0.4/24

DFL-1600

LAN1
1P: 192.168.1.1/24

Internal LAN1 .
IP: 192.168.1.0/.
g 1P: 192.168.1.101/24

62
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. O NETDEFEND
D-Link s -

Building Networks for People IPSCC VPN Configlll'atlo
Between IPSec Client and VPN Gateway

Objectives
® PC with D-Link IPSec Client communicate with firewalls by IPsec tunnel .

The IPSec client can ping to the client of remote VPN network after VPN
Tunnel Eastablish

The logic of configuration
[ J

Configure Dynamic IPsec tunnel in Firewall for IPSec Client Remote Access
Configure IPSec Client in PC

Please configure the LAN and WAN IP parameter of the Firewall base on
the network diagram before you configure the IPSec VPN parameter.

63

‘ © NETDEFEND
Building Networks for People -

Create Dynamic IPsec tunnel for Remote IPSec Client
¢ Click “IPsec Tunnels” in Interface

Click “Add” = IPSec Tunnel”

© D-Link DFL-1600 - Mozilla Firefox:

Fle Edt Wew Go Bookmarks Tooks Hep

Qﬂ G E:> 2 [@ @ [ hepigioe. 168,11

v @ G J
D-Link

Building Networks for People

3T Tools v | Blogout | (Dhelp
2.
T .j IPsec Tunnels
Dsystem
-] Objects (£l Manage the [Fsec tunnel interfaces used for establishing IPszo VPN connections to and fram this system.
- § Rules i
- mlnterfaces
WY Ethernet

) VAN

7 IPsec Tunnels

i

i L - - - - -
e o Dpsect o lantnet QP Remotenst ) PN Remot1p  psk
W LITRFPTP Servers
P L2TRPPTP Clierts (1] Rightlidkon a
- By Intertace Groups
- if® ARP Table
a3 Routing

row for further options.
46 Modity advanced settings
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ink DFL-1600 - Mozilla Firefox

fle Edt Wew Go Bookmaks ook Help

© NETDEFEND

@ -8 ) [0 nepuszzaset af

ed in 5 admi
admin 13

Building Networks for People

£Homs | M Configurstion - | |
3 c ~
) Unttted .
3 DFL.1600 .
2 @sysem Generfl_utheriication || Exteried Auhentication (<A | | | KE Setlings | Keep-dlive | Advanced
ig““"‘s 47 General ]
 Gerisces uﬁ A PsacAunnel fam is uzed to defing [Pes endpoint and vill sppaar 3 3 logioal infertace in the systam,
W Ethernet
mvLan
2) Psec Tunnels B 1pSec_Dyn
PPPPoE Tunmels LocalNetwoke  lantnet 3
WLITERPTP Servers Ramote Newote  all-necs 3
WPLZTRRPTR Clierts —
s Remote Endpaint  (None) -
& ARP Toble
- Routing Encapsulation Mods: Tunnel 8
& roe
User Authertication #) Algorithms 5
7 Traftio Shaping
i Zoceceternce IKE Algorithms: IKEL v
IKE Life Tims 28800 ooz
1P2se Lits Time 200 secends
1Pszc Lits Time o lobytes
Comments
5] 5| s

Transferring data from 192, 168.1.1.
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Mozilla Firefox

Eile Edt Wiew Go Bookmarks Tools Help

© NETDEFEND

@ - = @ [ hepuijts2. 166117

Building Networks for People

) ith
3§ DFL-1600 Mj Uniitled
T 1
Bsysten ~“General | muthertication Extended Authertication (Xauth) | Routing | |KE Settings | Kesp-alive | Advanced |
] Objects :
§Fules D] icati ~. L]
g nteriaces
- Mg Ethernet () %508 Certfisate @
- B VLAN
5‘ Rt Certificate(sy Available Selected
- £) IPsec Turnels AdminCert ~ ~
@l PPPOE Turnels il a
=
g L2TPIFRTP Servers =
<<
WP L2TPPTP Clierts - -
W nterface Groups - b
S Gatemay Cerificate:  (140ne)
z3Routing Lt »
DS /IDP
a () Pre-shared Ky -—
@ User Authenticetion
B Teottc Shaping Pre-Shared Kay. IPsect v
i ZoneDefense

66
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AHome ration v

T To E . Maintenan

DFL210
(6 System
|J Objects.
[ Rules
- nterfaces.
TgiEtemet
IIVLAN
% Psec
19 prroE
48 PPTPILZTP Servers
{8 FETRILZTF Clients.
%uinterface Groups.
™ ARP
- [ Routing
(@RS
gGUser Authentication
[ Traffic Management

67

\j IPSec._Dyn

© NETDEFEND

@ Logged inas administrator

admin - 182.168.1.101

#) Automatic Routing

.~ General | Authentication | Extended Authentication (CAuth) | Roufing | IKE semnt [Kee}alwe [?vanceﬂ

7] Allow DHGR over IPses rom single-host alents

Dynamically s34 route to the remote network when s tunnel is established

#) Packet Sizes

©

Flaintext UTU: | 424

&) IP Addresses

Specity the size st which to Fiagment plaintext packets (rsther than fragmenting IPsec)

€ Speaty ssaress manually

1P Address:

1P aridress to use as source IP of the tunnel

& Automatically pick the address of = |ocal interface that soresponds to the local net

D-Li

Building Networks for People

Building Networks for People

“AHome iguration v

oFL210
(& System
|J Objects.
[ Rules
- nterfaces.
TglEtemet
SIVLAN
A iPser
[ terfaces.

giEthemet
IVLAN

) ipran
TlEtemet
TIVLAN

Psec
9 prroE
18 PPTPNLZTP Servers
{8 FRTRILZTR Clients.
%uinterface Groups.
il
- Routing

(@R IRS

[ggUser Authentication

&5 Traffic Management
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@ (Lovoed in os administrator

admin - 1

# Perfect Forward Secrecy

—O

P
| General | Autnenfication | Extended Autientication (AU | Routing | IKE Settings Keewlﬂt tAﬂva"m |
£ e \ B
& wmain DH Group
" Aggressive. 2

&) NAT Traversal

"
Prs OH Group
Nons B E

T Securty L]
& perer
© Pertos

]
C off
' ©n if supported snd NATed
" ©On if supported
#] Dead Peer Detection B
Frm——




Building Networks for People

D-Link

Building Networks for People

DorLzn
B system
[ Objects

© NETDEFEND

IPSec VPN Configuratio
Between IPSec Client and VPN Gateway

@ Losoed s administrator
admin - 192.168.1.101

% Maintenance +

) IPSec Dyn

General | Authentication | £

@logout | 7 Hell

4 Rules

(i nterfaces
TgEtnemet
VLA
2 Psee

g8 prroe

18 PPTPILTE Servers
BprrenzTe clents
interface Groups
- orp

(3 Routng

[@DPIPS

xtended Authentication (CALth) |“Routing | “IKE Sefings | Keep-aive ) Advanced

#) Automatic Route Creation

Automaticslly add route for remote network

7] Addroute for remote nebuork

—O

50

Coc (=)

86 User Authentication
[ Traffie Management

69

D-Lin

Building Networks for People

ink DFL-1600 - Mozilla Firefox

file Edt Yiew Go Bookmarks Tools

© NETDEFEND

Between IPSec Client and VPN Gateway
Dynamic IPSec Tunnel Created

Help

@ - - & @ |0 retpoji1se.188.1.1f

D-Link

Building Networks for People

@ Home

4 DFL-1800

- ) Svstem
-1 Chjects

- g Ruls

=) ‘Imerfaces

-~ EE VL AN
%) IPsec Tunnels
& PPPGE Turnels
WP LITRFRTP Servers
@ L2TPPPTP Clierts
W Interface Groups
- ARP Table
[z Routing
[ gIDS 1IDF

ﬁ IPsec Tunnels

ﬁ Manage the IPsee tunnel interfaces used for establishing IPsec WPN connections o and from this system
[

A Add v
#+ MName + L - - nt = ~  Commants +
a ) 1psecL 9 laninet o VPN _Remot=nat o vPH_Remotelr paK

[ [1 ) 1Pgec_Dyn J Tarinet o alnets Pek |

5 R e 1o rbion

70

@ Right-click on a row for further options.
5 Wodify advanced s=ttings
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*Click “Interface Groups” in this Interface
Click “IPSec_LLAN” Interface Groups that Created previously

3D Link DFL-1600 - Mozilla Firefox

Fle Edt Vew Go Bookmarks Iools Help

IPSec VPN Configuratio

ombine the IPSec and LAN interfaces to one interface group

© NETDEFEND

q‘j - E:> . %‘ @ ‘U http:f/192.168.1.1)

> :
) -

D-Link

Building Networks for People

@ Home M Configuration «

71

4 DFL-1500
- System

[ Objects

[ . wintertaces I

W8 Elheret
VAN
) IPsee Tunmels
# PPPGE Tunnels
WP L2TPRRTP Servers

interface Groups.

& RF Table

AR dion

) Interface Groups

B Logout

@Help

‘ Use interface groups to combine sewers! interfaces for simplified policy managemsnt.

0 Add v

4 H

u

Membars +

lan1,IPSect

Comments +

(L], Rt sk o 8 o forfumhe optians

Building Networks for People

72

Link

Building Networks for People

@ Home =

J DFL-1600

- system

- Objects

. § Rules

g Interfaces
W Ethernet

- HYLAN
%) IPsec Tunnels
P PPPOE Turnels

g L2TRFPTP Servers
& L2TRPPTP Clierts
W nterface Groups

- @ ARP Table

- 4 Routing

- FDS /0P

- g User Authentication

¥ Tratfic Shaping

- g ZoneDetense

© NETDEFEND

Blogout  (PHelp
#2, IPSec_LAN
27 General L}
‘ Use an interiace group to sombine several interfaces for a simplified seouity policy.
Name Psec LAN
SecuribeTranspent Equivalent
#] Interfaces 13
Available Selected
want ~ lan1 -~
wan2 = IPSect =
dmz 2 IPSec_Dyn —
lan2 =
lanz | ||=== |
v v

#J Comments

Comments:

CorJ(|_cwme )
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) D-Link DFL-1501 ozilla Firefox

ter all configuration , Click “configuration” on main menu bar

¢ Click “Save and Activate”

Help

© NETDEFEND

IPSec VPN Configuratio

Fle Edt View Go Gookmarks Tools

D-Link

Building Networks for People

- Objects

_§Rules
= § P Rules
_§ lan1_ta_wan1
B Access
- ntertaces
W Ethernet
VLA
- &) IPsec Tunnels
- @ PPPOE Tunnels
W L2TPIFPTP Servers

73

Q‘ﬂ o E> 34 E@ @ |U hittp://192.168. 1.1

¥, Interface Groups

‘ Use interface graups to sombine several interfaces for simplified policy management

[ Add v
# e Narme + Members + Gomments
o % tPsec LA lan1,IPSacl, [PSec_Dyn

(21 Fishb s on 2 o fr urhes options

D-Lin

Building Networks for People

Help

© NETDEFEND

IPSec VPN Configuratlo

file Edt Yiew Go Bookmarks Tools

" DFL-1600
D system
&[] Objects
B Address Book
g rterface doresses
- [ Application Layer Gateways
~ (@ Services
{3 Schedule Profies
540509 Certificates
B4 VPN Olects
A Pre-shared Keys

74

@-p - g O [ repapnisz.tes.t 1t

[ Save Configuration

? Are you sure you want to save the configuration?

An administrator needs to log in within 30 seconds o verify the new configuration. Othenwise the unitwill assume that you accidentally lodked yourself

out. and revert to its previous canfiguration
Click here to edit the canfiguration verification timeout
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k DFL-1600 - Mozilla Firefox

fle Edt View Go Bookmarks Took

Help

© NETDEFEND

IPSec VPN Configuratio
Between IPSec Client and VPN Gateway

@ -8 O [ hepasz. s,

Building Networks for People

administrator
min - 1 01

9 DFL-1600 Al
By system
&[] Objects
| B, Address Book
L interfacedddresses
[ Application Layer Gateways
(i Fervices
5% Schedule Profiles
+-BL ¥ 508 Centificates

75

H Commit changes

#] Changes Activat

ed

R Changes commitied e the configuration file
b

| Cenfiguration successfully activated and committed

76

Building Networks for People

D-Link

Building Networks for People

8 Rules
mterfaces
Routing

&S /1P

- g User Authentication
1 Tratfic Shaping

g ZoneDefense:

8 DFL-1600

© NETDEFEND

IPSec VPN Configuratio
Between IPSec Client and VPN Gateway

BLogou

o System

View and modify system parameters, such as date and time

settings, lagging and

& Rules

Manags the warious .
1P ules, in the syst

Modsl: DFL-1800

CPU Load: 0%
System Time:  2008-05-25 16:28:58 RaN 152511 mo I
Uptime: 0 days, 05.08:22 Connestions: 14400000
Configuration:  Version 24 IPsee: 271200
Firmusare 2.05.00.PREDD2 BER 071200
Varsion: Feb 28 2008 wLAN 0r12e
e 20062002 ekl Rules 1242500

105 Signatures:  last updated 2005-11-17 16:05:44

iguration ehangss

] Objects

The sbjest section contains symbolic names for obje ots

remate management. cemmonty usad in ther parts of the system configuration,

{9 Interfaces

Intarfacas are physical ot logioal endpaints (such 22 vittual
LAN intertaces or VPN tunneis) for netria  traffe.

etwod tratfic rules, such as Ethemet and
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© NETDEFEND

IPSec VPN Configuratio

Between IPSec Client and VPN Gateway
IPSec Client Configuration

Click “Configuration” - “Phonebook”

Outside Line Prefix

Logan Cptions
Phonebook backup  »

Client Server
Connect Disconnect ‘ D-Link
Statiztics:
Titne online: 00:00:00 Timeout (sec): O
Data (Tx) in Byte: O Directian:
Data (Rx) in Byte: 0 Link Type: LaM
Speed (KBytess) 0,000 Encryption:

77

Building Networks for People

Click “New Entry”

© NETDEFEND

IPSec VPN Configuratio

Between IPSec Client and VPN Gateway
IPSec Client Configuration

Phonebook E
Available Destinations
D estination Mame Phone Number/Link Type Canfigure |
DFL-1500 [Moden] <PhoneMumbers
DFL-300 LaM Mew Enlry
DFL-500 [PPPaE] xD5L [PPPaE]
DFL-500 LaM Duplicate
DFL-700 [Modem] <PhoneMumber:
DFL-700 LAMN Delete
DFL-a0 LAMN
DFL-300 LAMN Help
DI-804ky [PPPoE] «D5L [PPPoE]
Dl-804hy LAN Cancel
LN —

78




© NETDEFEND

Rg'ulm‘"lml:lpln(l 1 IPSec VPN Configuratio

Between IPSec Client and VPN Gateway
IPSec Client Configuration

Enter IPSec “Connection Name”, click “Next”

Assistant for new profile |§|
Connection Name - L
Eriter the name of the connection o ln
The connection may be given a descriptive name; enter a name in the following field

ﬁ Mame of the connection
[IPSect

< Back | Mext > I LCancel

79

© NETDEFEND

R« u.w'msl"pl..(. ‘ IPSec VPN Configuratio

= Between IPSec Client and VPN Gateway
IPSec Client Configuration

Select “LAN (Over IP)”, click “Next”

Assistant for new profile ]
Link type [Dial up configuration) - &
Select the media type of the connection. D.Lln

Deteming how the connection to the corporate network should be established. If the intemet iz
to be uged via modem, set the communication media to "modem' and then select the
appropriate moderm

(al Communication media : LAN [aver [P >
& fover ) El
I1SDM
Modern

BSE{RPReE}

PPTP
Ext. Disler

< Back || Mest > I| LCancel

80
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Between IPSec Client and VPN Gateway
IPSec Client Configuration

Enter “VPN Gateway” (WAN IP of the Remote VPN Gateway), click “Next”

Assistant for new prof £|
VPN gateway parameters - ]
To which WPN gateway should the cannection be established D.Lln

Enter the DMS name [i.e. wpnzerver.domain.com) ar the official [P address (ie. 212.10.17.29] of
the YPM gateway you want to connect to.

Using Extended Authentication XAUTH] vou can enter the Username and Passward for the
authentication. If no authentication data are entered they will be requested when establishing the
connection

Gateway
|192.1ss.n.4|

™ Use extended authertication [4UTH)

% Username :

Paszzword Paszword (Confirm)] :

|
< Back | Mext = I LCancel
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Between IPSec Client and VPN Gateway
IPSec Client Configuration

Enter “Pre-shared key”, click “Finish”

Assistant for new profile |
Pre-shared key - &
Common secret for data encreption D.I‘ln

A shared secret or pre-shared key is used to encrypt the connection; this then needs ta be
indentically konfigured on bath sides VPN client and WPN gateway).

Enter the appropriate value for the IKE 1D according to the selected ID type.

Pre-shared key
< Shared zecret Canfirm secret |

Local identity

< Back | Finizh I LCancel
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Between IPSec Client and VPN Gateway
IPSec Client Configuration

IPSec Client Created, select it and click “Configure”
Phonebook z|
—Awvallable Destination :
D estination M ame Phone Mumber/Link Type Configure
DFL-300 LAN ~
DFL-500 [PPFoE] #DSL [PPPoE) Mew+ Entry |
DFL-A00 LAN .
DFL-700 [Madem] <PhaneMurbers Duplicate |
DFL-700 LA
DFL-80 L&k Delete |
DFL-300 LaM
DI-804hy [PPPoE] #D5SL [PPPoE] Help |
D1-804ky LaM
D]-824vun+ LAk Cancel |
! > ok |
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Between IPSec Client and VPN Gateway
IPSec Client Configuration

Select “IPSec General Settings”

Phonebook  IPSeci

— Baszic Settings
IPSec General Settings

Erafil °
THEmHES _”rj':;3 ile :ame
IP* Address Azsignment AN I o

Femote MNetwork s
Lirk Firewall Communication medium :

[LAN [over IP) =

Help | ak I LCancel
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Between IPSec Client and VPN Gateway
IPSec Client Configuration

Click “Policy editor”

Phonebook  IPSect X
— IPSec General Seftings

Gateway: [192168.0.4

Identities
IF Address Azsighment -
Femote Metwarks Falicies
Link Firgvwall @ 1KE policy - Iautomatic rmode j
IPSec policy : |automatic mode j
Palicy lifetimes ... Palicy editar ... |

Advanced optionz
ﬁ Exch. mode : M ain Mode j
PFS group : Nohe ;I
[~ Use IP compression
[~ Disable DPD [Dead Peer Detection)

Help | ak I LCancel |
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Between IPSec Client and VPN Gateway
IPSec Client Configuration

Select “IKE Policy”, click “New Entry

IPSec Configuration

ﬁ |E.E Paolicy
T IPSec Policy

Configure

MHew Entry

Duplicate
Dielete

Help

| L

LClose
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Between IPSec Client and VPN Gateway
IPSec Client Configuration

Enter IKE Policy Name, Select IKE Policy, click “OK”

IKE Policy 3

Mame : | |IKE1 i

Authentication | E ncrpption | Hazh | [DH Group |

Preshared Key DES MD5 DH-Group 2 (1024 Bit)
Authentication : IPreshared Key ;I Add |
Encryption : Femove |
Hagh: |MD5 =l
DH Giroup: |DHGoup 2 (102481~ |

Help | ok I LCancel |
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Between IPSec Client and VPN Gateway
IPSec Client Configuration

Select IPSec Policy, click “New Entry”

IPSec Configuration

----- %T DFL-300 [3DES-SHADHZ]

T DFL-1500 [30ES-5HA-DHZ)
ST DFL-300 [3DE5-SHA-DHZ] Mew Entry
3T DFL-500 [30E5-5HA-DHZ]

Configure

ﬂ

Duplizate
..... ¥T DI 4u|_'|+ [2DES-SHA] el
..... ¥7 DFL-G0 [2DES-HA]
..... ¥7 DFL-900 [3DES-SHA] Help

----- 1 DFL-1500 [3DES-SHA)
----- W1 DFL-300[3DES-5HA)
----- ¥ DFS-500 [3DES-5HA]

=

1 L

LClose
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Between IPSec Client and VPN Gateway
IPSec Client Configuration

Enter IPSec Policy Name, Select IPSec Policy, click “OK”

IPSec Policy |z|

Marme : | IIPSEC]

Protocol | Tranzfarri | Mare |

ESP DES MDE
Protocol : ESP ¥ Add
Transform : hd Remove |
Authentication : I MD5 ;I

Help || Ok I LCancel |
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Between IPSec Client and VPN Gateway
IPSec Client Configuration

Both “IKE Policy” and “IPSec Policy” are created. Click “Close”

IPSec Configuration

Configure |

Duplicate |

-1 DFL-900[3DES-5HA-DHZ]

DFL-1500 [3DES-SHA-DHZ)

DFL-300 [3DES-SHA-DHZ]
-A00 [3DES-SHA-DHZ]

[

<54

ec Policy
-HT DI-B24vup+ [3DES-5HA] Delete |
-7 DFL-80 [3DES-5HA]

-1 DFL-300 [3DES-5HA) Help |
-1 DFL-15800 [3DES-5HA]

-1 DFL-300 [3DES-5HA)

-y DFS-500 [3DES-5HA] il

%7 IPSecl e Close |
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Between IPSec Client and VPN Gateway
IPSec Client Configuration

Select “IKE Policy” and IPSec Policy”. Click “Identities”

Phonebook  IPSect X

CE=p— — IPSec General Settings

|P! H i _
\oriias Gateway: [152.16804

IP Address Assignment -
Remate Networks Palicies
Link Fireweall @ IKE policy - I|KE-|
IPSec policy :
Policy ifetimes ... Policy editor .. I
Advanced options
i ? Exch. mode : Main Mode LI
PFS group : None LI
I Use P compression
[ Dizable DPD [Dead Peer Datection)

Help | ak. I Cancel |
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= Between IPSec Client and VPN Gateway
IPSec Client Configuration

Verity Configuration, Click “IP Address Assignment”

Phonebook  IPSeci

- -  |dentiti
Baszic Settings ertes

IPSec General Settings Lacal identity

Type: -
IP* Address Azsignment e I P Addhess J
3 = |D: I

emoke Netwar

Link, Fireweall

¥ Use pre-shared key
Shared secret ; I ““““““““

9 Confirm secret | ********
[ Use extended authentication B4 TH]

@ Usemame : I
Password : |

Help | ak I Cancel
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Between IPSec Client and VPN Gateway
IPSec Client Configuration

Tick “DNS/Wins server”, Enter “DNS server”. Click “Remote Networks”

Phonebook  IPSect X

Basic Setings — IP Address Assignment

IPSec General Settings " Use IKE Config Mode
|dentities % N

& Use local IP address
" Manual IP address

IP address : |n.n.u.n
Subnhet mazk : |255.255.255. 0

||7 DNG /WINS servers :|
- | DN server: |185.21.83_8E1 |
WINS server: [oooo

Help | 0K I Cancel

gnment
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Between IPSec Client and VPN Gateway
IPSec Client Configuration

Enter “Remote Networks address and Subnet masks”. Click “OK”

Phonebook IPSect

Basic Sellings  Remote Metworks

IPSec General Settings Enter the IP networks the tunnel should be used for.
|dentities ) Wwithout ertries tunneling il always be used.
|P Address Assighment

Fe

Lirk. Firewal % Metwork addresses Subnet masks :
[192.188.1.0 |255.265.255.1)
jnoon jnoon
jnoon jnona
joooo jpooo
joooo jnooo

I Apply bunneling security for local netwaorks

Help | oK I LCancel

94




© NETDEFEND

Building Networks for People

IPSec VPN Configuratio

Between IPSec Client and VPN Gateway
IPSec Client Configuration

IPSec Client Phonebook Created. Click “OK”

Phonebook |

]

Ayvailable Destinations

Destination M ame Phone Mumber/Link Type Capfigure
DFL-300 LAk ~

DFL-500 [PPPoE] «D5L [PPPoE] B Mew Entry
DFL-500 LAM )
DFL-700 [Madem) sPhoreMumber: Duplicate
DFL-700 LM

DFL-a0 LAMN Delete
DFL-300 LAk

DI-204h [PPPoE] #D5SL [PPPoE] Help
DI-20dky LAMN

DI-824vui+ LA LCancel
TP ers &R s, oK
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Between IPSec Client and VPN Gateway
IPSec Client Configuration

Select the IPSec Client just created

I D-Link VPN Client
Coonection  Configuration  Log  window  Help

D estination : Outside Line :

DFL-700 [Mademn]
-0

LConnect Dizconnect | D-Link

Statistics:

Time online: 00: 00:00 Timeout (sec): 0O
Data (Tx) in Byte: 0 Direction: out
Data (Rx)in Byte: 0 Link Type: LaM
Speed (KBytels). 0,000 Encryption:
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IPSec VPN Configuratio

Between IPSec Client and VPN Gateway
IPSec Client Configuration

Click “Connection” = “Connect”.

D D-Link VPN Client

Connection Infa

Exit

D-Link

LConnect Disconnect ‘

Statistics:

Tirme: onlire: 00: 00: 00 Timeout (sec): 0O
Data (Tx)in Byte: 0 Direction: out
Data (Rx)inByte: 0 Link Type: L&
Speed (MBytefz), 0,000 Encryption:
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IPSec VPN Configuratio

Between IPSec Client and VPN Gateway
IPSec Client Configuration

Building Networks for People

IPSec Client connected to remote VPN Gateway

D D-Link ¥PN Client
Connection  Configuration  Log  Window  Help
Destination : Outzside Line :

|IPSect

Client ; Server

Connect Dizconnect ‘ D-Link
Statistics:
Time online: 00:07: 45 Timeout (sec): 0 sec
Data (Tx) in Byte: 576 Direction: out
Data (Rx)in Byte: 480 Link Type: Lam
Speed (KByteds), 0,000 Encryption: DES
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IPSec VPN Configuratio

Between IPSec Client and VPN Gateway

IPSec Client Configuration
PC3 with IPSec Client can ping to PC1 at Remote Network

C:AWINDOWS\system32\cmd. exe

IC:\Documents and Settings“dlinkuserXipconfig

ilindows IP Configuration

[Ethernet adapter Local fArea Connection 2:

Connection—-specific DNS Suffix
IP Address. . . . . . . .
Subnet Mask . . . . . . .
Default Gateway . . . . .

[Ethernet adapter Local fArea Connection:

Connection—-specific DNS Suffix
IP Address. . . . . . .
Subnet Mask . . . . .

Default Gateway . . . .

G:“\Documents and Settings~dlinkuser>ping 192.168.1.161

Pinging 192.168.1.181 with 32 hytes of data:

Reply fFrom 192.168.1.18: hytes=32
Reply from 192.168.1._1 hytes=32
Reply from 192.168.1._1 hytes=32
Reply from 192.168.1.18 bytes=32 tim

[Ping statistics for 192.168.1.1081:
ackets: Sent = 4. Received = 4, Lost =
Approximate round trip times in milli-secon
Minimum = 1ms, Maxinum = 2ms,. Average =

C:“Documents and Settingssdlinkuser>

192.168.254.2
255.255.255.8

dlink.con.sg
192.168.08.199
255.255.255.8
192.168.8.1

ITL=127
ITL=127
ITL=127
TTL=127

B {Bx loss).

ims




