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Objectives
® To deny users behind the firewall to send e-mail to a particular
SMTP e-mail account.
The logic of configuration

® Create SMTP ALG (for HTTP Server)
® Configure SMTP Service to use the configured SMTP ALG

® Configure IP Rule using the configures SMTP Service




© NETDEFEND

D-Link | SMTPAL

Configuration For DFL-210

e Create SMTP ALG

d in as administrator

168.1.104.

Building Networks for People

 Home figuration +
=
SorL210 sch o8 HTTP and 4323
(@ System
{3 Objects
- Bock
[ons s oo o
s SMTP ALG
@ Ppoos suTP ALG
i NAT Fools e ALG P s
&%) Schedules FTP ALG
& Authentication Objects TP ALG ERe e e
L3 VPN Objects FTP ALG Client in active mode allaved, Server in passive m...
£ Rues H.322 ALG
Bitertaces I Strip ActiveX, Strip Java Applats, Strip Scripts
{23 Routing
e es (2L Rightdlick on & row for further options.
{8 User Authentication
{3 Traffic Management

© NETDEFEND

D-Link SMTP AL
Configuration For DFL-210

e Create SMTP ALG

Logged in as administrator
1104

Building Networks for People

& Configuration~ | |1 Status~ | % Maintenance =

& SMTPALG

Qor210
8 System

General | FileIntegrity |~ Anti-Spam
#) General | Step 1 i 5

e
 servces :Eam ok
e it Rt ot s o s e et e Yt

39 NAT Pools Email Size: Maximum sllowed msil size i 45 that is accepted by the ALG.
i Schedules
Authentiation Obiects .
%VFN Obijects D Fas Mode 6
14 Rules.
e n - il e ALG can ' to the Fail Mo satiing fie.
{Routing FailMode:  [Deny -
i@or/Ps
{B6User Authentication ) Comments 5
| Traffic Management
Comman:




© NETDEFEND

D-Link

Building Networks for People

SMTP AL
Configuration For DFL-210

* Create SMTP ALG - Add the Recipient e-mail
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¢ Create IP Rule to use the configured SMTP Service

§ IP Rule
Genersl | LogSettngs | MAT | SAT |  MulplexSAT |
47 General B
e [Block_emsil
Action [T v
Senvice: smip v
Schedul: (None) v
47 Address Filter ]
spe together interface and destination networt. All parametes have 1o match for he rule to match
Source Destination
Interfsce: [ v v
Network: [au—nm v all-nets v
#7 Comments L]
Gomments




D-Link

Building Networks for People

Building Networks for People

¥ Home Y figuration v

i

@orL2n

*  Move the created IP Rule to the top of the Rule

[ 5ystem

1 Obiects

3 Address Book

fors e

B s e

v P Pools.

9 NAT Pools

) Sehedues

2 Autnenticaton Otiects

1 VPN Obiects.

14 Rules

§ PRues
_glan_to_wan

Ty Add e i Editthis object

-

Silon e

5 Sl e
8 sllow fep-passthrough

8 lan_to_dmz
8 dmz_to_lan
-8 dmz_to_wan

“g wan_to_lan
(4§ wan_{o_dmz m
D Access
| interfaces
{5 Routing s

13

D-Lin

Building Networks for People

D-Link

Building Networks for People

 Home

Sormo El .

(@ System

) Objects

-G Adaress Book
ac

@ Services

Source netriork ¥

Destination interface ¥

Elock_smail
a9 P Poois. [ =

il nets

T any

Grop_smb-ail

Sllow_ping-outbound

&%) Schedules
& Authentication Objects
L4 VPN Oblects
(4 Rukes
$ PRules
_glan_to_wan

z
A
5

9 NAT Pools: =
s sllov ftp-passthrough
s

i

sllow_standard

B3 van
B9 van
L van

“glan_to_omz
2§ dmz_to_an
g dmz_to_wan

g wan_fo_lan

g wan_to_dmz rl

3 Access

{iinterfaces

{8 Routing S

14

© NETDEFEND

SMTP AL
Configuration For DFL-210

(21 Rignt-clickon a row for futher opions.

© NETDEFEND

SMTP AL
Configuration For DFL-210

(01 Rignt ok on & row orfrtne optons.




D-Link T SMTPAL

Configuration For DFL-210

* Save and Activate the configuration
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