Scenario & Hands-on 1-2

Internet Router Basic Configuration-Transparent mode
o Network topoloy
WAN1
Internet
| Objectives:
192.168.174.72/24 =
R o 1. Enable transparent mode
. 2. Allow ping from WAN to LAN

Internal LAN1
IP: 192.168.174.71/.

3. Allow all service from LAN to WAN

Note:

® Configure default gateway

® Configure DHCP relay, if firewall is
in DHCP environment

192.168.174.70/24

Scenario & Hands-on 1-2

Basic Configuration-Transparent mode

Objectives

Implement firewall in transparent mode without changing exist network setting
Allow or deny specific service and traffic
(allow WANT to LANI1for ICMP service, allow LAN1to WANI for all service)

The Logics of Configuration
Enable transparent mode
Configure IP Rules and objects in firewall
Bind a secondary IP address to match the new network IP segment.
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Basic Configuration-Transparent mode
i InterfaceAddresses
! i Use an Address Folder to group related address objeds for @ better overview.
Edit the settings for this folder
[y Add +
L Name ¥ Address ¥ UserAuthGroups ¥ Comments ¥
0 vani_ip 192.166.174.71
1 c vanlnet 192.168.174.0/24
z vanz_ip 192.168.120.254
3 C wan2net 192.168.120.0/24
4 dmz_ip 172.17.100.254
5 4 dmznet 172.17.100.0/24
& fani_ip 192.168.174.71
7 laninst 192.168.174.0/24 .-
8 lan2_ip 192.168.2.1 =[] Objects
s lanZnet 192.168.2.0/24 4.f§ Address Book
10 lan3_ip 192.168.3.1 Lo
11 lan3net 192.168.3.0/24 o oz

lj Application Layer Gateways

Configure the IP object in address book of Object to same (y serviess
. . . #iy Schedule Profiles
*Click “address book™ in Object £ X500 Carticates
_J VPN Objects

*Configure IP address of WAN1 and LAN1
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8 Ethemet N9 wanl

General | Hardware Settings |“Advanced |

Configure the settings for the Ethernet adapters in the : =
g o “ i 4] General

E An Ethernet interface represents a logical endpoint

#¥ Name~ P Netvork +
o o vani_ip o vaninet Name: =T
- 1 W vanz o vanz_ip W vanznat
2 dmz dmz_ dmznet
» - IF Address wani_ip ~
3 | JELS lani_ip laninet K
5 W 1anz lan2_ip lan3net Detault Gateway: Ihunsliv

[] Enable DHCF Cliant E‘ L
| |ESPEEEES
: I ULAN
g %) Psec Tunnels
g PPPOE Tunnels

Enable transparent mode for WANI1 and LAN1
Click “Ethernet” under “Interface” fi}ij,‘iﬁi .

*Enable transparent in WANT interface and add the object of gatewa ____gﬂ;e;’j:ljlf’“““
“Default Gateway” :

eDisable “add route for interface network”




88 Ethemet
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#2 lan1

ﬁ Gonfigure the settings for the Ethernet adapters in

£= HName ™ JCR g Network =

o W8 vant wani_ip o vaninet
1 8 vanz van2_ip wanznet
2 8 dmz dmaz_ip dmaznet
3 lan1_ip lantnet
4 8 1anz lan2_ip lan2net
5 i lanz lan3_ip lan3net

Enable transparent mode for WAN1 and LAN1
Click “Ethernet” in Interface

*Enable transparent on LANT1 interface

General |~ Hardware Seftings |“Advanced |

#] General

m An Ethemet interface represents = logical endpoint

Name: AL
IF Address: lant_ip ke
Default Gateway (None) i |

g Interfaces

[[] Ensble DHCF Client

[¥] Ensbi= Transparent Mode ] -
IPzec Tunnels

? PPPoE Tunnels

wll L2TP/PPTP Servers
@ L2TPFPTF Clients
‘ Interface Groups
o ARP Table

eDisable “add route for interface network”

§ Untitled

# ] General

General [ Log Settings |"NAT " SAT | SAT Server Load Balancing

o= WAN1-to-LANL

Action [allow v
[
Schedule:  |[None) -

# ] Address Filter

g An I rule specifies what action to perform on network traffic that r

5}?& the rule to match

Interface:  [wan1 lant

Specify source interface and souroe network, together with desting

Source Destination

s
metwark: |all-nats v_'j “:n—ms

# ) Comments
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§ untitled

General ~ Log Seftings | NAT | SAT | SAT Server Load Balancing |

# ] General

§ An IP rule specifies what action to perform on network raffic thet n

pae | LAN1-to-WAN1

Action Allow

v
Service: |all_services - -

Schedule:  [[None) -

#J Address Filter

Spacify source interface and souros network, togsther with desting:

a\i_ﬂ the rule to match.

Source Dastinaticn

Interface: lan1 v wanl ~

Network ltl\-ns(s v'] ltl\-ns(s v']

#J Comments -

Add the “Service” rule under IP rules(tWANI1 to LAN1 and LAN1 to WANI1)

*Click “IP rules” in Rules

*Choose the correct Action,Service,Interface and Network for the rule !

=
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[g lan1-to-wan1

#] General

General | Log Settings | Add Route ruutmns']

Name:

Action

Source Interface:

DHCP Server to relay to:

lan1-to-wanl

Relay v

lan1 i

|wan1-gataway v

Allowed IP offers from server: |1,0,0,0-223.255.254

[ﬁ Use an DHCF Relsy to dynamically slter the routing tsble scoerding to relayed DHCF leases

Remate TP address of
DHCP server

Create the DHCP relay for LAN1 to WAN1

Click “DHCP relays” under “System” -> “DHCP Settings”
Choose the correct Action,Service,Interface and Network for the rule
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E"'n System

{3 DHCP Settings

~{z) Date and Time
-EoNs

;IJ Remote Management
[ﬁ Log and Event Receivers|

SR OHCP Servers
Hfovce Roys]
g High Availability
—(# Wisc. Clients

T TETRCEATRESSeS
T Aopicaton Layer Gateways

o

L User Authentication
Tratmc snaping
nc Defenac.

D oone

ration

Jou went to save the configuration?

Cor | G ]
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Blosou | Oric

After all configuration , Click “configuration” in main bar
Click “Save and Activate”

8/3/2009



Scenario & Hands-on 1-2
Basic Configuration-Transparent mode

Get IP address from DHCP server and ping to gateway

Testing Result

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—-specific DNS Suffix

IP Addr “ 192.168.174.198
Subnet Mask . “ 255.255.255.0
Default Gateway . “ 192.168.174.254

C:~Documents and Settings~Joe Leed>ping 192.168.174.254
[Pinging 192.168.174.254 with 32 bytes of data:
Reply from 192.168.174.25 2 time=ims
Reply from 192.168.174.25 2 time=ims

Reply from 192.168.174.254: 32 time<ims
Reply from 192.168.174.254: 2 time=ims

Ping statistics for 192.168.174.254:

Packets: Sent 4, Received = 4, Lost = 0 <Bx loss),
pproximate round trip times in milli-seconds:

Mininum = Bms,. Maximum = ins, Average = Oms
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