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Introduction

Firewall DFL series are mature products offering a variety of functionality to satisfy
customer’s demands. For security administrators and IT managers, network monitoring and
analyzing are keys to lead network usage more efficiently. To fulfill this kind of needs, DFL
series provides thorough status and logging report system; this system, however, has its
constraints due to the memory size. Those limitations may cause inconvenience to security
administrators or IT managers occasionally. To avoid this predicament and expand abilities of
network monitoring and analyzing, we introduce ManageEngine® Firewall Analyzer to

complement our DFL series.

ManageEngine® Firewall Analyzer is a web based, agent-less, firewall log analysis and
reporting software. The software application monitors, collects, analyzes, and archives logs
from network perimeter security devices and generate reports. Two prominent features of the

application are network monitoring and security reports.

ManageEngine® Firewall Analyzer consists of four parts — syslog server, log parsing
engine, Web GUI and MySQL database. Syslog server collects logs from firewall and passes
them to log parsing engine for further data processing. MySQL database sorts data, producing
various reports and archiving logs. To provide users an easy and friendly way to view reports
and configure system, Web GUI is developed to achieve this goal. ManageEngine® Firewall
Analyzer joins all components together to help security administrators and IT managers to
arrive at decisions on bandwidth management, network security, monitor web site visits, audit

traffic, and ensure appropriate usage of networks by employees.

By combining powerful DFL logging system with smart ManageEngine® Firewall
Analyzer analysis, we can deliver a complete network reporting and analyzing solution to

content all network administrator and IT managers.



Installation

Firewall analyzer step by step installation

Step 1: Double click ManageEngine_FirewallAnalyzer_7

Step 2: Select Advanced Install

wielcome ta the [nstall5 hield wizard for b anageE ngine
Firewall &nalyzer 7

Orne-Click lnstall

Chooze thiz option ta inztall Firewall Analyzer in a zingle
ztep. T hiz means that pou agree to the product licensing
termz, and Firewall Snalpzer will be installed with the
following specifications:

C:% anageE nginehFirewall
wiebServer Port 8500

Inztall and Start as Service
Language af Installation: Englizh

Advanced Install
Chooze thiz option to specify custom settings for the Firewall
Lunalyzer installation.

Mote: Minimum spztem requirements for Firewall Sinalyzer iz
512 MB of Rak*
1 GE of dizk zpace”

“Pleaze wizit wwas freanalpzer. com for further detailz

pdvanced lnztall > | One-Click lnetall > Cancel

Notice: ManageFirewall Analyzer requires at least 512 MB of RAM and 1GB of disk space.

Step 3: Click “Yes” to agree to the terms of this license agreement

License Agreement
Fleaze read the following licenze agreement carefully,

Freszz the PAGE DOWHM key to zee the rest of the agreement.

kM anageE ngine Firewall &nalyzer 7 -~
Copuright [c] 2000 Z20HO Corp. Al rights rezerved.

Thiz Licenze Aareement detailz the policy for icense of ManageE ngine [R] Firewall
Analyzer [Licenzed Saoftware] on the following topics:

[1] Ewaluation Licensze
[2] Enmmgrcial Licenze
[3] Techhical Support -

Click 'es to agree to the terms of this icenze agreement, and proceed with the installation.
Click. Mo to quit the installation.

< Back Yes Ma




Step 4: Selecting “Standalone Edition”

ManageEngine Firewall Analyzexr 7

Edition Selection Panel
Select the Edition vou wish o ingtall

f* Standalone E dition

Suitable for Small - kedium Buzinesz [SME] requinng zingle installation. Analyze
unlirited devices with premium features. Tral version expires in 30 daysz.

& Distributed E dition

Suitable for Large E nterprize for high zcalability. ncludes all premium features plus
diztribution capability. Provizion for multiple installation of Firewall Analvzer and
praovides conzalidated wiew through Admin Server Web Conzole. Tnal version
expires in 30 days.

[FztallShield

< Back MHest > Cancel

Step 5: Choose Destination Location

ManageEngine Firewall Analyzex 7

Choose Destination Location

Select folder where Setup will ingtall files.

Setup will install ManageEngine Firewall Analyzer 7 in the fallowing folder.

T o ingtall o thiz folder, click Mest. To inztall to a different folder, click Browse and select
another folder.

Deztination Falder

C:\Managek nginehFirevwall Browse. . |

[mztallShield

< Back | Mewt » | Cancel |




Step 6: Select port and favor language

Please change default Web Port 8500 to unused ports e.g. 8505 to avoid port conflictions.
If you don’t change the web port, you may encounter initialization problems during Firewall
Analyzer starts up.

. ManageEngine Firewall Analyzer ¥

Port and Language Selection Panel
Select the Firewall Analyzer WebServer port and the language for installation

Firewall Analpzer ugesz 8500 as the default web zerver part.
If wou want ko uze a different web server part, enter the port number here.

wheh Port 155':'5

Language of i -
Inztallation : JEngIlsh ‘J
Wieb Protoco -

Mate :Fleaze enzure that your web browser supports the chosen language

< Back | Mest = | Cancel

Step 7: Unselect “Install Firewall Analyzer as service”

ManageEngine Firewall Analyzer 7 g|

Windows Service

Thiz option il install M anageEngine Firewall Analyzer 7 az a
Windows service

[ Install Firewall &nalpzer as service

< Back Mest > | Cancel




Step 8: Name the Program Folder

ManageEngine Firewall Analyzer 7.

Program Folder

Setup will add program iconz to the Program Folder listed below. v'ou may twpe a new folder
hame, or zelect ane fram the exizting folders lizt. Click Mest to continue.

Program Folders:

b anageE noine Firewall Analpzer 7

E isting Falders:

Dell CuickSet

Dell Tools

D-Link YFH Client
Dr.eyes® H3E

EST znft

FileZilla FTP Client

Intel PROS et 45

Java 2 Runtime Ernvironment

B

Latuz &pplications e
IrstallShield -
< Back Hest » Cancel
Step 9: Click next to start copying files
ManageEngine Firewall Analvzer 7 |g|

Start Copying Files

Rewview settings before copying files.

Setup haz enough infarmation to stark copying the program files. [F pou want to review or
change any settingz, click Back. [f yow are satisfied with the zettings, click Mest to beagin
copying files.

Current Settings:

[nztallation Directary : C: W anageE ngineFirewall
Frograms Folder : ManageE ngine Firewall Analyzer ¥
“Wwieb Server Port : Ba0G

[Hstalls hield

< Back

Cancel |




Step 10: Skip Registration process

ManageEngine Firewall Analyzer 7

R eqistration for Technical Support [Optional]
Enter *our Details below

Mame |

E-mail 1d |

FPhone |

Company M ame |

CoLnkry |

&k Heut » | Skip

X

Step 11: Finish Firewall Analyzer installation

ManageEngine Firewall Analyzer 7

InstallShield Wizard Complete

Setup haz finizhed instaling ManageE ngine Firewall Analyzer 7
0 oL compuber.

W ez | want to view readme fils

[ Start Firewall &nalyzer Server

Technical support; hwanalyzer-supporti@manageengine. com

Firizh |




Startup

Syslog and SNMP setup on firewall side

Before Firewall Analyzer can collect logs form firewall, firewall have to setup Syslog cland

SNMP parameters first. You can add a syslog receiver or SNMP event receiver by navigating

to System -> Log and Event Receivers -> Add as below Figure 1.

o 9
r a Logged in as administrator
admin - 192.168.1.30

Building Networks for People

WA Home '.:\‘ Configuration = T Tools~ = @ Status ~ S Maintenance + E Setup Wizard ﬂ Logout = 7 Help

A4, yemove and configure the servers that are 1o raceive bog and event infermaton from this system.

£ System

+{z\ Date and Time:

Bors @, Log and Event Receivers
|

—@ons
J Remete Management Type ¥ IPAddrass v Port ¥ Comments ¥
[0-Log and Event Receivers Mamory Leg Recsiver The internzl logger in the firsvall
B~ DHCP
1@ lisc. Clients (B Rightolik on a raw for addifons! optins.

[H-=m Hardware Monitoring
3 Whitelst

-3 Advanced Seftings

[ Objects

- § Rules

\gzh Interfaces
{2 Routing
- @ 0P IS
| g User Authentication

| Traffic Management

@ ZoneDefense

Figure 1: Log and Event Receivers

After you choose syslog receiver, more options are shown on the screen as below Figure 2.

@? Syslog Receiver

A Syslog receiver is used 10 7808V log SVENtE from 118 SyEtem in the Standard Sysieg farmat.

7

‘ General ? SeverityFiter Message Exceptions. |
&) General
syslog_clisnt
s:|192,168.1.30 v
Facility: lecald iv3
Fort. 514

#J Comments

Commants: | Firswsll analyzer hosts on 132,166,130

Cox o ]|

Figure 2: Syslog Receiver Configuration, General tab

In General tab (Figure 2):

Name: syslog_client

IP Address: 192.168.1.30 ---------—-- In this example, firewall analyzer hosts on 192.168.1.30
Facility: local0 (default)

Prot: 514 (default)



The severity of each event is predefined by NetDefendOS. For each event, the order of
severity from high to low is Emergency -> Alert -> Critical -> Error -> Warning -> Notice -> Info
-> Debug. You can select events which you want to send to the syslog receiver in SeverityFilter
tab as below Figure 3.

@, Syslog Receiver

A Syslog recsiver is used to receive log events from the system in the standard Sysiog format.

General SeverityFitter lezzage Exceptions

{1 ert
2] Critical

{3} Error
o

Figure 3: Syslog Receiver Configuration, SeverityFilter tab

Click OK to finish syslog receiver setting and navigate to System -> Log and Event

Receivers -> Add again to add a SNMP2c Event receiver as below Figure 4.

\ ) SNMP2c Event Receiver
A BNMPZc event repeiver-is used to recaive SNMP events from the system.
General SeverityFiter lezzage Exceptions
&/ General
5 SNMP_Trap
|P Address: 192.168.1.30 A
For: 162
Rzpest 0
Community: | public

#/ Comments

Commants: | SNMP server hosts 192,168,120 with community "public”

Figure 4: SNMP2c Event Receiver configuration, General tab

In General tab (Figure 4):

Name: SNMP_Trap

IP Address: 192.168.1.30 --------—-—-- In this example, firewall analyzer hosts on 192.168.1.30
Port: 162

Repeat Count: 0

Community: public



As what we did during syslog receiver configuration, you can choose what events you

want to send to SNMP2c Even receiver (Figure 5).

\/& SNMP2c Event Receiver

A SNMPZc event recsiver is usad to receive SNMP avents from the System.

General SeverityFiter Message Exceptions

Figure 5: SNMP2c Event Receiver configuration, SeverityFilter tab

You can list all of receivers as below Figure 6.

EC} Log and Event Receivers

fdd, Temave and configure the servers that s1s to tecsive log and svent information fron this system

Dyadiv 5 Adva
Name v Type ¥ 1PAddrass v Port ¥ Comments ¥
@ Memiog Memory Log Receiver The internal logger in the firzwall
L) SNMP. Trap SHMP2c Event Receiver 3 192.168.1.30 162 SN s et
\- - vith community 'sublic

o o o . Firevall 2nalyzer hosts an
[ svslog_dliant Syslog Receiver J 192.168.1.30 Si4 il

(@) Right-click on 5 row for additional options

Figure 6: Log and Event Receivers, listing all receivers

A situation where too many log packets firewall can send out per second may cause
damages if a log receiver to which firewall sends is not active. The server will send back an
ICMP Unreachable message, which may cause firewall to send another log message, which in
turn will result in another ICMP Unreachable message, and so on. By limiting the number of
log messages firewall sends every second, the administrator can avoid encountering such an
undesirable situation where bandwidth in consumed unnecessarily; this value, however,

should never be set too low, as this may lead important events not being logged.

To modify this value, please navigate to System -> Log and Event Receivers ->

Advanced Settings as below Figure 7.

% Log Settings

Aduanced log ssttings.

General

# [ General

Send Limit: | 5000 Limits how many log packs

Figure 7: Log and Event Receivers, Advanced Settings
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Firewall analyzer startup

There are two ways to start up Firewall Analyzer. Just click the shortcut icon on the desk
or navigate Start -> Programs -> ManageEngine Firewall Analyzer 7 -> Firewall Analyzer can
start up Firewall Analyzer. It may take a few minutes to initialize Firewall Analyzer, and then a
web page will pop out to ask you logging in Firewall Analyzer as bellow Figure 8. The default

username and password for first log in is admin/admin.

ManageEngine ﬁ\)
Firewall Analyzer 6 ManageEngine

{0 gign In here

< In-depth firewall, proxy server

and VPN reporting User Name

% Bullt-in database BT Passwor(

+ Customized Reports
Login
% Tolally web-based access

Firsttime users use ‘adiin' as Uzer Name
and ‘admin’ as Password to (ogin.

E-Wail : fwranalizer-suppot@manaceendine.com

©1009 70HO Corp. All Rights Resenved Wehsite : uni fuianalyzer.com

Figure 8: Firewall Analyzer log in page
If Firewall analyzer fails to start up, the reason may result form port conflictions as we

describe in Step 6 of installation. To solve this problem, you can release all ports required by

Firewall Analyzer but occupied by other network applications.
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Configuration

Syslog server add and check

If you don’t follow instructions described in the chapter of Startup, Syslog and SNMP
setup on firewall side or change the default syslog port 514 to another one, you will see the

home page as bellow Figure 9 after successfully logging in Firewall Analyzer.

—]
Firewall Analyzer 6

Tell & friend | Upgrade License | Help | Feedback | About | Logout (admin)

Settings

el
Live Reports My Report Profiles  Add Report Profile  Add SysLog Server  Add AlertProfile  Import Logs | Advanced Search | & B [9
Welcome to Firewall Analyzer

1Y, Nofirewallis currently exporting logs to Firewall Analyzer  Troubleshnot

G2 To getstarted. you can :

Configure your firewall
EQ“ Expart lags to Firewall Analyzer running at v on ports 1514 8,614

How do | do this?
ol Add Syslog Server
Add another port on which Firewall Analyzer can listen for incoming logs

EFS Import Log Files
“7l importlogs from this machine or a remote machine
G2 I you want to test Firewall Analyzer, you can:

3 Simulate

Generate reports from sample firewall logs. You can later tum this off from the Settings tab.

Figure 9: Firewall Analyzer first start up page

To receive logs from firewall and active Firewall Analyzer, please follow instructions
described in the chapter of Startup, Syslog and SNMP setup on firewall side or click “Add

Syslog Server” at the sub-bar or in the middle of Figure 9 to setup the correct syslog server
listening port as Figure 10.

SysLog Server Settings

SysLog Server IP Address Port Status Action
SysLogServer-2 192.168.1.31 1514 Qup [=] X
SysLogServer-1 192.168.1.31 514 Qup [= X

FDAdd SysLog Server

SysLog Server Kame .
Host NamedlP Address [192.166.1.21 '
SysLlog Server Port :

Add Syslog Server

‘Mandatory Fields

Figure 10: Syslog Server Settings

After you input right syslog settings, Firewall Analyzer starts to synchronize with and
receive logs from servers as Figure 11. Firewall Analyzer will begin to generate the first reports
after receiving 5000 logs from firewall. It means that you will see “No Data available” in all

charts of all reports before Firewall Analyzer receives the 5000™ log. The time waiting for the

12



first reports depends on the generating rate of logs (Please refer to Figure 7: Log and Event

Receivers, Advanced Settings).

Welcome to Firewall AI‘IJWZEI‘

g No firewall is currently exporting logs to Firewall Analyzer Troubleshoot

Qi:- To get started, you can :

I 'E‘:i'ar{.ecldrecérll\.fmg‘aa{a‘ ﬁepuﬁs W\‘\&Ihfw QEHEIE.{EI{TH féw 1

Configure your firewall seconds ...
Q“ Exportlogs to Firewall Analyzer running aw;g
EQ & How do | do this?
@H' A Syslpy Serxer Firewsll Analyzer E Firewall
Add another port onwhich Firewall Analyzer | — —

Import Log Files
FP_‘! Irnpart logs fram this machine or a remote machine

Q?\' If you want to test Firewall Analyzer, you can:

% Simulate
Generate reports from sample fireswall logs, You can later tum this off from the Settings tab.

Figure 11: Started receiving logs form firewall

If Firewall Analyzer successfully synchronizes with firewall, you will find the IP address of

firewall in the home page as Figure 12.

Dashl | Fromy: 2005-05-10 00:00:00
Asnuany To: 2008-08-10 16:25.00
Traffic Overview Security Overview
% _Data available on 18 Sep 2001. Adjust Calendar é No Data Available
g 0- E o
el
Device Device

Traffic Statistics Security Statistics = Show | Top & .2

Device Name Protocol Group Traffic IN (MB) Traffic OUT (MB) Total Traffic (MB) |
‘ E” | X 19216811 b il i] ]

Figure 12: a synchronized firewall shown in the home page

You can click the icon (g to set Display Name, Down link Speed and UP link Speed of
firewall as below Figure 12.

[l =3 mManageEngine Firewall Analy=er — MMicros =1l =]
l Edit Firewall Property ) :
Firewrall Marme 19216811
Firewwall IP 192 162.1 .1
Crisplay MName IoFL-860
wandor Type Clavister Firewsall

Dowven link Speed (n Kbpsy [Moza.0

LUlp Link Speed {in Kbps) |1 oz4.0

*Linkspeed iz used to calculate the percentage utilization in Live Reports.

update § Close |

Figure 13: Firewall settings
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Configure SNMP on FireWall Analyzer side

Live reports and traffics of each interfaces, e.g. WAN, LAN, are gathered through SNMP
traps send by firewall. Before Firewall Analyzer can collect live data, remember to setup the
SNMP parameters described in the chapter of Startup, Syslog and SNMP setup on firewall

side and also configure FireWall Analyzer as follows:

1. Click "Live Reports” at the sub-bar
2. Click “Set Global SNMP Parameters”

From: 2005-05-09 16:42:34

Interface Live Reports Dashbhoard (Last 24 Hours) To: 20080810 16-42 34
Device - Interface details [ Set Global SNMP Parameters | Show Al | Hide All
= Device Name

DFL-860 Mo interface details available in logs
[Live Repart]

2 Quick Note

s |nterface hased Live report details for the last 24 hours
« Drilldown the Interface name to get more details on IMQUT trafiic information.

Figure 14: Interface Live Reports Dashboard

3. Input “SNMP Community” and “SNMP port” configured at firewall side as below Figure 15.

2} ManageEngine Firewall Analyzer - Mics ysoft Int -10] x|

Configure Interface Details

Dievice Mame o Al Devices
SHMP Community * |public
SHMP Port : 182

Note:

Ahove configured SHMP parameters will he used
to query the device to get interface details

Figure 15: Configure Interface Details

Note: Live reports may not work due to SNMP OIDs inconsistence. We are dealing with it

now.
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Configure intranet

For network analysis purposes, traffic engineers may want to differentiate internal traffics

with external ones. We can achieve this by using Intranet Settings. Please navigate to

Settings -> Admin Settings -> Intranet Settings as Figure 16.

Managetngine)

Firewall Analyzer 6

Live Reports My Report Profiles

Settings

Add Report Profile

Add SysLog Server

Add Alert Profile Import Logs | Advanced Search

SHsettings A
ﬁé@server Seftings ) |

Checkpoint Firewall Settings

Alert Profiles

Imported Log Files

Device Details

Archived Files

Schedule Listing

Working Hour

Customize Report

Configure DNS.

Device Rule

Rebranding FYu WebClient

Protocol Groups

Intranet Settings

User Management

‘ % Simulate

Generate reports from sample firewall logs

System Settings

ﬂﬁ@

SysLog Server Settings
Configure SysLog Servers

Checkpoint Firewall Seftings
Configure Checkpaint Firewalls

Alert Profiles.
Wiew Alert Profiles

Configure DNS
Configure DNS Setiings

=
B2

Imported Log Files
Import Log Files

Device Details
“iew Log Details and Schedules

Archived Files
wiew Archived Log Files

Device Rule
Configure to view Used/Unused Rules.

Schedule Listing

o Wiew List of Schedules

§ Working Hour

Configure Working Hours

Customize Report
Custormize the repons view

Rebranding FWA WebClient
Refrand FYyA Glient lgo,mages & links

Admin Settings

o | Protocol Groups 7\ Mail Server Settings atabase Console
Protocol G 7\ Mail Server Setti Database Consol
al ferie Seding: — FES Classify Pratocols into Protarol Groups &9~ configure Mail server Actess Firewall Analyzer Database
21 pata storage options R @ Intranet Settings | Firewall Availability Alert Q License Management
Canfigure Internal Networks # et when firewalls stop sending logs € Manage and Unianage Devices
Database: [Tyear ¥
- = User Managemert =9 Server Diagnostics SIS Settings
Log archive: [Forever =] ﬁi Wiew Usets and Access Levels Wiew Setver Details s% Canfigure SMS Semvice

Figure 16: Settings

In Intranet Settings, click Action -> Change as Figure 17.

Intranet Settings

& Confiqure all devices

Device Name
DFL-880

Intranet Settings Action

Mo Intranets configured Change

Figure 17: Intranet Settings

Please choose your firewall and IP Network, filling out Network and Net Mask and then
clicking Save Settings. In this example, my firewall DFL-860 (192.168.1.1) and syslog receiver
(192.168.1.30) locate in the internal subnet 192.168.1.0/24 as Figure 18. If your firewall has

more internal subnets, click “more” to add them.

Intranet Settings

No Intra-Network is configured.

Specify Hetwork , IP Range , or IP Address

DFL-860 =

I~ [P rework x|

Metwork: [192.168.1.0 MetMask: |255 355 256.0

Save Settings
Q?\ /Help

o IMPORTANT : Try to give mini works as much as p ible.
For Example ; Ifyou have three private IP Metwork {say) 10.8.0.0, 10.9.0.0, and 10.10.0.0, each with Net Mask: 255.255.0.0, then instead of adding them separately, we would
recommend you to give the entire private IP network : 10.0.0.0 with Net Mask 295.0.0.0 , as this would improve the performance.
The same is recornmended for P Range too, where you can mention Start IP; 10.0.0.0 End IP; 10.255.255 255 . This is applicable to Class B & Class C networks too!

Figure 18: Intranet Settings Detail
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Configure reporting plan

Firewall Analyzer can automatically generate a summary report at any periods you
designated, e.g. one day, one week or one month. You can activate this service by following

steps.

Step 1: Click Add Report Profile at the sub function bar as Figure 19.

Managet ngi"ne.'j

Firewall Analyzer 6 | Home [GTTIEN I settings

Live Reports My Report Profiles  Add Report Profile  Add SysLog Server  Add Alert Profile  ImportLogs | Adwvanced Search

Figure 19: sub function bar

Step 2: Give a report profile name, selecting your desired firewall and then clicking Next as

Figure 20.
Create Report Profile \isw Report Profilas
OSelecl Devices and Filters Select Report Type and Schedule

1.8elect Devices and Filters

Report Profile Name |report profile 1

Select the devices

I¥ Select All Devices

Selected Devices
¥ DFL-360 | Firewall ] 1

Choose the Filters

SRAdd LiSelect X Remove =AEdit Instant Help:

To use already created fiters, click on the *Select’ link and select the
existing fiters

To create a new fiter, Click on the "Add link

| Next> | cance |
Figure 20: create report profile — select devices and filters

Step 3: Choose report type shown in summary report and which file type the summary report

will be saved, scheduling when the summary report will be generated and then click save as

Figure 21.
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Create Report Profile “iews Report Profiles

i iselect Devices and Filters eSelecl Report Type and Schedule

2.elect Report Type and Schedule

Select Report Type

Available Reports

¥ select All Reports ﬂ Save generated report as

¥ Inbound & Quthound Traffic repart profile 1

¥ Intranet Reports

¥ Firewall Live Reports

[¥ Firewall Rules Reports

¥ Proxy Usage tFroxy only

I¥ Security Reports |
Ik Add

I™ customize images for PDF Reports

Schedule & Email Options
Sendreportas: & POF € cav
T Hourly & Daily 0 \ieekly © Wonthly  Onlyonce

Generate report daily at the below specified time

Generate reporton: [08 ¥ prs[00 %] win
Generate reportfor: | Last 24 Hours ¥

™ Run on Waek Days

" Email the report

[rewen [ sow ] conco |

Figure 21: create report profile — select report type and schedule

Step 4: Click as My Report Profiles at the sub function bar to check reports status as Figure 22
and Figure 23.

Managet ngi;ﬂt;j

Firewall Analyzer 6 | Home [REETE Settings

Live Reports My Report Profiles  Add Report Profile  Add SysLog Server  Add Alert Profile  ImportLogs | Adwvanced Search

Figure 22: sub function bar

All Reports ™ show AN
My Report Profiles U3 Add Report Profile | EZ: Export Report Profiles | <3 Impart Repaort Profiles _ﬁ
Report Profile Mame Crested on Last Generated Reports Action Scheduler Assigned
& report profile 1 2008-08-13 11:20:48 - X 'Wcreate OneMare

| Reports Across Devices

|Firewall Reports

Figure 23: My Report Profiles
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Configure DNS

By default, all source and destination are shown in IP address format. You may feel

inconvenient and can change this setting to manually or automatic translation. By navigating to

Settings -> System Settings -> Configure DNS, you can choose options you want as Figure
24 and Figure 25.

ne
Firewall Analyzer 6 Seftings

Live Reports My Report Pr

SHsettings A % -
Sl SRES 5 Simulate Generate reports from sample firewll logs

Checkpoirt Firesvall Settings

s AddReportProfile  Add SysLogServer  Add Alert Profile  ImportLogs | Advanced Search | & 8 9

lert Profiles Systein Settings

Imported Log Files I@ SysLog Server Settings
Configure SysLog Servers

Imported Log Files
Import Log Files

Schedule Listing
View List of Schedules

Device Detals

Sncaned b @ Checkpoint Firewall Settings

Device Details &9 Working Hour
Scheckle Listing Configure Checkpoint Firewalls -

“iew Log Details and Schedules Configure Working Hours
Working Hour
Customize Report il
Configure DNS

Alert Profiles.
Wiew Alert Profiles

Archived Files @7  Customize Report
wiesw Archived Log Files ok Custornize the reports view

Configure DNS
Configure DNS Setiings

FWA WebClient
A Client logo,images & links

Device Rule

=8 &

Device Rule B
Rebranding FYAA Web Cliert Configure to view UsedfUnused Rules.

Frotocol Groups

Irtranet Settings Admin Settings
User Managemsnt _ - ) _
e Protocol Groups WMail Server Settings a: Database Console
gl Server Seltings e 4% Clagsify Protocols into Frotacel Graups Configure Wail server B Access Firewall Analyzer Database
{1 pata storage options. A Intranet Settings Firewall Availability Alert & License Management
Configure Infernal Networks Alertwhen firewalls slop sending logs Manage and UnManage Devices

Database:[1year ¥
Log Archive: [Forever =

User Management Server Di

Wiew Users and Access Levels

B SMs Settings
Ms Configure SMS Senvice

w

Figure 24: Settings

Resolve DNS Cenfiguration

Do Reverse lookup automatically. | wantto see DKS name everpwhere instead of IPAddress
& Don'tdo Reverse lookup automatically. Let me et an option to da that in my repars.

Mo lookup at &l | wantto see PAddresses everywhers

Maximum nurber of IP,DNS mappings in memarny |5[|[||] =
Update ] Cancel |

1@ Want to configure DNS entries manually? Click Here

Q?\; Quick Hote

& Option 1
Firewall Analyzer will do reverse lookup autornatically for all IPAddresses and that will he used in all reports. Ifyou see any IPAddresses, you can try clicking
the 'ResolkeDNE' link OnDemand and confirm with ‘nslookup’ from FYWA machine

e Option 2
Fireweall Analyzerwon't do automatic reverse lookup. [twill do reverse laokup far the ip's shown in the report page when you click the ‘ResalveDMNS' link.

& Option 3
Firewall Analyzer will show only [PAddresses in all the reports. "Resoke DRE" linkin report pages will not be shown

Figure 25: Resolve DNS configuration

E@J ResolwvelDNS

If choosing manually resolve DNS, you can click the icon at the top

right side in any reports when you want to resolve DNS.
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View firewall status and schedules

If you want to review all firewall and schedule executed status, you can navigate to
Settings -> System Settings -> Device Details as Figure 26.
Device Details

Supported Logs Received

Device Name Device Type Last Update Time Syslag Port Status Action Manage Status
DFL-860 Firewall Aug 10,2008 19:32:49 Mot Applicable Mot Applicable | X [
Unsupported Logs Received
Device Name Syslog server Syslog Port Record Format Notification Action
Mo Data Avallable
Schedules Execited
Report Profile Schedule Last Execited Status
Mo Data Available
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Report Browsing
Types of Reports

There are many predefined reports and all of them can be categorized into real-time and
non real-time reports. Only Live Reports belongs to real-time reports and others are non
real-time reports. Real-time reports are gathered through SNMP traps, while non real-time
reports are received from syslog clients. No matter whether real-time or non real-time reports,

you have to correctly configure them before browsing them.

Time Range of reports

When browsing non real-time reports, e.g. traffic reports or protocol usage reports, you

can change the time scale of all charts by choosing the day or time range you prefer as below

Figure 27.
Bl Tme Range Date [(Tifie Range
August, 2008 | T = S
« | <] Today [ 5 .] =.} Select Range
Sun Mon Tue wed Thu Fri Sab | Tirne: ICustu:-m Range :]
1 =
3 %+ 5 & 7 5 =

Fram: [2008-08-13 oocoo:o0
10 11 1z 13 14 15 1a

17 18 18 20 =21 22 23 To: [z008-08-131230:00  HE
=% =5 pad ] =7 Pt =] Z8 30§

Seleck dake

Figure 27: Date and Time Range

Work hours allocation

In trend reports like traffic or protocol trend reports, there are charts for working and non
working hours. You can configure working hour details by navigating to Settings -> System
Settings -> Working Hour as Figure 28.

Working Hour Configuration
Configure ¥Working Hour details

= General © Advanced

start Time [10 =] Hrs
End Time [20 =] Hre.

42 Ouick Note

- General
Configure general working hour range. This configuration will help you to distinguish between Warking and Non-working hour reports

e Advanced
Configure multiple working hour ranges. This configuration will help you to distinguish between ¥Working and MNon-working hour reports

Figure 28: Working Hour Configuration
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Protocol category for reports

Firewall Analyzer distinguishes various protocols by TCP/UDP port numbers or tag
names in logs. There are may predefined protocols in Firewall Analyzer. You can refer all of

them through navigating Settings -> Admin Settings -> Protocol Groups as Figure 29.

Protocol Groups

g Add Protocol Group  SRAdd Protocal

View by Group: | Shaw All Groups hd

Protocol Group Name Protocols Protocol Identifiers
X #Unasswgneu X & pacerforums 14800fcp

X & e Aitep
e
Siudp

X & isoll 498/tcp
iso-ill
488/udp

X & accessnaetwork BS8/tcp
attessnetwirk
B99/udp

X & Jcom-tsmux 108/tcp
Jrom-tsmux
108/udp

X & rac 5678/udp
rrac
A678/tcp

X [ cyclesen2 TT2Mcp
cycleser?
TT2udp

X & Filemaker filernaker

X & 172cp
el

X & deem S679/udp
decrn

Figure 29: Protocol Groups

You can add a new protocol by following below steps.

Step1: click Add Protocol to open add new protocol pop out.

| Add New Protocol @ B

Protocaol Marme: test-protocol

Frotocal Group ;|Unassigned =]

Awvailable Protocol Identifiers: Selected Frotocol Identifiers:

| =SrAdd Protocol ldentifier

deAdd Protocol Identifier Range

[ ox | cancer |

Figure 30: Add New Protocol
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Step3: Click Add Protocol Identifier and input identifier in pop out. The identifier 1863/TCP
means TCP port 1863 and 1863/UDP is for UDP port 1863 as Figure 31. You also can input
tag names directly.

il =3 ManageEngine Firewall Analyzer - Microsoft Internet Ex lnr

! Add New Protocol @ B

Frotocol Mame: |test—prntncn|

Protocol Group ;| Unassigned =] 4=

Available Protocol Identifiers: Selected Protocal Identifiers:

m

Specify the ldemtifier

Identifier: [1863/JDF|

For Example: http

..jdl Clusel I

| e Add Protocol Identifier

SR Add Protocal Identifier Range

[ ok _

Figure 31: Specify Protocol Identifier

Step4: review all selected protocol identifiers as Figure 32. If you want to remove a protocol

identifier, just move it to the left side — Available Protocol Identifiers.

Add MNew Protocol

Protocol Mame: [test-protocal

Protocal Group ;|Unassigned Ll o

Awvailable Frotocol Identifiers: Selected Protocol Identifiers:

1863cp
1863/udp

Sk Add Protocol ldentifier

e add Protocol Identifier Range

[ ox

Figure 32:
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Appendix

Configure user authentication for Internet access

Here we only summarize the key steps of authentication configuration. Please refer to
Configure User Authentication for Internet Access for more details.
1. Create a new network object for authenticated users —
Refer to STEP 1 in Configure User Authentication for Internet Access
Navigate to Object->Address Book->Interface Address and add a new IP4 address.

Remember to add authenticated user names or groups in User Authentication tab.

—  lan-auth

Use an IP4 Address item to define a name for a specific IP4 host, netmod orrange.

Genetral Uszer Authertication

&/ General

Sroups and user names that belong to this netwodk object. Objects that filter on credentials can only be used as
source nets and destination netsin the Rules section.

Comma-separated list of user names and groups:

webuser

I:I Mo defined credentials

lg;l Chedking this box specifies that this network object requires user authentication, but that it has no credentials
[user names of groups) defined. This means that the netwod object only requires that a user is authenticated, but
ignores any kind of group membearship.

[ ok ] l Cancel ]

2. Change the port of Web console for latter Web access
Refer to STEP 3 in Configure User Authentication for Internet Access
Navigate to System->Remote Management->Advanced Setting and change
WebUI HTTP port to any unused port beyond 1024, e.g. 1080
WebUI HTTPS port to any unused port beyond 1024, e.g. 10444

Remote Management Settings

Setup and configure methods and permissions for remote management of this system.

General

# [ General

Enable S55H traffic to the security gateway regardless of

SShlBefors Bules configured IP Rulas.
7 Enable HT TP(S) traffic to the security gatewuay regardless
Web Ul Bef Rules: b
& SLERRLES of configured IP Rules.
WiebUl 1dle timeaut: o0 Humber of seconds of inactivity until the HTTP(S) session
is closed.
Lacal Console Timeout: | gan Mumber of seconds of inactivity until the local console
uzer iz automatically logged out.
“walidation Timeaut: Specifies the amount of seconds to wait for the
a0 administratorto log in before reverting to the previous
configuration.
WebUI HTTF port: 1020 Specifies the HTTF port far the web uszer interface.
WebUI HTTFPE port: 10444 Specifies the HTTP(S) port forthe web user inteface.
HTTFS Certificate: AdminCert e Specifies which cedificate to use for HTTPS traffic. Only

FSA certificates are supported.
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Add authenticated users in Local User Database

Refer to STEP 4 in Configure User Authentication for Internet Access

Navigate to User Authentication -> Local User Database and create the user
authentication database for user name and password. Remember groups of a new user
should be the same as the group marked in the User Authentication of the network object

in step 1.

usera

User credentials may be used in User Authentication Rules, which in turn are used in .9. PPP, |IPsec XAuth,
Web Authentication, etc

General SEH Public Key

&/ General

Mame: userd

F asamard: reseeee
Confirm Fasamaord: XTI
Graups: webuser

ﬁ Comma separated list of groups
Users that are members of the 'administrators’ group are allowed to change the firewall configuration.

Uszers that are members of the 'auditors’ group are only allowed to view the firewall configuration.

[ Add administrators ] [ Add auditors ]

4. Set User Authentication Rules

Refer to STEP 5 in Configure User Authentication for Internet Access
For reporting accuracy, | recommend select “allow one login per username, disallow the

rest” in Restrictions tab when you create the user authentication rule.

m lan_http_auth

The User Authentication Ruleset specifies from where users are allowed to authenticate to the system, and how

General Log Settings Authertication Options Accourting Agent Options Restriction:

2/ General

Name: lan_http_auth

Authentication agent: |HTTP W

Authentication Source: | Local W

Interface: lan W

Originatar IP: lannet W @ Far Xfuth and PPP, this is the tunnel ariginatar IP.
W

Terminataor IP:
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5. Set IP Rules
Refer to STEP 6 in Configure User Authentication for Internet Access
There are three HTTP services IP rules relative to authentication process — one defines
the internal connections to firewall and the others regulate the connections to external
network (rule 4, 5 and 6, grouping with blue border). Two additional rules are set to allow
that only authenticated traffic can pass through firewall (rule 3 and 7, grouping with red
border). lan-auth is the Interface address of authenticated users set in step 1. The SAT
action of IP rules, allow_httpauth, transfers unauthenticated HTTP traffics to firewall for

further authentication process.

. lan to wani
An IF Rule Folder can I:!e uzsed to group IP Rules into lagical groups for better overview and simplified
management.

I_‘]Addv ¢ Edit thiz abject

# ¥ Mame ¥ Action ¥ Source interface ¥ Source network ¥ Destination interfz
1 g allow_dns Ei HaT Ll lan = lannet B3 want
z g :llow ftp pazsthrough B matT Ll lan = Jan-auth P wand
Fak aT il lan = |:-n_:-||+|'| Lo wand
4 £ allow_httpauth By allow B3 1an "= lannet L3 care
5 § allow httpauth q_', saT Edlan = lannet 3 wani
3 8 -llcw httpauth Allow L0l lap S lapnet I wand
| A g reject all Reject L lan = lannet L3 wand

Remember the order of IP rules is very important to the authentication process.

6. Save and active the configuration

Bare in mind that next time you want to connect to the web console page, add port
number in the address, for example, http://192.168.1.1:1080 or https://192.168.1.1:10443

in this example.

25




Retrieve the saved logs from database

Firewall Analyzer archives all original logs received from syslog server to save disk space
and also works like a logs database for further reference. If a IT staff wants to retrieve saved
logs for depth analysis, they can navigate to Settings -> System Settings -> Archived Files to

obtain them.
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