How to appoint a fixed IP to particular PPTP user on the DFL

In this scenario, DFL is a PPTP server and requires reserving a fixed IP to
particular dial-in PPTP user.
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Step:
1. Set address book—>PPTPServer _ip, pptp_pool
|~ Address Book
e The Address Book contains symbolic names for various types of addresses, including IP networks and Ethemnst MAC addresses.
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1 i_;f]‘ InterfaceAddresses
2 = all-nets 0.0.0.0/0
3 ."._"E all-netss 10
4 1':! PETPServer_IP 192.168.2.1
5 = peTP Pool 192.168.2.2-192.168.2.10

Check wanlip,wanlnet, lan_ip, lannet
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An address folder can be used to group related address objects for better overview.

|J dd - ‘_...3 Edit this object

2. Set PPTP server interface

| = .
&2 Configuration

" Tools «

H Name Address
1 2 vaniip 1.1.1.1
2  vaninet 1.1.1.0/24

Y vani_gw 1.1.1.254
4 H vani_dnst 0.0.0.0
5 Y wani_dnsz 0.0.0.0
6 S lan_ip 192.168.10.1
7 ' lannet 192.168.10.0/24
8 2 dmz_ip 172.17.100.254
) 4 dmaznet 172.17.100.0/24
10 = wanz_ip 192.168.120.254
11 ' vanznet 192.168.120.0/24
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A PPTR/LZTP server interface terminates PPP (Point

General PPP Parameters }/ Add Royte
@ General
Mame: PRTP_srv_int

Inner |P Address: PRTPServer_IP L

Tunnel Protocol: BRTR w

Owter Interface Filter: [wanl w

SBarver |P: wanl_ip L
#] Comments

Comments:




~ PPTP srv int

| A PPTP/LZTP server interface terminates PPP (Point to Pe

General PPP Parameters |- Add Route

7/ General

Specify if User Authentication Rules are to be used, and the &
Use User Authentication Rules

# / Microsoft Point-to-Point Encryption (MPPE)

Momne

RiC4 40 it

RiC4 56 it

RC4 128 hit

|:| Stateful MPPE {less secure, use only for compatibility)

&/ IP Pool

IF Pool: PPTP_Puool W

3. Set Local user Databases—>create a group named “PPTP_users”—2>In
the group of “PPTP_users”, add a user “test” with static IP
192.168.2.5 info as following shown:

Local User Databases

Manage the local user databases and user accounts used for authentication purposes.

Ij Add -
#T Name
1 aﬁdminUEErE

2 & FPTP_users




test

User credentials may be used in User Authenticatio

General S5H Public Key

#J General
MName: test ]
Fassword: e Eﬂ
Canfirm P d: R
Groups: '—_

o Comma separated list of groups
Users that are members of the "administrators” grou

Users that are members of the "suditors” group are

[ Add adminiEtraturE] [ Add auditors

£r' Per-user IP Configuration (for PPTP, L2]

Static Client P Address: (192,168.2.5 w

Metworks behind wser: I[Nune]

Metric: for networks:



4.

Set PPTP_auth_rule
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@ General

Mame: I PBETP_auth_rule

Authentication agent: | L2ZTR/PPTR/SSL WP

Authentication Source: |Local L

Interface: PPTP_srv_int w

Originator |P: all-nets w

Terminator 1P: wanl_ip w
Q Comments

Comments:




5. setIP rule

figuration - T Tools~ "3 Status~ % Maintenance =
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%T.NZI‘-’EI'ICE{I Settings An |P rule specifies what action to perform on network traffic tha
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-{f ALG with AVINCF 2
% Services Mame: BETE rule
-3¢ IP Pools Action: Allow &Y nat, saT, 5L =
i NAT Pools . -
Sarvice: all_services [V
% Schedules
-\ Authentication Objects Schedule: | (Nane) v
-1~ VPN Objects E
HTTP Banner Files %] Address Filter
-uj Rules
Specif interf; nd network, her with destinati
- 3 P Rules pecify source interface and source together w ination
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General ]/ Log Settings Authentication Options
ﬂ General
Select one or more authentication servers. Also select the authentics
RADIUS servers
Available Selected
Mowve up v
LDAP sarvers
Available Selected
Vowve up v
RADIUS Methed: |Unencrypted password [PAR] |
Local User OB: 'PPTP_users LS '




[Test result]
PPTP user is been assigned the appointed IP address 192.168.2.5
after established PPTP session.

PPP adapter PPTPServer:

Connection—specific DNS Suffix
IPv4 Address. . . . .

Subnet Mask . . . .

Default Gateway . . .

192.168.2.5
255 2585 255,255
A.8.8.8

Ethernet adapter Local Area Connection:

Connection—specific DNE Suffix
Link—local IPvb Address - - -
IPv4 Address. . . . . - - -
Subnet Mask . . . . . . - - -
Default Gateway . . . . - - .

: feBB:-:7A26:f2e3:?dec:c2cdxll
t1.1.1.18

: 255 _255.255.8

s 1.1.1.1

THE END



