How capture the packet on the firewall
Limitation: a.Currently, this function can only use in the CLI, WebUI is not supported.
b. Not all the firmware version were supported this function.

Purpose: To capture the packet on the firewall, we should use the pcapdump command
ﬁ#[—éﬁé;?? prCapciun
Valid options: —cleanup. —show,. —start,. —status,. —stop. —wipe. —write. <enter>

Procedure:

1. To start capture the packet on the lan interface we can do the following command

DFL-860:/> pcapdump -start lan

Starting packet capture on: lan
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DFL-8&0: /> pocapdump —start lan
Starting packet capture on: lan

You can also capture the other interface

2. Type the following for stop capturing the packet on the lan:

DFL-860:/> pcapdump -stop lan
Stopping packet capture on: lan

ﬁk[—ééﬁ;?§ poapdunp —stop lan
§Eppe%pg_packet capture aon: lan

3. Put the capturing packet in a file(Test.cap) by typing the following command:

DFL-860:/> pcapdump -write -filename=Test.cap lan
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IFL-86a0: /> pocapdunp —urite —filename=Test .cap lan
Dumping capture for lan to "Test.cap”

4. Check the Test.cap file is created in the root directory by the following command:
DFL-860:/> Is
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OFL-8a0: 4> pocapdunp —urite —filename=Test .cap lan
Dumping capture for lan to "Test,cap”
OFL-8b0: /> 1=

HT TPALGEBanners,
HITPH Banners.

contig.bak
full .bak
zcripts
zelftest  Lxt
sshclientkeys

How to get the file from the firewall to local PC

[Topology]:

PC(192.168.1.91/24)

LAN(192.168.1.1/24)DFL-860

[Procedure]:

1. Check the firewall has open the ssh function via the following:
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2. Download the software PSCP software from the following website since we are using
Windows system on the PC:
http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html

3. Check the path of pscp.exe file via the following steps:


http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html
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@g pscp.exe P‘mperlies“ - 28 |

General | Compatibilty | Securty | Details

-]
pscp.exe

Type of file:  Application (exe)

Description:  Commanddine SCP/SFTP client

Location: CAsers\owner Desktop

Size: 288 KB (254,912 bytes)
Size on disk: 288 KB (254,912 bytes)

Created: 20055128308, T4 02:14:53
Modified: 2003128308, T4 02:14:53

Accessed: 2009F1282308. T 02:14:53
Aftributes: Read-only Hidden | Advanced... |
Securty: This file came from another
computer and might be blocked to |ﬂ| -
| help protect this computer.
| QK | | Cancel | Apph

e 4

4. Copy the location of this software part and open the command prompt, then change it
to this location like the following:

Administrator: Command Prompt

Microsoft Windows [Version 6.0.6882 ]
Copyright <c> 2006 Microsoft Corporation. All rights reserved.

C:sMWindowsssystend2icd C:slUserswouwnersDesktop

C:lsers~ouner~Desktop>

5. Download the file via the following command:



Administrator: Command Prompt

Microsoft Windows [Wersion 6.8.60802]
Copyright <c? 2806 Microsoft Corporation. All rights reserved.

C=~lindows“system32>cd C:sUserswounersDesktop

C:\serz~owner Desktoppscp.exe admin@192.168.1.1:Test.cap AAA.cap
WARNING — POTENTIAL SECURITY BREACH?

The server’'s host key does not match the one PulTY has

cached in the registry. This means that either the

zerver administrator has changed the host key,. or you

have actually connected to another computer pretending

to he the server.

The new rza2 key fingerprint is:
ssh—rsa 1828 6c:30:33:6c:1b:6B:48:28:64:81:c1:d2:a6:7F:d2:0h

If you were expecting this change and trust the new key.

enter "y to update PulTY's cache and continue connecting.

If you want to carry on connecting but without updating

the cache, enter "n"

If you want to abandon the connection completely. press

Return to cancel. Pressing Return is the OHLY guaranteed

zafe choice.

|Update cached key? {(y/n, Heturn cancels connection) vy
adminlyZ.1bd.1.1 s password:

AfA .cap I 3 kB ! 3.4 kB/s | ETh: BA:88:88 | 188

C:=“Userswowner-Desktop>

The syntax is pscp.exe admin_account@Firwall_IP:filename_onfirewall local_PC_filename

6. After you checked the file is downloaded to local PC, you can type the following
command to erase the file on the firewall:

DFL—BEDEK> poapdunp —cleanup
FCAPDume clganed up.



