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Configure Anti-Virus on UTM Firewall
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Why Anti-Virus

Anti-Virus modul e protects users against malicious codes hidden in afile, which may attach
to an email or download form Internet. While Intrusion Detection and Prevention (IDP)
monitors specific whole computer system or network, Anti-Virus focus on scanning files
received by users. D-Link Anti-Virus module contains various malicious codes and can assist
usersto avoid most threats. In this document, you can find the step by step setting of
anti-viruson UTM firewall. Before start, please notice:

+  The screenshots of the document are retrieved from firmware version 2.27.01. If you are
using the firmware version which earlier than this one, the screenshots may not identical
to what you see on your browser.

+  To prevent existing setting to interfere with the settings in this guides, reset the firewall
to factory defaults before starting.

¢ Thisfunction only for DFL-260/260E/860/860E/1660/2560/2560G.

How to configure anti-virus

HTTP service is the most frequently used service in SUPERSTAR Corporation. In order to
avoid unpredictable risks raised from malicious codes hidden in files, SUPERSTAR force
Anti-Virus scanning for each download file from HTTP web pages.

& Helpful Tips

¢  Create ALG for the specified service
¢  Createaservice object for an ALG function

¢+  Create IPRulesfor service objects
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STEP1: ALG with AV/WCF
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Navigate to Objects> AL G with AV/WCF and add anew HTTP ALG.

"> ALG with AVIVICF

PApplication Lawer Gateways (ALG=) are protocol helpers that can parse complex protocals, such as HTTP and H.323.
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Figure 1: AddHTTPALG
‘—| Use an HTTP Application Layer Gateway to fitter HTTP traffic.
General File: Integrity Wbk Contert Fittering A riti-irus URL Fitter
1-1
& General S
Harme: http-outbound-av

& | Active Content Handling

D Strip ActiveX objects (ncluding Flash)

I:l Strip Jawva applets
I:l Strip Jawvascrpt B Serpt
I:l Block Cookies
Figure2: HTTPALG, General

In General tab (Figure 2), fill in relative information:

Step 1-1: General

Name: http-outbound-av (defined by user)
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Q HTTP ALG

Use an HTTP Application Layer Gateway to filter HTTP traffic.

General File Integrity Wieh Contert Fittering Arti-*irus URL Fitter

# ) General Step 1-2

hode: Protect b

& J Scan exclusion control

File types to exclude from scanning

o o)

Figure 3: HTTPALG Anti-Virus
In Anti-Virustab (Figure 3), trigger Anti-Virus function.
Step 1-2: Generdl

Mode: Protect (or Audit)

Click OK

STEP 2: Service

Navigate to Objects> Services and add anew TCP/UDP service or edit the pre-define
http-outbound-av service. The service object will belisted in the Servicefield in IPruleson

later step.

Services
Services are pre-defined or userdefined objects representing wvarious IP protocols, such as HTTF, FTP and
Telnet.

[ Al

' TCR/UDFE Service

# ICMFP Sensice vpe ¥  Parameters ALS Info* Comments =

ﬂ IF Frotocol Senice =MP All All ICMP services

# Semice Group PProto  0-255 All possible IP protocols

Ll T CP 0-65535 All TCP servicas

Figure 4: Add TCP/UDP Service
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\ﬁ http-outhound-av

A TCRIUDP Service is a definition of an TCP or UDP protocol with specific parameters.
Genersl

Step 2-1
&/ General

Hame: http-outbound-aw

Type: TP LS

Source: 0-65535
Crestination: 20

@ Enter port numbers andfor port ranges separated by commas. For example: 137-139,445

|:| Fazs returned from ICWP error messages from destination

5% flood protection (57N Relay)

Step 2-2
2/ Application Layer Gateway P

An Application Layer &ateway (ALE), capable of managing advanced protocols, can be specified for this senice.

AL http-outbound-av s

hax Sessions: | 1000 Specifies how many concurrent sessions that are permitted using this s

Figure 5: TCP/UDP Service
In General tab (Figure 5), fill in the related information:

Step 2-1: Generdl
Name: http-outbound-av
Type: TCP

Source: 0-65535

Destination: 80
Sep 2-2: Application Layer Gateway

Select the Application Layer Gateway (ALG), which is created in ALG with AV/WCF to
specify for this service.
ALG: http-outbound-av

Click OK
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STEP 3: Rules

Navigate to Rules> | P Rules and add a new IP Rule. In this example, we would call
Anti-Virus scanning for each file download by users, so the connection isfrom LAN to all
networks.

g IP Rule

Ao P rule specifies what action to perform on network traffic that matches the specified fitter critena.

zeneral Log Settings MNAT SAT Multiples SAT SLA SAT SLB Monitors

4] General Sy
Hame: au-rule
Aetion: MAT L4

Service: | http-outhound-av | W

Schedule: | [Mone) v
#] Address Filter Step 3-2
Specify source interface and source network, together with destingtion interface and destingtion network. Al parameters hawe to match for the nule to match.
Irterface Hetwork
Source: lan v lannet b
Destination: | any W all-nets b

Figure 6: IP Rules
In General tab (Figure 6), fill in the related information:

Step 3-1: Generdl

Name: av-rule (defined by user)
Action: NAT

Service: http-outbound-av

Schedule: (None) (defined by user)

Step 3-2: Address Filter
Source Interface: lan
Source Network: lannet
Destination Interface: any

Destination Network: all-nets

Click OK
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In the IP Ruleslist, movethisIPrule to the top (Figure 7).

ﬁ IP Rules
IP rules are j.lgeﬂftﬂ_f;l:ﬁr IP-based netwodk traffic. In addition, they provide means for address translation as
(el as Server Load Balancing.
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Figure 7: Rules List

Step 3-3: Change the order
Click Right-Click on av-Rule.
Click Move to Top.

[[Save and active the configuration]]
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