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Why Anti-Spam

SPAM is the abuse of electronic messaging systeo@ibasting bulk emails and media.
With the popularity of Internet, many people ar¢hieoed by SPAM messages everyday.
From the system point of view, SPAM messages &iechof burden for not only system
resources but bandwidth. In D-Link NetDefend familg provide two approaches to filter
out SPAM emails — by listing specific SPAM senderBlacklist and byDNSBL (DNS
Blacklist). In this document, you can find the sbgpstep setting of anti-spam. Before start,
please notice:

+  The screenshots of the document are retrieved firomvare version 2.27.01. If you are
using the firmware version which earlier than e, the screenshots may not identical
to what you see on your browser.

+ To prevent existing setting to interfere with tiedtimgs in this guides, reset the firewall
to factory defaults before starting.

How to configure anti-spam

SUPERSTAR Corporation set up an Anti-Spam senagarévent spam email sending to
internal clients. After detail evaluation, Admimators find most of junk mails come from
hotmail.com, and therefore decide to block all ésnfarm Hotmail. To filter out junk mails
exhaustively, administrators also collect latestnspnformation from several DNSBLs (DNS
Blacklist)..

£ Helpful Tips

+  Create ALGs for specific services
+ Create a service object to associate with the Al@gtion

¢+  Create IP Rules to associate with service objects
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STEP 1: ALG with AV/WCF

Navigate toObjects> AL G with AV/WCF and add a neMTP ALG or edit the pre-defined
rule SMTP-inbound.

"> ALG with AVIMICF

Ppplication Layer Gateways (ALGs) are protocol helpers that can parse complex protocaols, such as HTTP and H.323.

g

) FTP ALG

) TFTR ALG i Type

13 5IP ALG {43 ftp-passthrough-av FTR ALG

rﬂ H.323 ALG r# ftp-outbound-aw FTP ALG

A} HTTP ALG [ http-outbound HTTF ALG

'ﬂ SHATR ALG 'ﬂ http-outbound-aw HTTP ALSG

rﬂ FOF3 ALG .rﬂ- http-outbound-wef HTTE ALG

A TLS ALG A http-outhound-au-wof HTTE ALG
RPTP ALG [ pops POP3 ALG

= L pop3-av POP2 ALG

Figure 1: Add SMTP ALG

E smtp-inbound

Use an SMTP Application Layer & atewway to manage SMTP traffic through the system.

General File: Imtegrity Arti-tirus Arti-Sparm WhitelistBlacklist

%) General Step1-1

Mame: smtp-inbound
Email Rata: 200 hdaximum number of emails per minute fram the same host.
Email Size: 5120 Maximum allowed email size in kB that is accepted by the ALG.

# ] Fail Mode Step 1-2

In zases where file integrity or content scanning fails, the ALG can aceording to the Fail Mode setting, =ither allow
zeanned file.

Fail Mode: Deny P

Figure 2: SMTP ALG, General
In General tab (Figure 2), fill in relative infortian:

Step 1-1: General

Name: smtp-inbound (defined by user)
Email Rate: 200

Email Size: 5120
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Step 1-2: Fail Mode
Fail Mode: Deny
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» Email Sender/Recipient

General

&/ General Step 1-3

Used to whitelist ar blacklist an email senderracipiant.

SenderRecipient to ol assify

G} Sender

{:} Recipient

Classify the email address
() wihitelist
(%) Blagdist

"i@example.com” or"usen@® . com"

Email: *@hotmail.com

Specify the email to match, either specify full email address or partial using wildcard. Far example:

Figure 3: SMTP ALG. Whitelist/Blacklist

In Whitelist/Blacklist tab (Figure 3), add a madirger that you want to block.

Step 1-3: General
Click “Sender”
Click “Blackliast”

Email: *@hotmail.com
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£ smtp-inbound

i Usze an SWTP Application Layer Gateway to manage ShiTP traffic through the systam.

General File Irtegrity Anti-Virus Anti-Spaim WhitelistBlacklist

47 General  Step 1-4

Check emails for mismatching SMTP command “From” address and email header “From™ address.

{;\, ...and block them.

{'\, ..and = SPA TR tag them.

I:‘ Only compare domain names in email "From” addreszes.

) ] Step 1-5
# / DNSBL Anti-Spam Filter
Enable
Spam Threshold: | 5 Threshold walue for considering a mail to be tagged as spam.
Drop Threshold: | 5 Threshold walue for considering a mail to be malicious spam and be blocked.
Spam Tag: deksk op g ek
I:‘ Forward Blocked Emails
Email Addrass: Email address that emails reaching the drop threshold will be rerouted to.
I:‘ Usze THT Records
Cache Size: o Set to zero to disable the cache.
Cache Timeout: | 00 seconds  Timeout in seconds before a cached IP address is remowved.
) Step 1-6
# | DNS Blacklists P
Domain Mame:
Mizight “/Alue: i0
BlackList Walue

Figure 4: SMTP ALG. Anti-Spam
In Anti-Spam tab (Figure 4), fill in relative infaration:

Step 1-4: General
Tick box “Check emails for mismatching SMTP command “From” address and email header “From”
address”

Choose: “...and block them”

Step 1-5: DNSBL Anti-Spam Filter
Tick box “Enable”

Spam Threshold: 3

Drop Threshold: 5

Cache Size: 0

Cache Timeout: 600
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Step 1-6: DNS Blacklist

Add the domain name and weight value of DNS blatkli
sbl.spamhaus.org (weight value 1)

virbl.dnsbl.bit.nl (weight value 1)

bl.spamcop.net (weight value 1)

list.dsbl.org (weight value 1)

zen.spamhaus.org (weight value 1)

# / DNS Blacklists

Oomain Hame:

Mizight “whlue:
BlackList Walue
shl.zspamhaus.arg 1

wirbl.dn=bl.bit.nl
bl.spameop.net

list.d=bl.arg

REREX

zen.spamhaus.org

Figure 5: DNS Blacklists

Click OK

When an email sent by Spammers listed on DNS b#ickie weight value will be calculated
accordingly, and then saved in the NetDefend systemory. Referring to the DNS
Blacklists, the firewall would sum up relative wieig/alues, and then compares this result
with the figure of “Spam Threshold” and of “DropBshold” settings. When the sum value
is equal to or above the configured figure, thel mdi then either be tagged as a spam (***
SPAM ***) in the mail subject and forwarded, or disded by the ALG directly.
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STEP 2: Service

Navigate toObjects> Services and add a neWCP/UDP service or edit the pre-defined
smtp-inbound service The service object will be listed on tBervicefile in IP rules on later
step.

Services

Services are pre-defined or userdefined objects representing wvarious IP protocols, such as HTTF, FTP and
Telnet.

I_"I.ﬂu:ld i
W TCP/UDF Senvice
ﬂ ICMP Senrice wpe ™  Pararmetars = ALG Info ™ Cormrments =
% IF Frotocol Service =MP All All ICMP services
ﬂ Service Group PProto 0-255 All pozssible IP protocols
= il rCP 0-65535 All TCP servicas

Figure 6: Add TCP/UDP Service

\ﬁ smtp-inbound

A TCRAIDP Sernvice is a definition of an TEP or UDP protocel with specific parameters.

General

# ) General Step2-1

Hame: smtp-inbound
Type: TCP v
Source: 0-&65535

Crestination: 25

ﬂ Enter port numbers andfor port ranges separated by commas. For example: 137-139,445

I:l Fass returned from ICMWP error messages fram destination

E%M flood protection (5vM Felay)

= | Application Layer Gateway Step 2-2

An Application Layer &ateway (ALG), capable of managing advanced protocols, can be specified for this service.

ALG: srtp-inbound o

hlax Sessions: | 200 Specifies how many concurrent seszsions that are permitted using this s

Figure 7: TCP/UDP Service
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In General tab (Figure 7):

Step 2-1: General
Name: smtp-inbound
Type: TCP

Source: 0-65535

Destination: 25
Step 2-2: Application Layer Gateway

Select the Application Layer Gateway (ALG), whisicreated iiALG with AV/WCF to
specify for this service.

ALG: smtp-inbound

Click OK

STEP 3: Rules

Navigate toRules> | P Rules and add a newP Rule. The first rule defines the connection
originating from the external public mail serverniternal private mail servicer. Since the
internal mail server owns an exclusive privaten# a shared public IP, use SAT to translate
the destination IP address between them. The pibbt the mail server is the IP address of
wanl. Also remember to add an IP4 object regartirige private IP of the mail-server in the
Address Book.

g IP Rule

Ao P nle specifies what action to perform on network traffic that matches the specified fiter critera.

General Log Settings MNAT SAT Muttiplex, SAT LB SAT SLB Monitors

# ] General Step 3-1

Name: email_spam

Action: SAT W
Service: | srtp-inbound v
Schedule: | [Mane) b

# ] Address Filter Step 3-2

Specify source interface and source network, together with destingtion interface and destination network. Al parameters hawe to mateh forthe nile to match.

Interface Hetwork
Source: wanl ¥ all-nets M
Destination: | core b wanl_ip M

Figure 8: Rules, General
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In General tab (Figure 8), fill in relative infortian:

Step 3-1: General

Name: email_spam (defined by user)
Action: SAT

Service: smtp-inbound

Schedule: (None) (defined by user)

Step 3-2: Address Filter
Source Interface: wanil
Source Network: all-nets
Destination Interface: core

Destination Network: wanl_ip

g email_spam

An P rule specifies what action to perform on nebwod traffic that matches the specified filter criteria.

General Log Settings MAT SAT Multiplex SAT SLB SAT SLB Monitors

#/ General  Step 3-3

Translate the
{:} Source [P
{(¥) Destination IF
tao:
Mew IF Address: | mail-zerver w
Mew Part: @ Thiswalue may only be applied on TCR/UDF senvices

with port set to either a single pot number ar a port range
without gaps

|:| All-to-One Mapping: rewrite all destination IPsto a single IP

Figure 9: Rules, SAT
In SAT tab (Figure 9):

Step 3-3: General
Click “Destination IP”

New IP Address: mail-server

Click OK
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Add the second rule paired to the previous SATUIB.r

g IP Rule

Ao IP rule specifies what action to perform on network traffic that matches the specified fiter citeria.

General Log Settings MAT SAT Muttinlex SAT
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Step 3-4

# | General

Hame: email-zpam2

Petion: Allaw Y

Service: | zmtp-inbound A4

Sichedule: (Mone) L

Step 3-5

# | Address Filter

Specify source interface and source network, together with destination interface and destingtion network. Al parameters have to match for the nile to match.

Interface Netuork

Source: wanl L4 all-netz
Diestination: | care v wanl_ip

Figure 10: Rules, General

In General tab (Figure 10), fill in relative infoatmon:

Step 3-4: General

Name: email_spam?2 (defined by user)
Action: Allow

Service: smtp-inbound

Schedule: (None) (defined by user)

Step 3-5: Address Filter
Source Interface: wanil
Source Network: all-nets
Destination Interface: core

Destination Network: wanl_ip

Click OK

[[Save and Active the Configuration]]
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Extra Information

¥

More discussion about Weight-based calculation:

The NetDefend Firewall adopts weight-based calmiiab determine whether an email is a
spam or not. On the NetDefend firewall, the adntiatsr could configure the anti-spam filter
by checking senders and given the weight valugsentively. For example, set the weight
value as the below:

In DNSBL Anti-Spam Filter,
Spam Threshold: 3
Drop Threshold: 5

In DNS Blacklist,
sbl.spamhaus.org (weight value 2)
virbl.dnsbl.bit.nl (weight value 1)

dnsbl.sorbs.net (weight value 2)

Example 1:

If the mail is send by all Spammers of DNSBL, thiewall will receive positive return results,
1, 1, 1. The sum value for these positive resuilishe 2*1 + 1*1 + 2*1, and the total is 5. As
the "Drop Threshold" is set as 5, this mail wikthbe dropped.

2*1 4+ 1*1 + 2*1=5-> same as Drop Threshold—=> Drop the packets.

Example 2:

If the mail is only sent by Spamhaus, the retusults will be 1, 0, 0. The weight-based
calculation is 2*1 + 1*0 + 1*0 = 2. The NetDefend@8l do nothing with this mail since
none of the threshold values are reached.

Example 3:

If the mail is sent by Spamhaus and Sorbs Spammherseturn results will be 1, 0, 1. The
weight-based calculation will be 2*1 + 1*0 + 2*14=As our "Spam Threshold" is 3 and
"Drop Threshold" is 5. The mail will be tagged aspam, and forwarded to client. E.g. If the
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original mail subject is "Stock quotes”, the subjeitl be changed to "*** SPAM *** Stock
guotes”, and forwarded to the client.

Additionally, you can assign higher weight value $pecific DNSBL servers, for example if
you think the detection rate of Spamhaus is moeeige, you can assign higher value for
Spamhaus, compared to other servers. Followirtteisdnfiguration example:

Spamhaus - weight 10

Sorbs - weight 1

Server x - weight 1

Servery - weight 1

Server z - weight 1

Server w - weight 1

Spam Threshold - 5
Drop Threshold — 11

For more information about DNSBL servers, pleaser®
http://spamlinks.net/filter-dnsbl-lists.htm.
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