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1. System > Remote Management
Change remote HTTP and HTTPS port.

Weblll HTTF port: 8080 Specifies the HTTP port for the web user interface.

WeblJl HTTPS port: 4433 Specifies the HTTP{S) port for the web user interface.

2. Objects > Address Book

Create a new object for authentication LAN net.

3 .z IT 192.168.10.0/24 ET

3. Objects > ALG

Create a new ALG for our HTTP service.

# - Name Type Parameters Comments
{1 http-alg HTTP ALG
=
5§~ http-alg
Use an HTTF Application Layer Gatewsy to filter HTTP traffic.
General File Integrity Web Content Filtering Anti-Virus URL Filter
# ) General
Mode Enabled -

#/ Categories

Web content categories to blodk

Allowed Blodked
Adult content =
Advertising

Business oriented

m

Chatrooms

Clubs and Societies ==
Computing/IT

Crime/Terrorism <=

Dating sites
Drugs/Alcchaol

E-Banking

Educational -

#/ Options

Non-Managed Action: | Block - Action to take for content that hasn't been dassified
[[] Allow Override

I:I Allow Reclassification

OK

b

Cancel

J




4. Objects > Services
Set up service object “http-all” and select our HTTP ALG.

E Name Type Parameters ALG Info Comments
£ hitp-all TCP 80,443 http-alg - WCF:Enabled HTTP and HTTPS

5. Objects > HTTP Banner Files > Add > Auth Banner Files

auth-banner

HTTP banner files specifies the look and feel of HTML authentication web pages.

General Edit & Preview

# ) General

‘Customize your HTML authentication pages.

4 Edit

Fage: FormLogin (=]

A,
"/loginuser/" method="POST" id="f">
<table style="width:100%;" summary="">
<tr=
<td align=center>
Enbspi<p>Bnbsp;<p>G&nbsp;<p>Bnbsp;
table border=0 rellspacing=0 rellpadding=0 syummary: tre=td
<div class="heading2">Michael need you to Authentication required</div>
img src="http://192.168.10.100/ws_need_you.jpg">
<div Id="xXsnazzy >
<b class="xtop"><b class="xb1">Bnbsp:;</b><b class="xb2">&nbsp; </b><b class="xb3">Bnbsp;</b><b dass="xb4">&nbsp;</b></b>
<«div class="xboxcontent">
<table border=0 cellspacing=0 cellpadding=3 summary="">
<tr
<td colspan="2">Please enter your authentication credentials</td>
<ftr= L
<tr> |=
<tdrUsername: </td> |
<td=<input clas =input" type="text" name="Username" size=37 ><input type="hidden" name="redir" value="%REDIRURL:"></td>
<ftr>
<tr=
<td>Password: <ftd>
<td><input class="xinput" type="password" name="Password" size=37></td>
<ftr>
right"><input type="submit" value="Login"></td> =
# ] Preview
Click the button to preview the FormLogin HTML file.
[ ex ][ cancel |
HTTF bannes files specifies the look and feel of HTML authentication web pages.
General Edit & Preview
#/ General

Customize your HTML authenticstion pages

#J Edit

Page: LoginFailure [=] |

<IDOCTYPE HTML PUBLIC "-//W2C//DTD HTML 4.0 Transitional//EN" "http:/fwww.w3.0rg/ TR/tmi4/loose.dtd">
<html=
<head=
<title>Authentication failed</title>
<meta http-equiv="Refresh” content="10; URL=/">
<style type="text/css">
body, table { font-family:verdana; font-size: 8pt; line-height: 11pt;}
h3 { font-size: 12pt; }
</[style>
</head>
<=
LoginFailure.html is displayed when authentication fails, i.e.
when a bad logon form is posted to "/loginuser/", and when HTTP
basic auth to "/" fails {user presses cancel in login box).
It's a good idea to provide a link back to "/" here, or aven

put in @ meta refresh tag with delay.
-—-> LoginFail

<body>

<table align=center summary=
<hbr=

<h3=Authentication failed</h3=

Eimg src="http://192.168.10.100/fail2.jpg"> |

<br>

<br=Invalid user name or password. <a href="/">Try again</a=.
<ftd=</tr=</table>

</body>

=/html=

=<trr<td align=center>

#/ Preview

Click the button to preview the LoginFailure HTML file.

Preview

[ oK | [ cancel




If you want to add picture file in authentication web page.

The picture file must to put in to the internel Web server.

Because our user must to authentication first then will see the internet page.

If your picture file is link to the internet it will not see anything picture when user start the broswer.
You can see in our KM this picture is put in to the Windows Server 2008 |IS Server.

Rules > IP Rules

Create a special rule for WEB authentication

& MName - Action - Source interface - Source network - Destination interface - Destination network - Service
1 g dns iy NAT L lan = lannet 4 wan1 = all-nets ﬁ dns-all
2 t auth-allow iy NAaT  [5d lan .2 IT 158 wan1 = all-nets é http-all
3 ﬁ no-auth-sat .-_El saT  Lidlan < lannet L wan1 = all-nets “ all_services
4 t no-auth-sat-allow Allow L. lan = lannet 3 wan1 < all-nets ﬁ all_services

Index 1 & 3 is a necessary rule for WEB authentication and index 2 rule priorities must high than SAT rule.
g no-auth-sat

An IP rule specifies what action to perform on network traffic that matches the specified filter witeria.

General | Log Seftings NAT | SAT Multiplex SAT =~ SLBSAT = SLE Monitors

i}' General

Translate the

= Source IP

¢ Destination IF

New P Address: |lan_ip

Mew Port: Name Address olied on TCP/UDP services with port set to either a single port number or a port range without gaps
- dmz_ip 172.17.100.254

-

< wan1 _dns1

All-to-Cne I
]

_’: wanl_dns2

OK ] [ Cancel ]

',: wanl_ip

< wan2_ip 192.168.120 254

7. User Authentication > External User Databases

~." server2008
b e External LDAP server used to verify user names and passwords.
General
i}' General
Mame: server2008
IP Address: 192.168.10.100 g3
Port: 389
Timeout: 5 seconds
Mame Attribute: SAMAccountName

Retrieve Group Membership
Membership Attribute: | memberOf

Use Domain Name: Dont Use -

#/ Database Settings

Base Object: CH=Users,DC=test,DC=com
Administrator Account: |administrator
Fassword: I Mote! Existing passwords will always be shown with 8 characters to hide the actual length.

Confirm Password: sessssew

Domain Name:

ﬂ Optional

Password Attribute: userPassword




s “Administrator Account” and “Password”: It must be applied by the user who has Domain controller

priviledge.
¢ “Password Attribute”: It is very important it must setup same as your description of AD group.

You can follow this KM [Server 2008 Setup] step.1 and step.2

8.

User Authentication > User Authentication Rules

@ server2008-idap

The User Authentication Ruleset specifies from where users are allowed to authenticate to the system, and how.

f!;ﬁ-t.ﬁeﬁ-ti'r':aﬁon 'E'):'}t'ibns "Accour{t-ing ' .:‘igen.i'ép{ions 'I-:-{'és'ific-{ions d

General ”i_'ogls.-ét'liﬁgs
ﬁ General

Name: server2008-Idap

Authentication agent: |HTTP W

Authentication Source: |LDAP v

Interface: lan v

Originator IP: all-nets w 0 For X Auth and PPP, this is the tunnel originator IP.
Terminator IF: io Ev

i}' Comments

Comments:

E Ok ] Cancel

@ server2008-idap

The User Authentication Ruleset specifies from where users are allowed to authenticate to the system, and how.

“General ”i_'ogls.-ét'liﬁgs

ﬁ General

Authentication Options "Accour{t-ing ' .:‘igen.i'ép{ions 'I-:-{'és'ific-{ions d

Select one or more authentication servers. Also select the authentication methad, which is used for encrypting the user password.

RADIUS servers

Available

LDAP servers

Available

RADIUS Method:

Local User DB:

Selected

Selected
server2008

[ Mowve up ][ Move down

Ok Cancel




[Server 2008 Setup]

Step.1

File Acton View Help

B Active Directory Users and Computers

== x|

| 7

8 XEd=H

] Active Directory Users and Comput
Saved Queries

Bl 3 test.com

Builtin

Computers

Domain Controllers
ForeignSecurityPrincipals
7] Users

K — |

| Type | Deseription

Name
§ Administrator

}E,Allnwed RODC Password Replication Group
}E,Cert Publishers

%Den\ed RODC Password Replication Group
52, DnsAdming

‘ﬁ,DrwsU|:»datJePrm<‘,I

52, Domain Admins

%Dcma\n Computers

52, Domain Controllers

}E,Doma\n Guests

}%Doma\n Users

%Enterpnse Admins

%Enterpnse Read-only Domain Controllers
82, Group Policy Creator Owners

2, Guest

B

%R}-\S and [AS Servers

%Read-only Domain Controllers

User Built-in account for admini, ..

Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...

All domain guests
All domain users

Members in this group can...
Members of this group are...
Members in this group can. ..
DNS Administrators Group

DNS dients who are permi...
Designated administrators. ..
All workstations and serve...
All domain controllers in th...

Designated administrators. ..
Members of this group are...
Members in this group can...

User Built-in account for guest ...

Security Group ... userPassword
Security Group ...

Security Group ...

Servers in this group can ...
Members of this group are...

}E‘Schema Admins Security Group ... Designated administrators. ..
& test User
2l
Remoiecontiol | Teminal Services Profle | COM=
Gmera!lMdJ&sslﬁccoml Proﬁe'Telephon&lergar&zaﬁon
Member Of | Dialin Environment Sessions
Member of :

test com/Users

Name Active Directory Domain Services Folder

|
I“sm—t' | & m

Step.2

File Action View Help

& i o i
| 2 Server Manager Ij.ﬂcﬁveﬂirﬂ:tnrv_ W Administrator: C:\Wi

- D-Link (1\192.168. 1..

3 | ‘) 11-Paint

|
|[«@ @iy ssapm

B Active Directory Users and Computers

SIS

e 2m40]%

] Active Directory Users and Comput
| saved Queries
B 3 test.com
| Builtin
j Computers
2| Domain Controllers
| ForeignSecurityPrincipals
:] Users

KN 2

G EmBeuvon

Name [ Type | |
mm\n\stamr User Built-in account for admini. ..
SE,AJIowed RODC Password Replication Group Security Group ...  Members in this group can...
%Cert Publishers Security Group ... Members of this group are...
%Deniad RODC Password Replication Group Security Group ...  Members in this group can...
-%Dns#dmins Security Group ...  DNS Administrators Group
SE_DnsUpdabeProxy Security Group ...  DNS dients who are permi...
%Domain Admins Security Group ...  Designated administrators...
%Domain Computers Security Group ... All workstations and serve...
%Domain Controllers Security Group ... All domain controllers in th...
%Domain Guests Security Group ... All domain guests
%Domain Users Security Group ...  All domain users
%Enterprise Admins Security Group ...  Designated administrators...
-%Enterprise Read-only Domain Controllers Security Group ...  Members of this group are...
.%Group Palicy Creator Owners Security Group ... Members in this group can...
&. Guest User Built-in account for guest ...
Q_IT Security Group ...  userPassword

80 a1 e 21
%Read—cnly Domain Contre

2, schema Admins General |Mﬂ'ﬂbﬁ'3| Membeerl Managed Byl

2 test

2 testy % T

Group name {pre-Windows 2000): Iﬁ

| Description: IuserF'assword

Email:
—Group scope

* Global

) Domain local

" Universal

Group type

" Distribution

Notes:

I'sm—t“&.

El

J =, Server Manager ”j.ﬂn:ﬁve!}irecturster_ Emﬂsmmr:c:wmml . DHink (11192, 168, 10.20) |

|
T G s



%% Group description must set up as same as External User Databases Password Attribute.

You can check this KM Step.7 “User Authentication > External User Databases > Password Attribute”

[Test]

1. PCtype any domain at the browser it will see this picture.

©@! Authentication required

€« C @ twyahoo.com S dl s BRI N

Michael need you to Authentication required

Please enter your authentication credentials

Username:

Password:

o T i

12/20/2011

2. If user authentication fail it will got this picture.

#J Authentication failed

« C @ www.google.com.tw/loginuser/ Wbk = A

Invalid user name or password. Try again.

END



