How to make DMZ traffic go to WAN2 and enable failover function at the same time
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[DFL-800 Setup] Firmware: 2.27.05.35
1. Internets > Ethernet
Setup WAN1 and WAN?2 interface.
2. Internets > Ethernet > WAN1 and WAN2 > Advanced

Both of interfaces to disable automatically add a route and automatically add default route.

-2 want

An Ethernst interface leptesems a lopcal endpom for Ethernet traffic.

‘ General Hardware Settings Advanced

2/ Automatic Route Creation

ically 3dd commonty used routes related to this interface

]‘J Automatically add a route for this interface using the given network.

A Automatically add 3 default routs for this interface using the given default gateway.

Route metric: | 100 Specifies the metric for the auto-created route.

3. Routing > Routing Tables > Main
Add both of interfaces route and enable WAN1 failover.

#v Type Interface Network Gateway Local IP address “Metric | Monitor this route Comments
1 _I" Route dwanl 2 wanilnet 90 No
2 " Route 51 wanl 2 all-nets 2 wanl_gw 90 Yes
3 " Route 153 wan2 2 wan2net 100 No
4 _I* Route [ wan2 2 all-nets 2 wan2_gw 100 No
Direct rﬁL(xjte for
5 _FRoute  [dmz 3 dmznet 100 No Spiaidilete
dmz...
Direct route for
6 _Route 123 lan 2 lannet 100 No zsgrv%rtke'r?ggeet
lan...

e Setup more law metric on WAN1 routing.

e Enable monitor on WAN1 route.

Route

Aroute defines what interface and gateway to use in order te reach a specified network.
1 General Proxy ARP “~ Monitored Hosts

#/ Monitor for Route Failover

The health of a route may be monitored for route failover purposes.
[¥] Monitor

#/ Method

[¢] Monitor Interface Link Status
[] Monitor Gateway using ARP
Use Manual ARP Lookup Interval

Interval: 1000 milliseconds

e Choose any monitor type in the method, of cause you can use Host monitor.



Routing > Routing Tables

Create a new routing table for PRB.

_rRoute  [idmz 3 dmznet 100

1

2 _I" Route wan2 2 wan2net 100 No

3 ™ Route = allnets W 100 | E}
4 "~ _Route A want & waninet T Try— ‘No
5 _I" Route Ll wanl 2 all-nets 2 wanl_gw 110 No

(21 Right-click on a row for additional options.

e Make sure the WAN2 and DMZ route got the low metric.
e Enable monitor on WAN2 route.

General | Proxy ARP [ Monitor |* Monitored Hosts |

#7 Monitor for Route Failover

The health of a route may be monitored for route failover purposes.

#J Method
[¢] Monitor Interface Link Status
Monitor Gateway using ARP
[ | Use Manual ARP Lookup Interval

Interval: 1000 milliseconds

Routing > Routing Rules > Add

Setup one PRB routing rules

1 for_dmz_route_rule d E ®] N wnl H all-nes all_services

“g for dmz route rule ,

General

Q General

Name: for_dmz_route_rug :
Forward routing table: # il

I for_dmz
Return routingtable: # " main  The main routing table of the system.
serice:
Schedule: (None) v

#) Address Filter

Specify source interface and source network, together with destination interface and destination network. All parameters have to match for the rule to match.

Interface Network
Source:  |dmz v |dmznet vl
Destination: |wan1 v |all-nets v/

Interfaces > Interface Groups
Use WAN1 and WAN2 setup an interface group for IP rule use.

1 i wans wanl, wan2

Rules > IP Rules
Setup IP rules make LAN net and DMZ net can access to outside.

1 “ allow_standard T lan - » e - E ll-ns - aII_services
2 $ dmz_to_wan i NAT 129 dmz 2 dmznet & wans 2 all-nets @ all_services




[Test Result]
1. PC1 ping PC2 will goes WAN2 interface.
2. When WAN2 goes down the PC1 traffic will goes to WAN1.
3. If WAN2 goes up again the PC1 traffic will come back to WAN2.

END



