DFL-800/1600/2500
How to setup Traffic Shaping

You can set your firewall to limit or guarantee bandwidth for certain services or/and for certain computers.

The below steps describe the configuration where we are using 1Mbps up / 1Mbps down link with the following traffic
shaping rules:

- inbound and outbound HTTP and HTTPS the max bandwidth is 500Kbps.

- inbound and outbound POP3 the guaranteed bandwidth is 300Kbps, max is 700Kbps.

- other inbound and outbound services use the remaining bandwidth.

Here is the schematic representation of the three traffic shaping pipes we are going to create (we will need three
pipes for outbound and three pipes for inbound traffic):
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Step 1. Log into your firewall. Go to Traffic Shaping > Pipes.
Create a new entry for a “standard-in" pipe which describes physical connection limitations for download speed. Set
the pipe limits: Total - 1000Kb. Under Precedences set “Highest” with 300Kbps (this is for the guaranteed bandwidth).

Create another pipe for “standard-out” (upload speed). Set the pipe limits: Total - 1000Kb. Under Precedences set
'Highest' with 300Kbps.

wan1-std-out

ol
# ] General 5]
A pipe defines basic traffic shaping parameters. The pipe rules then determines which traffic goes through which pipes.
& Neme: wani-std-out
e
# ] Pipe Limits 5]

Use pipe limits to specify bandwidth limits per precedencs in the pipe. If traffic in one precedence exceeds its limits, additional traffic will be
pushed down to the lowest available precedence {usually precedence "Low’).

i
“‘l Mote that, for bandwidth, kilo' and ‘mega’ are multiples of 1000, not 1024

Precedences:

Highest: [ 3DD.ki|:}bit§p-E.’SEG}I'Id,
High: kilokits per second
Medium: kilobits per second
Low: kilobits per second
Total: I 1000 kilobits D‘ETSECEI'Idr

Step 2. Create two pipes (in and out) for HTTP traffic: Total bandwidth — 500 kbps. Precedence: Medium 500 kbps.

() http-in
o aalia

C =] General ]

A pipe defines basic traffic shaping parameters. The pipe rules then determines which traffic goes through which pipes.
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bietre. http-out
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cul ) Pipe Limits )
i Use pipe limits to specify bandwidth limits per precedence in the pipe. f traffic in one precedence exceeds its limits, additional traffic will be
& pushed down to the lowest available precedence (ususlly precedence "Low').
&
Fi Mote that, for bandwidth, kilo’ and ‘mega’ are multiples of 1000, not 1024
Hi
Precedances:
Hi .
Highest: kilobits per second
I :
High: kilobits per second
Lg : =
Medium: | 500 kilcbits per szcond |
. Lo Eilobits per second
Total: | 500]kilbits per secand|
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Step 3. Create two pipes (in and out) for POP3 traffic: Total bandwidth — 700 kbps. Precedence: Highest 300 kbps.

A pipe defines basic traffic shaping parameters. The pipe rules then determines which traffic goes through which pipes.

Neme: pop3-out

Q Pipe Limits '
Use pipe limits to specify bandwidth limits per precedence in the pipe. If traffic in one precedence exoceeds its limits. additional traffic will be
pushed down to the lowest availabl dence (usually preced ‘Low).

O] Note that, for bandwidth, %ilo' and ‘mega’ are multiples of 1000, not 1024

Precedenoces

Highest: | 300!kilobits per second|
High: ]—1 kilobits per )
Medium |_—. kilobits per second
Low: | | kilabits par second
Total: | 700 kilobits per second |
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Step 4. Go to Traffic Shaping > Pipe Rules. Create a Pipe Rule for HTTP traffic. Service - HTTP-AIl; Source -
LAN/LAN-Net; Destination - WAN/AIlI-nets. Click on Traffic Shaping tab and add the pipes for outgoing traffic (Forward
Chain - HTTP-out, Standard-out) and incoming traffic (Return Chain - HTTP-in, Standard-in). Set Precedence to
“LOW”.

EI _[“,Trafﬂ: Shaping

. wan1-http
General i~ Traffic Shaping

# | General

'.\I A Pipe Rule determines traffic shaping pelicy - which Pipes to use
M rulsset.

Mame: wanli-http
Sarvios: Ihttp-a” vl
Schedule: [Ngne} vl

# | Address Filter

g Specify source interface and netword, together with destination ink

Source Destination
Interface: lan1 W [wan1
Metwork: laninzt W all-nets

wan1-http

1 - General ! Traffic Shaping

# ) Pipe Chains

Use pipe chains to direct network traffic matching this rule through one or more

Forward Chain  Awailable Selected
ftp-in http-out
ftp-out wan1-std-out
http-in

wanl-std-in

Return Chain Awailable Selected
fep-in http-in
ftp-out wanl-std-in

wanl-std-out

http-out

4 ) Precedence

i~ Msp IP DSCP (TaS)

{* Use Fixed Precedence

'_IIIW W l
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Step 5. Create another Pipe Rule for the POP3 traffic. Service - POP3; Source - LAN/LAN-Net; Destination -
WAN/AII-nets. Click on Traffic Shaping tab and add the pipes for outgoing traffic (Forward Chain - POP3-out,
Standard-out) and incoming traffic (Return Chain - POP3-in, Standard-in). Set Precedence to “Low”.

EI |7 Traffic Shaping

—

-1 Pipes

wani-pop3

iﬁa Pipe Rules |

General © Traffic Shaping

&/ General
'.\I A Pipe Rule determines traffic shaping policy - which Pipes to use -
M rulesst.
Mame: wanl-pop3
Service: IEDPB VI
Schedule: |:N|:|ne} vl

# | Address Filter

g Specify source interface and network, together with destination inte

Source Destination
Interface: lanl w lwani LY
Metwork: Emlnet v all-nets L

wan1-pop3

/'ﬁeneral_' Traffic Shaping

# ) Pipe Chains

Use pipe chains to direct network traffic matching this rule through cne or more

Forward Chain  Awsilable Selected
wanl-std-out pop3-in
http-in wan1-std-in
http-out
pop3-out

Return Chain Available Selected
wanl-std-in pop3-out
http-in wan 1-std-out
http-out
pap3-in .

=<

%) Precedence

™ Map IP DSCFP [TaS)

{* Use Fixed Precedence
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Step 6. Create another Pipe Rule for the rest of the services. Click on Traffic Shaping tab and add the pipes for

outgoing traffic (Forward Chain - Standard-out) and incoming traffic (Return Chain - Standard-in). Set Precedence to
Low.

€3 want-all

General |~ Traffic Shaping |

%) General

"
@I A Pipe Rule determines traffic shaping policy - which Pipes tc wan1'a“
¥ rulesst 25

+ General ' Traffic Shaping
Mame: wani-all 3_? Pipe Chai
; _ pe ins
Servioe: [all_ser'.rices 'vl
Use pipe chains to direct network traffic matching this rule through one or more pip
Schedule: |:N|:|ne} vl
Forward Chain  Awsilsble Selected
— . wanl-std-in wani-std-out |
%/ Address Filter el
http-out
¥ Specify source interface and network, together with destinatio pop3-in
pop3-out
Source Destination
Interface: lani ] lwant T Return Chain Available Selected
L3 wanl-std-out wanl-std-in !
Metwork: aninet v all-nets o http-in
http-out
pop3-in
pop3-out
%) Precedence
i Map IP DSCP (ToS)
{* Use Fixed Precedence
i&uw vl

Step 7. In the top menu bar select Configuration > Save and Activate > OK.

I @
D- ln = Logged in as administrator

v admin - 192.168.1.78
Building Networks for People

@ Home ® Configuration= ] Tools» & Status -

B Logout @Help

[) Save and Adtivate

Discard Changes P

e [5-4] Save Configuration

- o System

El—J Objects ? Are you sure you want to save the configuration?
Bl Address Book

- g InterfaceAddresses
[‘ Application Layer Gateways
'-r‘ Services

Schedule Profiles
&Y X 509 Certificates
4 VPN Objects
- # Rules
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