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D-Link Firewalls implement

* If there’s an infected host spreading worm into the network.
ZoneDefense feature to

* Firewall can stop the malicious traffic flooding to other
subnets but have no way to stop it infecting its network
[Subnet A].

* The most effective solution will be: Firewall triggers the ACL
in LAN switches to perform real time filtering on any malicious
traffic.

perform proactive network
security with D-Link switches

Sets ACL to block specific WAN

MAC or IP address

. i Firewall

Infected Host !
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e ZoneDefense is a proprietary solution from D-Link. It operates
with D-Link switches to isolate infected hosts that are generating
unusual traffic on LAN.

e It uses Threshold rules to examine connections through the
firewall and take actions upon them. The threshold rules monitor
the number of connections per second.

e When a pre-defined limit is reached, the firewall sends block
requests to the switches configured for ZoneDefense.

ﬂ Zone Defense

™
() Switches L5 Exclude
. The exclude list is used exclude cerain hostsfnebwote from
Setup the anitchesto be managed by Zone Defense. being blocked out by IDSThreshold rule wislations.
3 Manual Blocking Threshold
Define manually configured hostsfnehuods to be blodied an the Cefine threshold walues and actions that the system will take

anitches either by default or bazed on schedule. when reaching those threshalds.




W NETDEFEND

D-Link

Setup Examples
ZoneDefense

INTERNET

WAN1
192.168.174.70/ 24

AN1 IP: 192.168.1.1/24

Block HTTP requests
for every host if it exceeds
4 sessions per second

DGS-3324SR
192.168.1.250/24

PC
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Setting up ZoneDefence in the firewall to control the
ACL in a ZoneDefence aware switch.

Configuration Steps:
® Configure the switch.

® Exclude the switch and Administrator’s PC.
® Create and configure the Threshold rules.
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DGS-33245R1 ; d#show snmp community
Command: show snmp community
SNMP Community Table
Community Name Yiew Name Access Right
|pr1uafe ' CommunityView read_write
public CommunityView read _only

Verify communication between the firewall and the switch.
Check the SNMP community in the switch.
Command: “show snmp community”
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B Objects
B e . 3 switch-ip
[ InterfaceAdd) " gl InterfaceAddresses
..... [ ~ppiication Layer General [* User Authentication
------ Services e
_____ £ schedule Profiles Li Use an Address Folder to group related address objects for 8 better ﬂ General
----- &, X.509 Certificate: _ _ -
. Use an IP4 Address itern to define a name for a specific |
B[4 VPN Objects 3
Ty Add ~
|E IP4 Host'Metwork I . Name: _ .
gy P2 Address Group Address SR

W) HA IP4 Address Pair 192.168.110.254 IF Address: l 192.168.1.250 eg ™
E Ethernet Addres 192.168.110.0/24 " F3 1625102 E[:3

192.168.120.254
E Ethernet Address Group

192.168.120.0/24 3 administrator

_,A Address Folder 172.17.100.254

3 dmanet 172.17.100.0/24 General [ User Authentication |

5 lani_ip 192.168.1.1

7 laninet 192.168.1.0/24 @ General

8 lan2_ip 192.168.2.1

3 lanznet 192.168.2.0/24 Us= an IP4 Address item to define a name for a specific
10 lan3_ip 192.168.3.1

11 lan3net 192.168.2.0/24

Mame: administrator

1P address: [1152.168.1.78 |
"172.18.25.10-172.16.25 50~

eq:

Go to Objects > Address Book > Interface Addresses.
Create two new objects for the switch and for the administrator’s PC.
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T3 Exclude _g Switches
D @ Manual Bloch
General
{4 Threshold 2
Setup the switches to be
A Zone Defense switch will have its ACLs oo
switch.
.
&= Name * £ Switch model: I|DGE-3324ER -q-l|
|IF Address: Igwitch-ip vl

SNMP Community: e |

n Check Switch ﬂ
Enabled:

Go to Zone Defense > Switches.

a Zone Defenze switch status

Switch 192.188.1.250:

Switch connection OK, Community string verified

Add a new switch and specify the model of the switch.
Set the correct SNMP community string. Check connectivity with the

switch.
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=2 g Zone Defense

oo Sw'rtn:hes,l " Exclude

o Manual Einu:kin g

{4 Threshold )
General
@ The exclude list is used exclude certain hosts/networs from being bloded cut by |05/ Thresheld rule viclations.

bt

Addresses: Available
lanZnet
lanZ_ip
lanZnet
all-nets
# ) Comments 1

Go to Zone Defense > Exclude.
Add a new entry and select the Switch IP and the Administrator’s PC IP.
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Threshold Rulac
+  Dafine threshol ThrEShﬂld Rule

A Threshold Rule defines a filtaerfor ma ZD
m ¥ A Threshold Rule

> -
e | Qf Threshold Action
- g resho ule ion specifies what thresholds to measure, and wl
’3 el Rl # | General A Threshold Rule Aot f hat thrashaolds t o it
v Mare * Addw [ Editthi —_—
Hame: D - X General Log Settings
L_@Thresh-:nld Aetion
Senvice: http-all L # - Actian & General
Schedule: (Mone) £y Action: Protect t
) Group by Host-based P
# / Address Filter
Specify source interface and source nehwod, together with destinatior Threshald: 4 SIS [
Saurce Destination %) ZoneDefense
Interface: lan w wanl Lv
Uze Zonebefense
N et i lannet " all-nets o

# | Black List

[ Activate BlackList

Go to Traffic Management > Threshold Rules. Create a new threshold
rule. Select the required service and interfaces then click OK button.

Create a threshold action required. Set the desired threshold
(connections per second). Enable Use ZoneDefense and click OK button.
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= Logged in as administrator

(= b admin - 1592.168.1.78
Building Networks for People

—d Discard Changes

" Home M Configuration - [ 'ge owawz v BLlogout  (DHelp

_ i Discard Changes .
e [:-1] Save Configuration

o System
El-] Objects
E"—ul Addrezs Book

? Are you sure you want to save the configuration?

“_# InterfaceAddresses

----- & Application Layer Gateways
...... o i oK JI[_ Cancel

----- #ih Schedule Profiles
----- &% X.509 Certificates
B[4 VPN Objects

(- # Rules

Save and Activate the new configuration.
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Firewall ZoneDefense status:

ﬂmeDefmseSiahls

D 192.168.1.79 2005-06-23 00:29:32 Host-Based Threshold ZD_http Ower threshold & connections/second

[ Unblock selected ][ Unblock all J
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