How to set up IDP to block MSN messenger and use WCF to block Facebook
[Issue]
PC1 can access Facebook and use MSN.

PC2 can’t access Facebook and use MSN.

[Topology]

PC1-192.168.1.10/24

DFL-26O
192.168.1.0/24

PC2-192.168.1.20/24
[Setup DFL-260]

1. Objects >address Book > InterfaceAddresses

. InterfaceAddresses
e 28 An address folder can be used to group related address objects for better overview.

24 2 pC1 192.168.10.10
25 3 PC2 192.168.10.20

2. Objects > ALG with AV/WCF
[’Q Block Facebook WCF

Use an HTTP Application Layer Gateway to filter HTTP traffic.

‘ FileIntegrity = Web ContentFiltering | Anti-Virus | URL Filter

#/ Fail Mode

In cases where file integrity or content scanning fails, the ALG can according to the Fail Mode setting, either allow or deny the scanned file.

| Fail Mode: [Allow v

General File Integrity | Web ContentFiltering ~ Anti-Virus URL Filter

JAddw
Action ¥ URL Comments
F“' Blacklist *facebook™®

3. Objects > Services

\ﬂ Services
i are pr or i objects rep ing various IP p Is, such as HTTP, FTP and Telnet.
2w

i Name Type Parameters ALG Info Comments
|1 @ Block_Facebook TCP 80 Block_Facebook_WCF



4. IDP /IPS > IDP Rules
Create an IDP Rules to block PC2 use MSN messenger.
| 7
‘ IDP Rules
IDP Rules are used to detect intrusion sttempts and/or inspect network traffic and take appropriste action.
#w Name Source interface Source network Destination interface = Destination network
1 L4 lan1 3 PC2 L want 2 all-nets
When you finish the rule then click it (ex: MSN_Block). In Rule Actions page create a new IDP Rule action.
‘5 MSN_Block
bs An IDP Rule defines s filter for matching specific network traffic. When the filter oiterion is met, the IDP Rule Actions are evaluated and possible actions taken.
E Action Signature(s)
y POLIEFN
& IDP Rule Action
’ An IDP Rule Action specifies what signatures to search for in the network traffic, and what action to take if those signatures are found.
General Log Settings
i] General
Action: Protect v
Signsture(s): POLICY_IM_*
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5. Rules > IP Rules
We only need to create trigger rule for detection PC2 traffic.
8 lan1_to_wan1
An IP Rule Folder can be used to group IP Rules into logical groups for better overview and simplified management.
i $§ Pc2 FaceBook_Block mNAT L lan1 4 pC2 Ll wan1 4 all-nets ‘o Block_Facebook|
[Test]
1. PC2 trying login MSN messenger will see “Error code 80072745 on sign in”.
2. PC2 access Facebook will see this block page.

Forbidden:

Access to the location: http://www.facebook.com/

has been denied for the following reason:
Policy prevents this page to be accessed

3. PC1 can access Facebook and login MSN messenger.



[Firewall Log]

1. When PC2 login MSN messenger can see this log in firewall.
2011-08-12 . IDP 192.168.10.20 56314 intrusion_detected
18:35:48  WArMing 4340903  MSN_Block TCce 64.4.9.190 1863 close
description="Version.Request.MSN.Messenger8.Policy" signatureid=55908 idrule="MSN_Block"

2. When PC2 access Facebook can see this log in firewall.

Date Severity Category/ID Rule Proto Src/Dstlf  Src/DstIP Src/DstPort Event/Action
2011-08-12 CONN lan1 192.168.10.20 56337 conn_close_natsat
18:38:34  1fo 600005 HG2 EaceBook Bluck  Tor core 69.171.228.39 80 close

conn=close connnewsrcip=192.168.11.193 connnewsrcport=35693 connnewdestip=69.171.228.39 connnewdestport=80 origsent=867 termsent=1672
conntime=1

2011-08-12 ALG o
18:38:34 Info 200002 alg_session_closed
algmod=http algsesid=193

2011-08-12 Notice ALG TCP lan1 192.168.10.20 56337 request_url
18:38:34 200126 core 69.171.228.39 80 block
categories="blacklist" audit=off override=no origsent=747 termsent=84 url="www.facebook.com/" algname=Block_Facebook_WCF algmod=http
algsesid=193

2011-08-12 Inf ALG TCP lan1 192.168.10.20 56338 I s

18:38:34 bl 200001 core 69.171.228.39 80 alg_session_opern
algmod=http algsesid=194 origsent=92 termsent=44

2011-08-12 CONN lan1 192.168.10.20 56338

18:38:34 Info 600004 PC2_FaceBook_Block TCP T 69.171.228.39 80 conn_open_natsat
conn=open connnewsrcip=192.168.11.193 connnewsrcport=36063 connnewdestip=69.171.228.39 connnewdestport=80

2011-08-12 Inf ALG Tcp lan1 192.168.10.20 56337 1 =
18:38:34 L 200001 core 69.171.228.39 80 2g_scssion_open
algmod=http algsesid=193 origsent=92 termsent=44

2011-08-12 CONN lan1 192.168.10.20 56337

18:38:34 Info 600004 PC2_FaceBook_Block TCP el 69.171.228.39 80 conn_open_natsat

conn=open connnewsrcip=192.168.11.193 connnewsrcport=35693 connnewdestip=69.171.228.39 connnewdestport=80

END



