How to set up IKE Config Mode VPN
[Foreword]
1) Use IKE Config Mode to create VPN tunnel.

[Topology]

PC1 Q /“/'\ﬁ
S " Internet ———

— DFL-260
WAN - 61.218.67.126/29
218.210.16.29/29

[Setup]
1. Create Interface Addresses Objects
Objects > Address Book > InterfaceAddresses

.- InterfaceAddresses

= 2 An address folder can be used to group relsted sddress objects for better overview.

‘_J Add » 4+ Edit this object

PC2-192.168.1.20/24

#w Name Address User Auth Groups Comments

1 2 wan_ip 61.218.67.126 IPAddress of interface wan

2 2 wannet 61.218.67.120/29 The network on interface wan

3 J wan_gw 61.218.67.121 Szlf_la‘ult gateway for interface

A it 0.0.0.0 il et

: S he o

6  lan_ip 192.168.1.1 IPAddress of interface lan

7 < lannet 192.168.1.0/24 The network on interface lan

8 2 dmz_ip 172.17.100.254 IPAddress of interface dmz

9 7 dmznet 172.17.100.0/24 The network on interface dmz
| 10 o] IPSec_Pool 192.168.1.200-192.168.1.220

11 4 LAN_Mask 255.255.255.0

12 < Google_DNS 8.8.8.8

13 J HiNet_DNS 168.95.1.1

2. Create Authentication Objects
Objects > Authentication Objects

% Authentication Objects

Add, remove and modify Pre-Shared Keys and Certificates.

LJ Add »
#w Name - Type dype
T (& HTTPSAdminCert Certificate Local

Comments

|2 & Key Pre-Shared Key ASCII




Create VPN Objects for IKE Config Mode Pool
Objects > VPN Objects > IKE Config Mode Pool

= IKE Config Mode Pool

An IKE Config Mode Pool will dynamically sssign the IP address, DNS server, WINS server etc. to the VPN dlient connecting to this gateway.

tw IP Pool Type
o -+ Static | I
General
#/ General

(= Use a pre-defined IPPool Object

IP Pool: | (lone v
@ Use a Static IP Pool
IP Pool: | IPSec_Pool v
Netmask: | LAN_Mask v

#/ Optional

DNS: Google_DNS

v
NBNS/WINS: |HiNet_DNS v
DHCP: (None) v
Subnets: (None) v

Create IPsec Interfaces

Interfaces > IPsec

j IPsec

Manage the IPssc tunnel interfaces used for establishing IPsec VPN connections o and from this system.

Ak / Advanced Settings

Comments

# Name Local Net Remote Net Remote Endpoint ~ Auth
|‘ i -;’/M 2 lannet = all-nets PSK

[General | Autnentication ~ XAuth | Routing | IKESetings = Keep-alive | Advanced

ﬂ General
Name: W'
Local Network: {|annet v
Remote Network }vall-nets P
Remote Endpoint: i(None) P
Encapsulation mode: iTunneI v
IKE Config Mode Pool. (Cc\nfigMadePDol PO
2/ Algorithms
IKE Algorithms: [Medium v
IKE Lifetime: 28800 e
1Psec Algorithms: Medium 3
IPsec Lifetime: 2600 seconds
IPsec Lifetime: o ilobytes

General XAuth Routing IKE Settings Keep-alive Advanced
@ Preshared Key

Pre-shared key: Selects the Pre-shared key to use with this IPsec Tunnel

General Authentication XAuth IKE Settings Keep-alive Advanced

i] Routing

U Allow DHCP over IPsec from single-host clients

| @ Dynamically add route to the remote network when a tunnel is established

General Authentication XAuth Routing IKE Settings Keep-alive

i] Automatic Route Creation

Automatically add route for remote network.

| [ 7] Add routs for remote network

Route metric: |90




5.

Create IP Rules

8 IKE_Config_Mode

An IP Rule Folder can be used to group IP Rules into logical groups for better and simp d mar
_J-A-‘::v ¢, Edit this object
#w Name Action Source interface = Source network  Destination interface = Destination network = Service
1 § VPN_IN m NAT 7 1PSec_Tunnel all-nets ]lan lannet & all_services
2 § ven_out [ Allow | lan lannet IPSec_Tunnel all-nets £ all_services

[Test & Confirm]

If PC1 connection success to firewall. You can follow those notices to check VPN tunnel.
1.

PC1 ping PC2

2. Use ipconfig command on PC1. Check PC1 isn't it use IP-Pool range IP.

e+ Command Promp!

:\>ipconfig

Jindows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix
IP Address. . - . . - . .

218.210.16.29

Subnet Masl .. ... e e:e- e 255.255.255.248

Default Gateway . . . . .

: 218.218.16.25

Ethernet adapter {FF6E9A3A-85A1-41B4-9CE9-46A4ES8F71A6C>:

Connection—specific DNS Suffix

TRPEAdArasss 50 o8 I 8 e 192.168.1.206
Subnet Mask . . . . . . . 255.255.255.8

Default Gateway . . . . .
C:\>ping 192.168.1.28
Pinging 192.168.1.28 with 32 bhytes of data:
Reply from 192.168.1.28: hytes=32 time=66ms TTL=127
Ping statistics for 192.168.1.208:

Packets: Sent = 1, Received = 1, Lost = 8 (B% loss).

pproximate round trip times 1n milli—seconds:
Minimum = 66ms, Maximum = 66ms, Average = 66bms

ontrol-C

C

D

Check Firewall route states.

Status > Routes

|~ Routing Table Contents

# ) Routing Table Contents

Routing Table: <main> ! S

Show all routes:
Do not show single host routes:
Max routes to display: 100

(apply |

Routing table contents (max 100 entries)

{Including routes to interface addresses and Layer 3 Cache entries)

Flags Network Interface Gateway Local IP Metric

D 192.168.1.208 IPSec_Tunnel 0
61.218.67.120/29 wan 100
172.17.100.0/24 dmz 100
192.168.1.0/24 lan 100
0.0.0.0/0 wan 61.218.67.121 100

In the "Flags” field of the routing tables, the following letters are used:
O: Learned via OSPF  X: Route is Disabled
M: Route is Monitored A: Published via Proxy ARF

D: Dynamic (from e.g. IPsec, L2ZTP/PPTP servers, etc)




Firewall command line

DFL-260:/> ikesnoop

Tke snooping is not active
DFL-260:/> ikesnoop -on -verbose

Ike snooping is active - verbose mode; snooping address *
DFL-260:/>

When PC1 connection VPN. Use same command in firewall. (ikesnoop —on —verbose) (ikesnoop -off)

Notification : DPD R-U-THERE-ACK

2011-08-10 09:37:07: IkeSnoop: Received IKE packet from 218.210.16.29:500
: Informational
v 1.0
: E (encryption)
1 0xd48162bclb55e46f -> 0x5a61d8726081a629
¢ Ox23e51cla
Packet length : 80 bytes
it payloads 2
Payloads:
HASH (Hash)
Payload data length : 16 bytes
N (Notification)
Payload data length : 28 bytes
Protocol ID : ISAKMP
Notification : DPD R-U-THERE

Use routes command

routes
Flags Network Gateway Local IP Metric

192.168.1.207 IPSec_Tunnel

61.218.67.120/29  wan
172.17.100.0/24 dmz
192.168.1.0/24 lan
0.0.0.0/0 wan 61.218.67.121

END



