How to set up PPTP ALG with DFL firewall
[Foreword]
PC1 establishes a PPTP tunnel to an external PC3 across the Internet. Because NAT IP rules, the tunnel
connection will appear to be coming from the external IP address on the firewall. This first connection will be
successful but when the second PC2 also tries to connect to the PC3 at the same endpoint IP address, the first

connection will be lost.

[Topology]
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@~ PC2 IDFL-260 DEL-2560
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[Setup DFL-2560]
1. Objects > Address Book > InterfaceAddresses

.- InterfaceAddresses

= ° An address folder can be used to group related address objects for better overview.

24 Google_DNS 8.8.8.8

25 } HiNet_DNS 168.95.1.1

26 i PPTP_Server_IP 192.168.2.1

27 PPTP_IP_Pool 192.168.2.2-192.168.2.10

2. Interfaces > PPTP/L2TP Servers

LQ PPTPIL2TP Servers

Add, remove and configure PPTP/L2TP (Point-tc-Point Tunneling Protocol / Layer 2 Tunneling Protocol) servers used for terminating PPTP/L2TP-based VPN tunnels.
d Add w 7 Advanced Settings

#wv Name Tunnel protocol  Inner IP address = Outer interface  IP pool Outer server IP  Comments
(& pPpTP_Server PPTP 4 pPTP_Server 1P 1od want J PPTP_IP_Pool & wani_ip

3. User Authentication > Local User Database

@ A local user ins user ts used for
General Users
JAddw
Name ¥ Groups IP Pool Networks Comments

& diink



4. User Authentication > User Authentication Rules

[Genera ] Logsetiings | Authentication Options | Accounting | AgentOptions | Restrictions |

Q General

'Name:

Authentication agent:

Authentication Source: |Local

Interface: PPTP_Server k v
Originator IP: all-nets v @ For XAuth and PPP, this is the tunnel criginator IP.
Terminator IP: vanl_ip Lv

| ~ General T‘Log Settings ~ Accounting i Agent Options } Restrictions |

RADIUS Method: |Unencrypted password (PAP) :J
|i.oml UserDB: | PPTP E I

5. Rules > IP Rules

g PPTP Rule

1 $ ven-in [ Alow  (Beetpserver 2 allnets L4 fant 2 lantnet O all_servi
2 ! VPN-Out mAIlow L lan1 g laninet lﬂ PPTP_Server Q all-nets Ball_service#

[Setup DFL-260]
1. Objects > ALG with AV/WCF

END



