How to set up PPTP Hub-and-Spoke network topology

Server “A” 192.168.1.10
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Server “C” 192.168.3.10
[Note]

VPN IPSec
connection
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The VPN pptp client can access the
servers in A (HQ) but they need to
reach servers in B and C too.

4 VPN pptp to HQ
\

There is an IPSec Hub-and-Spoke
configuration Between the three
points.

192.168.2.0/24

DFL-2xx Firewall
Branch office B

We are not talking about both sides IPSec set up or HQ PPTP set up. Its normal set up. This KM is taught about

IP rules and routing set up. If you want to understand about IPsec or PPTP set up. Please kindly check the

other KM in D-Track.

This KM is show how is HQ PPTP traffic to Office C, the HQ PPTP traffic to B was same set up. HQ PPTP traffic

set up to B is not show in this KM.
[HQ DFL Setup]

1. Rules > IP Rules The index 5(NAT) rule must be a last rules.

#w Name - Action SrcIf -
1 $§ HQ To_C_In Allow ) HQ_To_C
2 $§ HQ To_c out ﬂ]Allow 1.4 lan
o
3 § prTe_In i3 Atlow (& PPTP_Server
4 $§ PpTP_OUL mAllow SERET
5 $§ optp-nat ¥Y NAT j PPTP_Server
6 $ ping_fw m Allow .4 lan
7 -} lan_to_wan
2. Routing > Routing Tables > main
# - Type Interface © Network - Gateway
1 _I" Route L wan 2 wannet
2 I Route L wan 2 all-nets 2 wan_gw
3 | Route L. dmz < dmznet
4 I Route L lan 2 lannet
5 _I" Route 7 HQ To_c ' 192.168.3.0/24
6 I” Route , HQ _To_B : 192.168.2.0/24
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Src Net Dest If
< 192.168.3.0/24 | 1 lan
lannet v_'!‘ HQ To_C
all-nets L. lan
all-nets j PPTP_Server
all-nets -_'5' HQ To_C
lannet L3 core

Local IP address = Metric
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Dest Net Service

= lannet o all_services
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192.168.3.0/24 - all_services

lannet ‘o all_services
all-nets -] all_services
192.168.3.0/24 "o all_services
lan_ip © ping-inbound

Monitor this route = Comments

No

No

No

No

No

No

Direct route
for network
wannet over
interface
wan...

Default route
over interface
wan.

Direct route
for network
dmznet over
interface
dmz...

Direct route
for network
lannet over
interface lan...
Direct route
for network
192.168.3.0/24
over inter...
Direct route
for network
192.168.2.0/24
over inter...



When you set up B & C sides, we suggestion it can create some of interface group to finish your IP rules in
HQ this firewall.

[Office C DFL Setup]

1. Rules > IP Rules

# - Name Action SrcIf - Src Net Dest If Dest Net Service

1 § C_To_HQ in Allow -_'!‘ IPoh_To_HQ < 192.168.1.0/24 1.4 lan < lannet o all_services
2 $§ c To HQ out Allow 1.4 lan = lannet 7)) 1Poh_To_HQ < 192.168.1.0/24 g} all_services
3 3 ping_fw m Allow L lan 2 lannet 1.i| core < lan_ip ‘o ping-inbound
4 8 lan_to_wan

Office B firewall was set up same thing.
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