How to set up PPTP Server make remote user traffic to go through the internet
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1. Create some of objects

Address Book > InterfaceAddresses
.- InterfaceAddresses

= An address folder can be used to group related address objects for better overview.

‘_] Add » 4 Edit this object

# - Name Address User Auth Groups Comments

1 = wan_ip 61.218.67.126 IPAddress of interface wan

2 < wannet 255.255.255.248 The network on interface wan
3 J wan_gw 61.218.67.121 z;;ault gateway for interface
4 g M e 0.0.0.0 b

: J wan 2 e e

6 4 lan_ip 192.168.1.1 IPAddress of interface lan

7 < lannet 192.168.1.0/24 The network on interface lan
8 4 dmz_ip 172.17.100.254 IPAddress of interface dmz

9 < dmznet 172.17.100.0/24 The network on interface dmz
10 '~ PPTP_Server_IP 10.10.10.100

11 - PPTP_POOL 10.10.10.110-10.10.10.120

12 4 Google_DNS 8.8.8.8

13 < HiNet_DNS 168.95.1.1

Create PPTP Server

Interfaces > PPTP/L2TP Servers

General

& PPTP1

A PPTP/L2TP server interface terminates PPP (Point to Point Protocol) tunnels set up over existing IP networks.

PPP Parameters Add Route
#/ General

Name: PPTP1

Inner IP Address: PPTP_Server_IP v

Tunnel Protocol: PPTP v

Outer Interface Filter: van v

Server IP: van_ip v




PPP Parameters

& PPTP1
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General PPP Parameters | VAdd Route

IPPool: PPTP_POOL v

Primary Secondary
DNS: Google_DNS v HiNet_DNS v
NBNS/WINS: (None) v (None) v

3. Create Local User Database (PPTP_Users)
Users > Add

PPTP Users

A local user database contains user accounts used for authentication purposes.
General Users
uAddv
IName - Groups IP Pool Networks Comments

& diink

g diink
User credentisls may be used in User Authentication Rules, which in tum are used in e.g. PP, IPsec XAuth, Web Authentication, stc

General ~ SSH PublicKey

:i] General
Name: ldlink ]
Password: asesasee Note! Existing passwords will always be shown with 8 characters to hide the actual length.
Confirm Password: sssscsee
Groups: [

o Comma separsted list of groups
Users that are members of the "sdministrators’ group are allowed to change the firewsll configuration.

Users that are members of the "auditors’ group are only allowed to view the firewsll configuration.

[ Add administrators ] [ Add auditors

:i] Per-user PPTP/L2TP IP Configuration

Static Client IP Address: | (None) v
Networks behind user: | (None)

Metric for networks:

4. Create User Authentication Rule
User Authentication > User Authentication Rule

General

PPTP

The User Authentication Ruleset specifies from where users are allowed to authenticate to the system, and how.

Log Sefings = Authentication Options | Accounting = AgentOptions | Restrictions

:i] General

Name: ';Dpr

Authentication agent: |PPP

Authentication Source: |Local

Interface: PPTP1 v
Criginator IP: all-nets v 0 For XAuth and PPP, this is the tunnel criginator IP.

Terminator IP: van_ip v




Authentication Options

General Log Settings I’_‘ Authentication Options t Accounting ~'AgentOptions .~ Restrictions

Local User DB: [PPTP_Users 7[

5. Create IP Rules

L] Add » _”) Edit this object ' 5
Notice: NAT Action must set up the lowed rules.

# v e _ ction S L e S L rk { 4 = 1M (1o K 5 -l

]1 $ vPN_Incoming mAlIow [’PPTPI 2 all-nets 1.4 lan \J lannet aall_servi es
2 $§ vPN_outgoing mAHow 124 lan C; all-nets ‘SPPTPI 2 all-nets “all_servic
3 § eerenat  FinaT (@ peTei 3 all-nets 1 wan 2 all-nets D all_services

VPN_Incoming
General

General Log Settings I NAT | SAT | MuItijexSAT |

Q General

Name: |VPN_Incoming

ﬂJ

i Bl

Action: iA"CWl
Service: ‘L all_services

Schedule: [(None)

ﬂ Address Filter

Specify source interface and source network, her with destination interf: and destination network. All have to match for the rule to match.
Interface Network
Source: ‘ PPTP1 1 " all-nets v l
Destination: 1'3" vi ilannet V‘

VPN_Outgoing
General

General Log Settings =~ NAT =~ SAT | WMultiplex SAT |

Q General
Name: vaN_Outgoing ] :
Action: i?‘"ow—‘l
Service: { ;I'i:ﬁ’:i
Schedule: !Wq

%7 Address Filter

Specify source interface and source network, together with ination interf: and destination network. All p have to match for the rule to match.
Interface Network
B oo ‘lan v} !‘all-nets V]

Destination: ‘PF’TPl v iall-nets V‘




PPTP_NAT

General

General Log Settings NAT

SAT = Multiplex SAT

Q General
Neme:  PPTR_NAT |
Action: &‘AT v-‘
Service: | ;Il;sewices v<‘
Schedule: | (None) 7\."}

% Address Filter

Specify source interfsce and source network,

Interface
Source: PPTP1 v ‘
Destination: | V@n v \

her with ination interf: and destination network. All have to match for the rule to match.
Network

[all-nets |

lall-nets ;‘

® Those are step is show how to set up PPPOE in Win7 system.

.

()@v‘¥ <« All Control Panel Items » Network and Sharing Center v I +5 H Search Control Panel
Control Panel Home . . . . g @
View your basic network information and set up connections
Change adapter settings &‘j 3 2 § 2 : Q See full map
-
Ch dvanced shari
i 07615PCWINT Network 8 Internet
(This computer)
View your active networks Connect or disconnect
Network 8 Access type: Internet
Public network Connections: § Lan2
Change your networking settings
i. Set up a new connection or network
= Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.
's. Connect to a network
~ Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.
% Choose homegroup and sharing options
See also Access files and printers located on other network computers, or change sharing settings.
HomeGroup @ Troubleshoot problems
Internet Options Diagnose and repair network problems, or get troubleshooting information.
Windows Firewall
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m&# Up a Connection or Netwoi
! - i
Choose a connection option
|
Connect to the Internet
' Set up a wireless, broadband, or dial-up connection to the Internet.
U Set up a new network
<« Configure a new router or access point.
Connect to a workplace
Set up a dial-up or VPN connection to your workplace,
/4 Set up a dial-up connection
Connect to the Internet using a dial-up connection. (]
|
| (et ] [ concel ] |
(S — - 4

How do you want to connect?

= Use my Internet connection (VPN)
Connect using a virtual private network (VPN) connection through the Internet.

.

= Dial directly
Connect directly to a phone number without going through the Internet.

A Jo |
21 |
What is a VPN connection?
\
—_—— = ———— ]

; Conneq:_gg a Workplace

Type the Internet address to connect to

Your network administrator can give you this address.

| Internet address: i 61.218.67.126
' Destination name: VPN Connection
Use a smart card

@ Allow other people to use this connection
' This option allows anyone with access to this computer to use this connection.

[¥] Don't connect now; just set it up so I can connect later

([ Net ][ Concel |
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@ lup Connect to a Workplace

Type your user name and password

User name: dlink

Password:

Show characters
V| Remember this password
Domain (optional): I
| Create | ‘ Cancel

Test:

When you connect PPPOE, it cans use route print to check the route table.

ﬁ C\Windows\system32\cmd.ex:

ICz\>ipconfig

Windows IP Configuration

Wireless LAN adapter 22227272:

Connection-specific DNS Suffix
Link-local IPu6 Addres

IPu4 Address. . -

Subnet Mask . S

Default Gateway .

Tunnel adapter Teredo Tunneling Pseudo-—

Connection—specific DNS Suffix
IPub Addre e
Link-local 1Pu6 Address

Default Gateway . s

Tunnel adapter isatap.D-Link_HQ_LAB:

Media State .
Connection—specific DN§ Suffix

C:\>ipconfig

Windows IP Configuration

PPP adapter UPN

Connection ecific DNS Suffix
IPu4 Address. . . . . . . . . .
Subnet Mask . 5
Default Gateway .

Wireless LAN adapter ?2227272:

Connection

Link-local IPu6 Addres
I1Pu4 Address. - -
Subnet Mask . 5
Default Gateway .

Tunnel adapter Teredo Tunneling Pseudo-—

Connection
IPub Addre
Link-local 1Pué Address
Default Gateway .

ecific DNS Suffix

Tunnel adapter isatap.D-Link _HQ_LAB:

Media State

Connection-spec DNS Suffix

D-Link_HQ_LAB
fe8@::fBel:4e71:9d50:2ffd#10

192.168.11.155
255.255.255.8

: 192.168.11.254

Interface:

Media disconnected
D-Link_HQ_LAB

10.10.18.112
255.255.255.255
5]

_HQ_LAB
@::fBel:4e?71:9d50:2ffd~10
192.168.11.155
255.255.255.08
192.168.11.254

Interface:
4137:9e76:2ce?:3938:£5f5:£58f
feB80::2ce?:3938:£5f5:£58fx14

Media disconnected

i
: D-Link_HQ_LAB

00 00 00 00 00 00 00
26...00 @9 90 98 0@ BB 90
1...00 00 60 00 00 00 00

1Pu4 Route Table

Active Routes
Network Destination
9.0.0.0

9.0.0.
16.16.16.112
61.218.67.126
127.4.4.4
127.8.08.1

127 255 255.255
168.11.8

92 168 11.155
192.168.11.255
224.0.0.9
224.8.8.0
224.0.0.8
255.255.255.255
255.255.255.255
255.255.255.255

255. 255
255.255.

255.255.
255.255.

25!
255.255.
255.255.

255.255.

UPN 10...00 1d eB@ 18 89 59 ...

Software Loopback Interface 1
Teredo Tunneling Pseudo-Interface
eB@ Microsoft ISATAP Adapter #3
e@ Micr ft ISATAP Adapter #4

Netmask way
0.9.8.8  192.168. 11 254
.0.8. On lin
255.255 —-link
255. 192. 168 11 -254
5.¥.¥.4

255.
255.255

Interface
68.11.155

192, 168%
6.10.10:
27.8.8

8.8
255. 7
255. k 192.168.11.
255. i 10.10.18.112

Metric
4250

26




