How do I set up Port forwarding on my firewall?

Step 1: Click Objects = Address book = Services = Add TCP/UDP service.
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Step 2: Choose your service name, port type, port source and port destination.

@T{:P:UDP service

# ) General

g a A TCPR/UDP Service is a definition of an TCP or UDP protocol with specific parameters.

Mame: Battlefieldx M—— name your sernvice
Type: [Tep/upe + #—— choose tcp, udp or both if you want to
use multiple
: ports
Source: |o-55535 -+ chooze source port
Destination: [ #—— choose destination port

I_lﬂ_ Enter port numbers and/or port ranges separated by commas. For example: 137-139,445 I

D Pass returned from ICMP eror messages from destination

|:| S%M flood protection (SN Relay)

Step 3: Save you configuration

Document created by Darius Calitz (D-Link Africa)



D-Link

Building Networks for People

wAHome @ & Configuration> | Toole= | 7 Status= @ % M
[ Save and Activats

== I Discard Changes o 0
(DOFL800 | .. Services
g u Wiew Changes
[H-| 4 System
E|"'5___i Objects : Services are pre-del
(-4 Address Book
ﬁ Al
..... a Seryvices
----- iy Schedules LJ Add -
..... R;; Authentication Objects @ TCRIUDF service
FEE I VT Qg B ICMP service |
El-|§ Rules _ :
e ﬁ.ﬂ IP protocol service
El- § P Rulkes ! _ i
_§ lan_to_wan1 "'é Sl n s :
..... Bl Access 'a all_tcpudp 1

Step 4: Now you need to add your Server’s IP address in the address book. Click
Address book = add = IP addresses. Here you set up your IP and your server

name.
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ut Configuration» [ Tools~ 7§ Status~ ™ Maintenance «
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i l Usz an IP4 Address itemn to define 8 name for a spec
t

BF2142auth_server

IF Address: | 192,168.1.111 #—— add senvers IP, o

4] Comments

Save and activate.
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Step 6: Now you create your IP rules and connect those opened ports to the
server. Click on Rules = add - IP Rules.
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wAHome | o Configuration -
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o

g IF Rules are used -

(3 Add ~

E |IF Rule Folder

Enter your server name, Action = allow,

And you service is the ports you opened earlier (in this case battlefield).

g An IP rule specifies what action to perform on network traffic that matches the specified filter oiteris.

name rule
choose toallow

choose created service in drop-down menu
ICMP
Group
TCP

uoP

! Configuration= | Tools» = #§ Status~ & Maintenance «
orvo00 § IPRule
i RS
B[4 System General | Log Settings | NAT |"SAT | SAT Server Load Balancing
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Address & 512
L'_ W sl ter
g spars & sll_teoudp
“'_'}T} % all_udp
¥. battlefield
[d bootpc
Interface: ié bootps

Interface source 2 any
Interface destination = core

Network source = all-nets

Network destination = BF2142auth_server (your server)
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%) Address Filter
Specify source interface and source network, together with destination interfa

"
-
Destination
Interfacs: “
Metwork: IBF214Zauth_server
& | Comments

Save and Activate and you’re done.
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