How to set up Spillover feature with DFL firewall
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[DFL-860E Setup]

1. Interfaces > Interface Groups

% Interface Groups
Use interface groups to bine several rf for simplified policy management.
‘_J Add w
# Name Members
1 .1 WANS wanl, wan2

T

2. Rules > IP Rules

Setting all services (Because all service in could web and ftp)

8 lan_to_wan1
= An IP Rule Folder can be used to group IP Rules into logical groups for better overview and simplified management.

d Add w 4| Edit this object

# Name Action Source interface Source k

1 § allow_standard ﬂ] NAT L lan 2 Jannet .1 WANS

3. Routing Tables > Main

L
)
|

ftp.cs.pu.edu.tw

Comments

5_1 Right-click on a row for additional options.

interface Destination network Service

% all-nets &> all_services

'\5_1 Right-click on a row for additional options.

»

There two WAN ports on the firewall. It must change routing metric make load balancing trigger.

1-2 wani

An Ethernet interf; P a logical endpoint for Ethernet traffic.

General Hardware Settings Advanced

#/ Automatic Route Creation

Automatically add commonly used routes related to this interface
[¥] Automatically sdd a route for this interface using the given network.

[¥] Automstically add a default route for this interface using the given default gateway.

Route metric: |90 Specifies the metric for the auto-created route.



'D Add w ‘_,s Edit this object

1 " Route wani '3 waninet 90
2 _.r' Route L4 want Q‘ all-nets Q wanl_gw 90 No over interface
' wanl.
3 I Route wan2 7 wanznet 100 No :
4 " Route L4 wan2 g all-nets g wan2_gw 100 No over interface
wan2.
Direct route for
dﬂ'lZn.
Direct route for,
network lannet
6 I Route 4 lan 2 lannet 100 No e,
lan...
(1] Right-click on a row for additional options.
7P o | »

4. Routing > Route Load Balancing > Instances

1 & main

Spillover

(4] Right-click on a row for sdditionsl options.

| »

1 @ wan1 55

10kbps.

10kbps.

(4] Right-click on a row for sdditionsl options.

| »




[Test]
1. Check the test download URL IP.

wiresharkdownloads.riverbed.com 69.4.231.52

ftp.cs.pu.edu.tw 140.128.9.18

> wiresharkdownloads.riverbed.con
Server: google—public—-dns—a.google.com
Address: 8.8.8.8

Non—authoritative answer:
Name = wiresharkdownloads.riverbed.con
Address: 69.4.231.52

> ftp.cs.pu.edu.tw
google—public—dns—a.google.com

Non—authoritative answer:
Name = ftp.cs.pu.edu.tw
Address: 140.128.9.18

DFL-860E: /> connections -show -verbose -num=100
Destination

TCP_OPEN TCP an:192.168.10.5:56117 wanl:66.35.62.166:80
...term: :61.218.67.126:14455 wanl:66.35.62.166:80
FIN RCVD TCP :192.168.10.5:56146 wan2:32.60.13.244:80
...term: 1an:218.210.16.29:47607 wan2:32.60.13.244:80

CP_OPEN TCP :192.168.10.5:56133 wan2:69.4. .52: 262100

...term: :218.210.16.29:35553 wan2:69.4. D2 16

TCP_OPEN TCP :192.168.10.5:56134 wan2:69.4. 2% 262144
...term: 1an:218.210.16.29:65202 wan2:69.4. 523 262144

TCP_OPEN TCP an:192.168.10.5:56128 wanl:140.128.9.18: 262084
...term: 1an:61.218.67.126:62181 wanl:140.128.9.18: 0

TCP_OPEN TCP :192.168.10.5:56129 wanl:140.128.9.18: 262144
...term: 1lan:61.218.67.126:8558 wanl:140.128.9.18: 262144

END



ftp://ftp.cs.pu.edu.tw/

