How to set up WCF web authentication with FreeRADIUS application on the Windows system
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FreeRADIUS application Information:
Website: http://freeradius.net/index.html
Share secret: 123456789

Test Group: webauthedgroup

Test account: test // 1111 and test2 // 1111

When we install FreeRADIUS we must to setup RADIUS configuration.
In the default install we can find out all of configurations are saving here.
C:\FreeRADIUS.net\etc\raddb

We need to setup those of file dictionary, users.conf, clients.conf and create a new file dictionary.dlink.

Copy dictionary file and rename to dictionary.dlink

[FreeRADIUS setup]
dictionary

SINCLUDE ../share/freeradius/dictionary
SINCLUDE dictionary.dlink

test Cleartext-Password :="1111"
D-Link-User-Group = "webauthedgroup"
test2 Cleartext-Password :="1111"
D-Link-User-Group = "webauthedgroup"

client 192.168.10.1 {
secret =123456789
shortname = private-network-1

VENDOR D-Link 5089
ATTRIBUTE D-Link-User-Group 1 string D-Link


http://freeradius.net/index.html

[DFL-860E] Firmware Version: 2.27.03.25
1. System > Remote Management
Change remote HTTP and HTTPS port.

WebUl HTTP port: |8030 l Specifies the HTTP port for the web user interface.

WebUI HTTPS port: |4433 ’ Specifies the HTTP(S) port for the web user interface.

2. Objects > Address Book
Create a new object for authentication LAN net.

1 NI 192.168.10.0/24 webauthedgroup

3. Objects > ALG
Create a new ALG for our HTTP service.

1 o http-alg HTTP ALG

 General | Filelntegrity = Web ContentFiltering ~ Anti-Vius | URL Filter

Q General

Mode: | Enabled v

Q Categories

Web content categories to blodk

Allowed Blocked
Adult content e
Advertising

Business oriented

Chatrooms

Clubs and Societies E
Computing/IT

Crime/Terrorism
Dating sites

Drugs/Alcohol

E-Banking

Educational ¥

Q Options

Non-Msnaged Action: | Block e Action to take for content that hasn't been classified.

Allow Overide

Allow Reclassification

[ ox ][ cancet |

4. Objects > Services
Set up service object “http-all” and select our HTTP ALG.

1 @ http-all TCP 80,443 http-alg - WCF:Enabled HTTP and HTTPS

5. Rules > IP Rules
Create a special rule for WEB authentication

mam B > aII | dps‘-an

1 $ dns mNAT 4 lan Q lannet

2 $ auth-allow m NAT [.dlan L\ 154 want g all-nets % http-all

3 g no-auth-sat “1saT  Lidlan g lannet Ll wan1 g_ all-nets aall_serv’
4 ’ no-auth-sat-allow mAIIow L lan g lannet L want g all-nets aall_servi es

Index 1 & 3 is a necessary rule for WEB authentication and index 2 rule priorities must high than SAT rule.



no-auth-sat

An IP rule specifies what action to perform on network traffic that matches the specified filter ariteria.

General Log Settings | NAT ' SAT = MultiplexSAT & SLBSAT = SLB Monitors

i] General

Translate the
¢ Source IP

@ Destination IP

New IP Address: | lan_ip

New Port: N‘me Address olied on TCP/UDP services with port set to either a single port number or a port range without gaps
] Aloonsr = dmz_ip 172.17.100.254
% bnip ‘ 192.168.10.1
~ wan1_dns1 0.0.0.0
> wan1_dns2 0.0.0.0
| OK ] [ Cancel ]
= wani_ip 1111
) wan2_ip 192.168.120.254

6. User Authentication > External User Databases

#w Name IPAddress Port RetryTimeout Comments
1 &) freedius ~ 192.168.10.100 1812 2
i] General

Name: freedius

|P Address: 192.168.10.100 v

Port: 1812

Retry Timeout: |2 seconds

Shared Secret: |eeeessee Note! Existing secret will always be shown with 8 characters to hide the actual length.

Confirm Secret: eessssee

Share Secret must setup same as RADIUS setting. (clients.conf)
7. User Authentication > User Authentication Rules

free-radius-auth-rule

The User Authentication Ruleset specifies from where users are allowed to authenticate to the system, and how.

General ~ LogSettings | Authentication Options =~ Accounting = AgentOptions = Restrictions
i] General

Name: free-radius-auth-rule

Authentication agent: HTTP v

Authentication Source: RADIUS v

Interface: lan v

Originator IP: all-nets v 0 For XAuth and PPP, this is the tunnel criginator IP.
v

Terminator IP:

Q Comments

Comments:

[ OK ] [ Cancel ]




General | LogSemngs ’ AuthenticationOptions "'Accounting -'AgentOptions ' Restrictions |

#J General
Select one or more authentication servers. Also select the authentication method, which is used for enorypting the user password.
RADIUS servers
Avsilable I 4
freedius
{ Move up ][ Move dovn ]
LDAP servers
[ ” Move dovmn
RADIUS Method: ‘ Unencrypted passviord (PAP)  + l
Local User DB: ‘fl.’onq; v‘

[ ok ][ cancel |

9.6 free-radius-auth-rule

General | LogSettings | Authentication Options = Accounting AgentOptions = Restrictions

Q General

Select one or more accounting servers. Also select the istics for the i d user that should be sent to the accounting server.

Accounting servers

Avsilable

[ Move up ][ Move dovn ]

#7 User Statistics

Bytes Received

Packets Sent Packets Received

Ensble ing of the ber of ds the session lasted.

Support Interim Acocounting

Server controlled value

Interim Value: (gdbﬁ secongs  The interval in seconds which the unit should send interim accounting events. Note that this value should not be less than 800

[ OK ] [ Cancel ]




[Test]
PC1 & PC2 login on WEB authentication.

Listing of all suthenticated ussrs.

ﬂg User Authentication Status

# J User Authentication Status

Username IP Address Interface Session Timeout Idle Timeout Logged in as Forcibly Log Out
tastz 192.168.10.50 lan 29m webauthedgroup P4
test 192.168.10.10 lan 28m webauthedgroup P4

File Edit View Go (Capture Analyze Statistics Telephonz Tools Internals Help

Buodee PEXEE A¢PDTL Qe @®Dm% 8

Filter: radius B Expression... Clear Apply
No. Time Source Destination Protocol Length Info
33 6.890479 192.168.10.1 192.168.10.100 RADIUS 104 Access-Request(l) (id=101, 1=62)
37 6.944279 84 Access-Accept(2) (id=101,
369 52.121083 192.168.10.1 192.168.10.100 RADIUS 105 Access-Request(l) (id=167, 1=63)
370 52.136605 192.168.10.100 192.168.10.1 RADIUS 84 Access-Accept(2) (id=167, 1=42)

Frame 37: 84 bytes on wire (672 bits), 84 bytes captured (672 bits)
Ethernet II, Src: Vmware_ee:4f:ce (00:0c:29:ee:4f:ce), Dst: D-Link_96:81:72 (5c:d9:98:96:81:72)
Internet Protocol Version 4, Src: 192.168.10.100 (192.168.10.100), Dst: 192.168.10.1 (192.168.10.1)
User Datagram Protocol, Src Port: radius (1812), Dst Port: 51526 (51526)
Radius Protocol

Code: Access-Accept (2)

Packet identifier: 0x65 (101)

Length: 42

Authenticator: d1bf49307f1a31f307828bb5f947b85¢c

[This is a response to a reguest in frame 33

[Time from request: 0.053800000 seconds]
= Attribute value Pairs
= AVP: 1=22 t=Vendor-specific(26) v=Clavister(5089)

= VSA: 1=16 t=Clavister-user-Group(l): webauthedgroup

Clavister-user-Group: webauthedgroup

®

nE®
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0000 5c d9 98 96 81 72 00 Oc 29 ee 4f ce 08 00 45 00 \....r.. ).o...E.
0010 00 46 00 3c 00 00 80 11 a4 b5 cO a8 Oa 64 cO a8 RETSRRRE s
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AnEn 73 &F 75 7n o

(| File: "C:\Users\Windows7\Desktop\RADIUS.... | Packets: 391 Displayed: 4 Marked: 0 Load time: 0:00.520 Profile: Default

m© = Ha

2011/12/20

END



