How to set up WCF with allow SSH web page
[Foreword]

1) ALG with WCF is not direct support SSH port in firewall object.
(www.hotmail.com is Redirection to https site)
[Topology]

DFL-260
‘ 61.218.67.126/29

ﬂ.ZlB.G?.lZ?
Issue:
F - 1) Managers can access any web.
192.168.1.0/24 2) Teachers are son’tle (()g:‘ blOCkﬁdtht'| . . ¢ while list
GW: 192.168.1.254 www.yahoo.com.tw & www.hotmail.com have to access at while list.

3) Students are blocked a lot of web content.

Teachers
[Setting]
1. Setting WAN IP on wan port interface.
#w Name IP address Network Default Gateway Enable DHCP Client = Comments
1 153 van = van ip 2 vannet 2 van_gw No
2 153 dmz ]

Address: 61.218.67.126 | Address: 61.218.67.120/29  Address: 61.218.67.121

I3 lan

2. Create Students and Teachers WCF Objects
Objects > ALG with AV/WCF
EO http-Teachers-wcf

Use an HTTP Application Layer Gateway to filter HTTP traffic.

General File Integrity V Web Content Filtering { AnfLVirus URI; Fitter

2/ General

Name: >http-Teachers-wcf |

EQ http-Students-wcf

Use an HTTP Application Layer Gateway to filter HTTP traffic.

- - - D Strip ActiveX objects {including Flash)
,, File Integrity | Web Content Fitering | Anti-Virus | URL Fiter
D Strip Java applets

#J Active Content Handling

#/ General [F] Stie JavascriptVEScript

r ] Block Cooki
| Name: http-Students-wcf [ SUdES

QJ Active Content Handling General File Integrity Web Content Fitering |~ Anti-Virus URL Filter

@ Strip ActiveX objects (including Flash)

#) General

Mode: Enabled v

@ Strip Java applets
g] Strip Javascript/VBScript

E,] Block Cookies

#) Categories

General | File Integrity '[ Web Content Fitering |° Anti-Virus | URL Fiter Meb content cakgoreadn bluck
Allowed Blocked
£ Advertising - Adult content
i] General Business oriented = Dating sites
Chatrooms = ‘ Games sites
Mode: Enabled v Clubs and Societies L3 : Spam
Computing/IT 22
Crime/Terrerism <<
¢ Drugs/Alcohol -
2/ Categories E-Banking
Educational g
Web content categones to block Entertai
Allowed Blocked 1

>

Educational Adult content

| General | File Integrity L Web Content Fitering | Anti-Virus URL Filter
Search sites Advertising =

Business oriented Q Add o
[ == ] Chatrooms
Clubs and Societies
Crime/Terrorism M o
Dating sites ;ﬂ Whitelist

Drugs/Alcohol Fly Whitelist
E-Banking e

| m

*.yahoo.com/*

*.hotmail.com*



http://www.hotmail.com/

3. Create Students and Teachers Services Objects

Objects > Services

34 @ http-Students-wef Tce

| 95 a http-Teachers-wcf TCP

http-Students-vaf -
WCF:Enabled
http-Teachers-wcf -
WCF:Enabled

General

#J General

T S
Name: lhttp»Teachers-wcf
Type: |Tcp v

Gl

Source: [0-65535

Destination: 80 |

ommmw«mm : by For : 127-139,445

Pass returned ICMP error messages from destination

[7] SYN flood protection (SYN Relay)

&) Application Layer Gateway

of i can be

An (ALG)

for this service.

how many ions that are i using this service.

General

Q General

Name: ' http-Students-wcf

port ranges separated by commas. For example: 137-139,445

Pass returned ICMP error messages from destination

M SYN flood protection {SYN Relay)

#] Application Layer Gateway

An g Gatewsy (ALG). i ©an be specil

' http-Students-wcf

for this service.

how many jons that are itted using this service.




4. Create each of monitor group permission in authentication DB.
User Authentication > Local User Databases

 General ' Users

Ay

s managers managers Password:managers
s students students Password:students
8 teachers teachers Password:teachers

ntials may be used

‘General ~ SSH PublicKey |

2J General Notice: Groups this part have manual setting by your self.
Name: teachers W

Password: E} Note! Existing passwords will always be shown with 8 characters to hide the actual length.
Confirm Password: ..—]

Groups: teachers

Name: students

Password: essscece Note! Existing passwords will alway's be shown with 8 characters to hide the actual length.
ot e
“Groups: students

‘Name: . managers
Password: Note! Existing pasewords will shiays be Shown with & characters to hide the actual length.

Confirm Password: eseccene

T Zacage

5. Create InterfaceAddresses include user permission.

Objects > Address Book > InterfaceAddresses

QAddy (4] Edit this object

M (anNet_Managers 192.168.1.0/24
&} Lanlet_Teachers 192.168.1.0/24
12 M Lannet_Students 192.168.1.0/24

|
l



6. Create an authentication rule for authentication DB.
User Authentication > Local User Databases > User Authentication Rules

48 User Authentication Rules

1 B Auth_Rule

[[General | Log Settings |~ Authentication Options |~ Accounting | Agent Options | Restrictions

#J] General

Name: W
Authentication agent. [HTTP v
Authentication Source: [Local v
.

Originator IP: [Iannet

Terminator |F: TNon=) :J

_ General | LogSeftings | Authentication Options |/~ Accounting | Agent Options | Restrictions

RADIUS Method: |Unencrypted password (PAR) v|

|Loca|UsefDB: WCF_AuthDB ~ |

2118118

<

@) For Xauth and PPP, this is the tunnel originator IP.

7. Create IP Rules
One of rule for teacher’s https policy. This IP rule must high than other WCF rules.

fawv (4} Edit this object

I_rz ‘ https-nat MT EZ-'I lan ‘ LanNet_'f‘eacHers mwan G all-nets 6Vhttps ]I

LR LA oA T— "

D asdy 4] Edit this object

1 $ Dns-naT m NAT Edian G lannet Edvan G all-nets a dns-all

2 ! https-nat m NAT Eilan ! LanNet_Teachers 153 van Q all-nets a https

3 ! http2fw m Allow L lan E lannet core G lan_ip Q http-all

4 '8 NAT_Managers JI¥ NAT "EfEn ‘B LanNet_Managers 58 van "2 ali-nets 0 http-all

% § NAT-Teachers m NAT Edlan q LanNet_Teachers L van G all-nets a http-Teachers-vicf
& NAT-Students NAT i 1an LanNet Students 133 van all-nets http-Students-vcf]
!;'—*W; T 1 a7 3 lannet : 3 van 5 al |-nets \© http-al

8 $ Allow m Allow £ lan g lannet i van G all-nets 3 http-all

9 ’ Ping m Allow L3 1an G lannet 3 any G all-nets a ping-outbound

END



