How to set up a PPtP server on your DFL-210

Firstly you will need to upgrade your Firewall’s firmware before you continue with
the setup. Firmware can be downloaded here - ftp://ftp.dlinktech.co.za

Log into your firewall.

To log in, open your browser and type the IP address of the firewall in the address
bar and press “Enter”.

File Edit Miew Fawvorites  Tools  Help

Qe - O 11 2 |

Address

&) hitpff192.168.1.1f

This will take you to the Login screen. Use “admin” as username and “admin” as
password.

Authentication Required

Flease enteryour username and pasanord.

Username: |a-:|n'|in |

F asamard: |u-|-u- |

Optimized for Internet Explorer & (and ater), Firefox and
Metscape 8

Now you are logged into your firewall.

Upgrading the firmware.

Click on Maintenance and then upgrade.
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|_§' Fules
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Razet
" Upgrade
-%. Technical Support

Click on the Browse button (1) to browse to the firmware you downloaded and
saved on your computer, select it and click on Upload firmware (2).

= System Status

% Upgrade

@ Upgrade unit’s firmware

;' To upgrade the unit's firmware, dovwnlead the firmware upgrade from the D-Link =
firmware to the unit. The unit will automatically be restated to activate the new

Maote that thiz operation will take a while to complete. Do not clide amawhere while the upl

| |G| 1

You have now upgraded your firmware.

Now you have factory reset your firewall by clicking Maintenance and Reset.

7..% Update Center
I;UIE' License

ok Bad
[Q Rezat I 1
o] Upgrade

f'.? Technical Support

TESTATO TS TG

Choose the 1*' option under Reset to factory defaults and click reset to factory
defaults.
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# ] Reset to Factory Defaults

Thiz will restare components to factory defaul
begin with the setup wizard. [t will not accept

i+ Resgre the configuration to factony default.
i Restaretheartite—unittofast Fp=defaylt=. Thisir

leeResettaFactory Dafanles. ) | 3

Log into your firewall again and then run the setup wizard and click next till you
get to the WAN interface settings. Choose Wan in the drop-down menu and then
next.

# / WAN interface settings

| AN interface settings

Select the interface that is connected to the ISP

Interface wan A
Hame Comments
[ ] wan
L dmz

Choose the PPPoE option and click next

FFPFoE - account detailz needed

FPF ower Ethernet connection. Used in many DSL and cable modem netwardes. After providing
account details, eventhing is autom atic.

Fill in you username and password as per your ISP.
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# | PPPOE settings

FFPFoE settings

FPF ower Ethernet connections are used in many DSL a
everything is automatic.

Uzemame usarname@telkom.co.z

F asamord P

Confirm pasanard P

Service Telkom

Click on activate when done.

ancal.) (s Pravious | [Lasuate.)

You are done with your Internet connection setup.

Now we need to set up your DDNS account. Click System = Misc. clients - Add
and choose DynDnsClientDyndnsOrg. (Note that this firewall will not accept an
account from no-ip.com)

. 1 ’9 Misc. Clients
E‘r g System 1

‘Tj Date and Time f:’g Miscellaneous netwo
- ~@@ons .

----- "‘5 Remote Management

‘E_t}- Log and Event Receivers 3

. [-{f8,DHCP i =

a3 f,?_"‘ CynbnsClientDyndnsOrg
_ S DynDnsClientDynsCs:
,_+—_| 3 oﬁjems et DynbnsClientCjbMet

- ;‘ Rulgs L:' LoginClientTelia
|'§'j"'_;_:;|FItEFfECES _t; AT TE T ot
B2 Routing . st LeginClientBigFond
EI'"_iIDF‘."IPS :‘;, CynbnsClientP eanutHull

Fill in your hostname, username and password for you DDNS account and click
OK.
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# J Dyndns.org DynDNS Client

DHEMame:

Username: test

F asaward: LTI
Confirm Passmord: “""|

test.dynalias.net

Canfigure the parameters used to connect to the dyndns.org DynDNS senvice.

aq: test.dyndns.org

Click on Objects = Address Book to see if your DNS’s was discovered by your

PPPOE client.
4, Address Book

| b=l

e i

] Add -

Name * Address =
B all-nets 0.0.0.0/0
._-__-_" InterfaceAddresses

4 wanl_ dns1 0.0.0.0 %
= owani_dns2 0.0.0.0

+  The Address Book contains symbolic names for varicus types of addresses, including IP networds and Ethernet MAC addresses.

User Auth Groups = Comments *

All possible networks

This folder contains addresses for interfaces

Primary DNS server received from PPPoE client wani.

Secondary DNS server received from PPPoE client wani.

To set up your DNS settings click on System and DNS and choose wan_dns1 for
your Primary server and wan_dns2 for your secondary server.

Qe 2

) Remate Management
-ﬁ'}-Lng and Event Receivers

L B [ R Pl ]

Primary Senver: wan_dns=1
Secondany Senrer wan_dns2
Teriary Senrer: [Mone)

Now we need to set up a rule to allow remote users to ping the WAN side of the
firewall. Click on Rules = IP Rules > Add - IP Rule.
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a R L g IP Rules ara

I ] 1
5 § [P ) 2
i - _# lan_to_wan
- # lan_to_dmz Ij 3
# dmz_to_lan # |IF Fule Falder
w @ dmz_to_wan — 4

1 ! mina fu

Enter the following settings exactly as in picture below and click on OK.

General 'Lu:ug Settingz " NAT [ SAT

% | General

g An P rule specifies what action to peform on nebwod traffic th,

Mame: ping-wan
Auction: Allaw
Sanrice: all_icmp

Schedule: (Mone)

# J Address Filter

-;' = Specify source inteface and source nebuod, together with dest

T

Source Destination
Interface: any g core b
Nt ti: all-nets ~ wan_ip w W
Now we need to create a PPtP server IP address. To do this click 2 Objects 2>
Address Book = InterfaceAddresses = Add = IP address.

S
EI Okfjects | __'J.I An address folder o
4 Address Book U4
;-----_El_:Irﬂerface.ﬂ.ddresses I 1

E’# AL

----- ' Services Jadd-| 2

m_--:a Schedules o IPS group

A muthertication Objects [ @ P addess | 3

¢ B VPN Objects # Ethernet address group

g Fules J.fﬂ IE:':\.E rlr;et address
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Enter settings exactly as in picture below. (Note that PPtP-server-IP needs to be
different than the IP address of the firewall which is 192.168.1.1.)

Hame: pptp-server-ipaddress

IF Addresst |y a2160,1.2 «=—different IP

Now we need to set up an IP address range - this is the IP addresses that will be
allocated to each authenticated remote user.

v g
H o Ol:!jects | 1| An addressfolderc
i Bl Address Book o
_f{.lnterface.&ddresses ] 1

- fllp ALG

-\ Services yadd-| 2

i H:E Schedules 2 IPS group |

A suthentication Ohjects [ B IF address 3 |
i 5 VPN Objects 14, Ethemet address group
El £ Rules J...;. Ethernet address

P Tam m

Enter settings exactly as in picture below. (Note that PPtP-server-IP range also
needs to be different than the IP range of the network behind the firewall which
is192.168.1.x)

Mame: pptp-ip-range

IP Address: |l 992 162,2,3-192,168,2,99
different IP range

The InterfaceAddresses page should look something like this now.

A add -
Mame * Address w

= dmz_ip 172.17.100.254

= drmznet 172.17.100.0/24

= lan_ip 192.168.1.1

= lannet 192.168.1.0/24

'1 pptp-ip-range 192,168, 2,.3-192,168, 2,99
= pptp-server-ipaddress 192.1658.1.2

2 wan_ip 192.168.110,254

= wannet 192.168.110,0/24
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Now we need to create a Local database for PPtP authentication. Click User
authentication = Local User databases = Add = Local user database.

I+ Houting

-1 @ [P { PS 3 |
g User Suthertication | 1 | (B CocarUzeratabaze || 4
- B[ fLocal User Databases | 2 oy

e ]

Name the Local User Database “pptp-server”.

& | General

a A local user database contains user accou

Name: pptp-served

Let’s create some users on the pptp-server database. Click User authentication 2>
Local User databases = pptp server 2 Add = User. Fill in the desired username
and password. Repeat this step if more than one user are needed.

# ] General

i i User credentials may be used in User Auther

Usermame: Lzer 1
P asamord:

Canfirm P assward: PR

Groups:

To create the PPTP tunnel click Interfaces = PPTP/L2TP Servers = Add =
PPTP/L2TP Server.

i - L

| m 1
Lyl Ethernet
 -RvLAN
- IPeec
----- {® prpoE 2 Add~
----LEF‘F‘TPJLETP Servers | | || PPTPA2TP Senver (|3
----- “® PPTPIL2TP Clients Ll i
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Enter settings under “General” exactly as in picture below.

General © PPP Parameters | Add Route

%/ General

ﬁ APPTRILZTP server interface terminates FPP (Poind

Hame: pptp-tunnel

Inner IF Address: pptp-server-ipaddre w
Tunnel Protogal: PRPTE W
Outer Interface Filter any W
Senver |P: wan_ip W

Under “PPP Parameters” select “use authentication rules” and in the “IP Pool”
drop-down menu choose “pptp-ip-range”
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“zeneral | FPP Parameters | Add Route

# ] General !

ﬁ Specify if User Authentication Rules are to be used, and the eno
| clients.

[[E Use User Authentication Rules r 2

# | Microsoft Point-to-Point Encryption (MPPE)

# Mone

il RC<4a0 bit
wl FRC356 bit
¥ RO 128 bit

& J IP Pool
IP Faal: pptp-ii:--range w 3
Frimany Secondany
DHE: (Mone) b (Mone) b
HBNS: (Mone) b (Mone) b

Now we need to create User Authentication rules for the PPtP tunnel. Click User
Authentication = User Authentication Rules = Add = UserAuthRule.

LT I I

E-|gkUser Authertication | 7
Ei Local Uzer Databazes
i [53 Adminllzers
G PPTPServer
ﬂ External User Detakases ] Add~
:----E‘Llser Althentication Rules 1' | USE’A”“"R£| _3
[#].l o Teaffir Manomamant ' Ee

Enter settings under “General”, “Log Settings” and “Authentication Options”
exactly as in pictures below.
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{.&u’then’tica’[mn Optu:unsi

[Gererar} Loy Settings | uthertication Options |
.,;}‘_}- General re authentication senrers.
m The User Authentication Ruleset specifies fra
Auailable
Name: pptp-auth
Agent: PRP e
General 'ILDQ ‘Seﬁlngs]
Authentication Source: Lacal e
/ Generdl
Interface: pptp-tunnel W E-j 5
Originater IP: all-nets v Eﬁ, Szlect if loggim
Unencrypted passwis
Terminator IF: wan_ip " rrm— . B
[ Enable lagging PPTPServer -

Now we will create IP Rules for the PPTP tunnel. Click on Rules = IP Rules = Add
- IP Rule.

a o IP Rules ara
18 1 5
- § ) 2

i # lan_to_wan

_# lan_to_dmz Ij S

# dmz_to_lan # [F Rule Folder
E-----_;dmz_tu:u_wan — 4

1 B

III

Enter settings under “general” and “Log settings” exactly as in the picture below.
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IGenerall' Log Settings [ MAT |" SAT |

4] General

g An P rule specifies what action to peform on nebuork

Hame: pptp-allow
Action: Allow
Senvice: all_zervices

SehedUle: | J(Mone) > ~General I Log Settings I"ﬁ.ﬂ«T

4 Address Filter

&) General
- _I-:'j = Specify source interface and source nebuod, together
bt m Select if logging shoule
Source Destinatian e
[t ana: T o o &8l Enable logging
Metio i PPtp-ip-range ~ lannet Log with severity:  |Default

Now you “save and activate”.

wAHome | ge Configuration~ [ Tools« %} Status = & Maintenance =

E_}} DFL-210

] E Liscard Changes

S DFL-210 |[
Ly Zystem

Wiew Changes ‘
I

Now your firewall is set up with a PPtP server to allow remote users onto your

network.
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