How to set up two IPsec tunnel failover with DFL model
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[HQ-DFL-1660 Setup]

1. Objects > Authentications Objects > Add
Add two of Pre-Shared Keys. Both side keys must set up the same shared secret.

V Authentication Objects

Add, remove and modify Pre-Shared Keys and Certificates.

‘_J Add »

#w Name Type Type Comments
\& HTTPSAdminCert Certificate Local

2 _;' keyl Pre-Shared Key ASCII

3 A¥) key2 Pre-Shared Key ASCII

( u Right-click on a row for additional options.

2. Interfaces > Ethernet
Disable WAN1 and WAN2 automatic route.

172 wani

An Ethernet interf; a logicsl point for Ethernet traffic.

General Hardware Settings Advanced

#/ Automatic Route Creation

Automatically add commeonly used routes relsted to this interface

Automatically add s route for this interface using the given network.

Automatically add a default route for this interface using the given default gatewsay.

An Ethernet interf; a logicsl point for Ethernet traffic.

General Hardware Settings Advanced

#/ Automatic Route Creation

Automatically add commeonly used routes relsted to this interface
Automstilly add a route for this interface using the given network.

Automatically add a default route for this interface using the given default gateway.

3. Interfaces > IPsec

Make two of IPsec tunnel for different key and remote endpoint.



1 : ) ipsect anl

192.168.10.0/24 g 3.3.3.3 PSK

2 4) ipsec2 3 laninet 2 192.168.10.0/24 2 4.4.4.4 PSK

(] Right-click on a row for additional options.

XAuth  Routing = IKE Seftings | Keep-alive :»'Advanced

General ~ Authentication

Q General

Name: lipsect |
Local Network: laninet v
Remote Network: 192.168.10.0/24
Remote Endpoint: Im
e’
IKE Config Mode Pool: [@

Q Algorithms

IKE Algorithms: [Medium v
IKE Lifetime: 28800 e

Encapsulation mode: lTunnel

IPsec Algorithms: lMEdiU"“ v
|Psec Lifetime: [3600 ‘ secsnds

IPsec Lifetime: o kilobytes

|

General | Authentication | XAuth '~ Routing * IKE Seftings =~ Keep-alive = Advanced |

Q Routing

Allow DHCP over IPsec from single-host clients

¥ ipsec? this tunnel set up the same setting.

Dynamically add route to the remote network when s tunnel is established

General | Authenticaion = XAuth = Routing = IKESefings = Keep-alive ~ Advanced |

Q Keep-alive

|Psec keep-alives make sure that an IPsec tunnel stays established at all times by continuously sending ICMP pings through the tunnel and re-establishing it if necessary. Note that this will only work
on LAN to LAN tunnels, i.e. where the remote gateway is a single IP address.

® Disabled

b ¥ ipsec? this tunnel set up the same setting.

o M Iy I
Keep-alive source IP: [lfr-lons) vi
Keep-alive destination IP: l (None) l[

~General | Authentication | XAuth | Routing E"IKESettings | Keep-alive ' Advanced

Q Automatic Route Creation

Automatically add route for remote network.
| [ Add route for remote network | 3¢ ipsec? this tunnel set up the same setting.

Route metric: 1 S0 ’




~ .
J
£ ipsec2
An IPsec tunnel item is used to define IPsec endpoint and will appear as a logical interface in the system.

| General Authentication XAuth Routing IKE Settings Keep-alive Advanced

2/ General
Name: ipsec2
Local Network: laninet v
Remote Network: 192.168.10.0/24 v
Remote Endpoint: 4.4.4.4 v
Encapsulstion mode: Tunnel v
IKE Config Mode Pool: | (None) v

2/ Algorithms

IKE Algorithms: Medium v
IKE Lifetime: 28800 seconds
IPsec Algorithms: Medium v
IPsec Lifetime: 3600 seconds
IPsec Lifetime: (o] kilobytes

4. Interfaces > Interfaces Groups

Setup interfaces groups for IP rules.

Lj Interface Groups

of: groups to ine several interf: for simplified policy management.
‘_J Add »
#w Name Members Comments
1 %1 ipsecs ipseci, ipsec2
2 L wans wanl, wan2

(4] Right-click on a row for additional options.

5. Routing > Routing Tables > Main
J" main
| The system has a predefined main routing table. Alternate routing tables can be defined by the user.

d Add 4+ Edit this object

#w Type Interface Network Gateway Local IP address = Metric Monitor this route = Comments
1 _I" Route 1. wanl < wanlnet 100 No

2 _I" Route L. wanl 2 all-nets 3 wanl_gw S0

3 I Route L. wan2 - wan2net 100 No

4 I Route {54 wan2 4 all-nets 2 2.2.2.254 100 No

5 _I" Route 24 want - 3.3.3.3 2 1.1.1.254 90 No

6 [* Route [, wan2 J 4.4.4.4 J 2.2.2.254 100 No

7 [ Route 7 ipsect < 192.168.10.0/24 50

3 I Route ipsec2 Z 192.168.10.0/24 100 No

We have some of very important parts on routing rules setup.

1. Only monitor two of routing rules. (Index 2 & 7)

2. Index 5 & 6 must setup remote endpoint and local interface gateway.
3. The monitor set up only need to use interface link status.
4

Index 2 & 5 & 7 metric must law than the partner rules.




1 % ipsecs
2 $ ven-out Y Allow 124 lan1 = laninet % ipsecs 2 192.168.10.0/24 \g} all_services
3 3 allow_standard “ NAT L lan1 g laninet % wans Q all-nets a all_services
4 ’ allow_ping-outbound “ NAT L lant Q laninet E wans G all-nets a all_icmp
5 3 ping_fw mAllow 1. lan1 g laninet .3 core g lani_ip a ping-inbound
@ Right-click on a row for additional options.
[BR-DFL-2560 Setup]

~General | ProxyARP ' Monitor

Q Monitor for Route Failover

Monitored Hosts

|

The

health of a route may be menitored for route failover purposes.

#7 Method
| Monitor Interface Link Status |
Meonitor Gatewsay using ARP
D Use Manual ARP Lookup Interval
Rules > IP Rules

DAdd'

Allow

3 -In

2 192.168.10.0/24 |4 lan1

g laninet

arvices

1. Objects > Authentications Objects > Add

2.

Add two of Pre-Shared Keys. Both side keys must set up the same shared secret.

{2 HTTPSAdminCert

@ key1
& key2

Certificate
Pre-Shared Key
Pre-Shared Key

Local
ASCII
ASCII

@ Right-click on a row for additionsl options.

Interfaces > Ethernet
Disable WAN1 and WAN2 automatic route.

>

wan1

General | Hardware Settings = Advanced

Q Automatic Route Creation

Autol

matically add commonly used routes related to this interface
IAutomastically add a route for this interface using the given network.

Automaticslly add a default route for this interface using the given default gateway.




General } Hardware Settings ' Advanced

Q Automatic Route Creation

A i add used routes related to this interface
Automatically add s route for this interface using the given network.

|Automaticslly sdd s default route for this interface using the given default gateway.

3. Interfaces > IPsec

Make two of IPsec tunnel for different key and remote endpoint.

1 :’5 ipsect 3 laninet 2 192.168.100.0/24 < 1.1.1.1 PSK
2 ) ipsec2 3 laninet 2 192.168.100.0/24 2 2.2.2.2 PSK

(n Right-click on a row for additional options.

. ‘General ~ Authentication } XAuth = Routing IKE Settings f Keep-alive ~ Advanced |

Q General
-
Local Network: laninet ]9
Remote Network: 192.168.100.0/24  +
Remote Endpoint: 1.1.1.1 ‘!
Encapsulation mede: | Tunnel v
IKE Config Mode Pool: | (None) Lv
Q Algorithms
IKE Algorithms: {Medium \9‘

IKE Lifetime: 28800 sernnds

IPsec Algorithms: Medium v
IPsec Lifetime: 3600 seconds
IPsec Lifetime: E— kilobytes

,LA General l Authentication } XAuth " Routing IKE Settings ~ Keep-alive | Advanced

Q Routing

Allow DHCP over IPsec from single-host clients
Dynamically add route to the remote network when a tunnel is established X ipse(:2 thls tunne' set up the same Se'[ting.




~General | Authentication } XAuth ~ Routing ‘ IKE Settings = Keep-alive ~ Advanced ]

Q Keep-alive

|Psec keep-alives make sure that an IPsec tunnel stays established at all times by continuously sending ICMP pings through the tunnel and re-establishing it if necessary. Note that this will only work
on LAN to LAN tunnels, i.e. where the remote gateway is a single IP address.

® Disabled
3 ipsec2 this tunnel set up the same setting.
O M: 1l 1P
Keep-alive source IP: [{!-Jone) vl
Keep-alive destination IP: [(Nonej ;l

~General | Authentication | XAuth ~ Routng ~ IKESeftings = Keep-alive ' Advanced

Q Automatic Route Creation

Automatically add route for remote network.
| [F] Add route for remote networc | 3i¢ ipsec? this tunnel set up the same setting.

Route metric: 1 S0 ’

1}

General ~ Authentication !  XAuth " Routing ‘ IKE Settings 'y" Keep-alive ;r-Advanced

Q General

Name: ipsec2 |
Local Network: laninet v

Remote Network: 192.168.100.0/24 s
2.2.2.2

b

Encapsulstion mode: | Tunnel \v_l

e ot e

Q Algorithms

IKE Algorithms: ( Medium v/

IKE Lifetime: 28800 secnnds

s o
IPsec Lifetime: l360() seconds
IPsec Lifetime: r0 kilobytes

Interfaces > Interfaces Groups

Setup interfaces groups for IP rules.

5% ipsecs ipseci, ipsec2

5% wans wan1, wan2

(4] Right-click on a row for additional options.




5. Routing > Routing Tables > Main

JJ" main

The system has a predefined main routing table. Alternate routing tables can be defined by the user..

[JAddw () Edit this object

2w Type Interface = Network - Gateway = Local IP address = Metric Monitor this route = Comments
1 " Route L wan1 < waninet 100 No
2 _I" Route L wan1 2 all-nets 2 wanl_gw
3 [ Route Ll wan2 < wanz2net 100 No
4 "Route [ wan2 <4 all-nets < 4.4.4.254 100 No
5 FRoute  [.dwant 3 1.1 = 3.3.3.254 No
6 [“Route  [.dwan2 23 2.2.2.2 2 4.4.4.254 100 No
7 MRoute  7ipsect  'J 192.168.100.0/24
3 " Route v.'!' ipsec2 - 192.168.100.0/24 100 No
We have some of very important parts on routing rules setup.
1. Only monitor two of routing rules. (Index 2 & 7)
2. Index 5 & 6 must setup remote endpoint and local interface gateway.
3. The monitor set up only need to use interface link status.
4. Index 2 & 5 & 7 metric must law than the partner rules.
General Proxy ARP Monitor Monitored Hosts
2;7 Monitor for Route Failover
The health of a route may be monitored for route failover purposes.
#/ Method
| Monitor Interface Link Status
D Monitor Gatewsy using ARP
Use Manusl ARP Lookup Interval
Interval: milliseconds
6. Rules > IP Rules
§ IPRules
IP rules are used to filter IP-based network traffic. In addition, they provide means for as well as Server Load Balancing.
(JAdw
#w Name Action SrcIf Src Net Dest If Dest Net Service
i ’ VPN-in m Allow };_:, ipsec-group < 192.168.100.0/24 |- lani = laninet ‘a all_services
2 ’ VPN-out mAIIow Ldlan1 2 laninet % ipsec-group 2 192.168.100.0/24 Q all_services
3 g allow_standard ,‘i‘ NAT Lilan1 4 laninet A7y wans J all-nets ‘o all_services
4 ‘ allow_ping-outbound m NAT L4 lan1 2 laninet 7y wans 2 all-nets o all_icmp
5 $§ pina_fw m Allow i lant 2 laninet 1.4 core = lani_ip ‘Q ping-inbound
6 $ lani_to_wani

4] Right-click on a row for additional options.

END




