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NetDefend Firewall series DFL-260/860

Scenario: How to configure User Authentication for
multiple groups

Last update: 2008-04-29

Overview

In this document, the notation Objects->Address book means that in the tree on the left
side of the screen Objects first should be clicked (expanded) and then Address Book.

Most of the examples in this document are adapted for the DFL-860. The same settings
can easily be used for all other models in the series. The only difference is the names of
the interfaces. Since the DFL-1600 and DFL-2500 has more than one lan interface, the lan
interfaces are named lanl, lan2 and lan3 not just lan.

The screenshots in this document is from firmware version 2.20.03. If you are using an
earlier version of the firmware, the screenshots may not be identical to what you see on
your browser.

To prevent existing settings to interfere with the settings in these guides, reset the
firewall to factory defaults before starting.
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This scenario demonstrates how the firewall can control user name access to curtain services.
Example;
A School needs three user groups containing Students, Teachers and staff.

The requirements are that every user can login to the same PC, but each group has different access
rights.

E.G. Teachers can access youtube, students can not access youtube
Step 1: The port used for the web user interface has to be changed, since web user authentication
will use port 80.

Go to System -> Remote Management.
Click Modify advanced settings.

Click Modify advanced settings.

febl| Before Rules: |\7 Enable HTTPR{S) traffic to the firewall regardless of configur
Validation Timeout: 30| seconds Time to wait for an admin to login before reverting config
WebUl HTTP Port: 81

WebUl HTTPS Port: 444

HTTPS Cerificate:  AdminCert W

General:

WebUI HTTP Port: 81
WebUI HTTPS Port: 444

Click Ok.
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Step 2: Addresses

Go to Objects -> Address book -> InterfaceAddresses

Add a new |P address object:

W Home e Configuration - .'T' Tools =

| DFL-880

.g System

=[] Objects

E--iﬁg.&ddress Biook [ addw
j----i__é'{Interfau:e.&ddresses | Address folder

----FQALG wiith S WCF L% Ethernet address
""" ‘ﬂSEWiCES },ﬂ Ethernet address group
""" :_* IP Pools g IF address
----- g MAT Poals
----- i Schedules Skl Ll

2 group1

"’) Uze an IP4 Address item to define a name for a specific IP4 host, netwok or range

General - User Authentication ﬂ
&/ General 1
Hame: groupl
IF Address: |92 165.1.0/24 e.g: "172.16.50.8", "192.168.7.0/24" and "172.16.25.10-
172 16 26 50"
4] Comments 51
Comments:
[ 14 ] [ Cancel
Name: groupl
IP Address: 192.168.1.0/24
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Click on User Authentication Tab and enter in gp1 to the white box
— group1

Use an IP4 Address item to define a name for a specific IP4 host, nebuork or range.

General Uszer Authentication

# ] General

B

Groups and user names that belong to this netwod object. Objects that filter on wredentials can only be used as
o zource nets and destination nets in the Rules szetion.

Comma-separated list of user names and groups:

apl

I:‘ No defined credentials

@‘1 Cheding this box specifies that this netwod object requires user authentication, but that it has no eredentials (user

names or groups) defined. This means that the networ object only requires that a user is authenticated, but ignores any
kind of group membership.

o] 4 ][ Cancel ]

Click Ok.

Do the same three times or how ever many groups you need.
The IP you enter will be the same for each IP Address

.- Address Book

=77 The Address Book contains symbolic names for various types of addresses, including IP netwods and Ethernat MAC
addresses.
() Add
Hame ¥ Address ¥ User Auth Groups + Comments ¥
= all-nets 0.0.0.0/0 All possible networks
= groupl 192.168.1,0/24 gpl
2 group2 192.168.1.0/24 ap2
= group3 192.168.1.0/24 ap3
¢ InterfaceAddresses
Lﬂ Right-click on a row for futher options.
-
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Step 3: User Databases
Go to User Authentication -> Local User Databases.

Add a new Local User Database

"U‘ Horne h-;. ':':'rlﬁl;IUT'-Eltil:lrl - I'—ih‘ Tools - "3 Status - L Maintenance =
— a Local User Databases
e DFL-860 B~ I
B+ g System
[y Addw
"'i St | a Laocal User D atabase ‘
'%"! . Marme =
: '_;%RUUT"'IQ AdrminUsars
"'._' Sdlic for-uzer-auth

=g User Authertication
E---aLacal User Databases

----- aAdminUsers

L afar-user-auth
- |8 External User Databases

------ Ei Accounting Servers

e Uszer Authertication Rules

for-user-auth
A local uzer databaze containg user accounts used for authentication purposes,

4] General [ ]

Name:

far-user-auth

&) Comments 1

Comments:

[ Ok _][ Cancel ]

General:
Name: for-user-auth.

Click Ok.
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In the new folder, add a new User.

for-user-auth

A local user database contains

Add» 41 Editthis object

User

Marme =

userl

Groups ™

User cradentials may be used in User Authentication Rules, which in turn are uzed in e.9. PPP, IPsec XAuth, Web
Authentication, ete

General S5H Public Key

# | General L]
Username: userl
Prasamaord: Lrrrrrr
Confirm Pasanard: SRR
Broups: apl

@1 Comma separated list of groups

Usears that are members of the 'administrators’ group are allowed to change the firewall configuration.

Uzers that are members of the 'auditors group are anly alloveed to view the firewall configuration.

[ Add administrators ] [ Add auditors ]

# | Per-user PPTPL2TP IP Configuration L]
Static Client IP Address: {Mone) I
Mebwods behind user: (Mona) -

Metric for netwote:

& | Comments

L]

Comments:

General:

Ok ][ Cancel ]

Username: userl
Password: Enter a Password and confirm it.

Group: gpl

Click Ok.
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Keep adding each user into the database and the group that they will be a member of.

for-user-auth

A local user database contains user accounts used for authentication purposes.

Lj Add - ‘_...5 Edit this abject

Marme = Groups ™ IP Pool = Metwarks = Comments ¥

L userl gpl
user? gp2
users gp3

@l Right-click on a row for further options.

If you have five users that you want in the same group add the five users, each one will have a
different username but the group name will be the same.

Or if you want you can have one username and this username can be used by several people (See in
User rules how to allow the same login name several time).
Step 4: User Rules

Go to User Authentication -> User Authentication Rules.

Add a new User Authentication Rule

W Home & Configuration» [T Tools» 7§ Status » % Maintenance »

: User Authentication Rules
tw DFL-860 The User Authentication Ruleset specifies fram
| gy System
Ij Add -
|m Uszer Authentication Rule |
# ™ HMame ™ Authentica
D i 1 w uzer-suthen-rule HTTRP
| g IDP FIPS
=g User Authertication
F;l---aLu:ucal Uzer Databazes
: ----- &AdminUsers
{ - afur-user-auth
----- aEx‘ternal Uzer Databaszes
E‘g.&ccuunting Servers
" User Authentication Rules
| = Traffic Management
| g ZoneDefense
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user-authen-rule

The User Authentication Ruleset specifies from where users are allowed to authenticate to the system, and how,

General Log Settings Authentication Cptions Accounting HTTP(=) Agent Options PPP Agert Cptions Restrictions

# ) General L
Hame: user-authen-rule
Agent: HTTP w
Authentication Source: Local w
Interface: lan w
Originator IP: all-nets w

(ll Far XAuth and PPP, this is the tunnel originator IP
Terminator IP: w

#] Comments ]

Comments:

General:

Name: user-authen-rule
Agent: HTTP
Authentication Source: Local
Interface: Lan

Originator IP: all-nets

user-authen-rule

The User Authentication Ruleset specifies from where users are allowed to authenticate to the system, and how,

General Log Settings Authenticetion Cptions Accourting HTTP(=) Agent Options FPP Agert Cptions Restrictions

i/ General Ej

Selectif logging should be enabled and what severity to use.
Enable logging

Log with severity: Default w

Log Setting:

Enable Logging
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user-authen-rule

The Uszar Authentication Ruleset specifies from where uzers are allowed to authenticate to the system, and how

Gereral | LogSettings | Authertication Options -~ Accounting | HTTR(S) Agert Options | PPP Agent Options | Restrictions

% General B

Select one or more authentication servers. Also salect the authentication method, which iz uzed for encrypting the user pazaword.

Radius Servers)

Radiuz Method:

Lacal Uszer DB: for-user-auth w

Authentication Options:

Under the Local User DB select for-user-auth

user-authen-rule

The User Authentication Ruleset specifies from where users are allowed to authenticate to the system, and how.

General Log Settings Authentication Options: Accournting HTTP(=) Agent Options PPP &gent Cptions: Restrictions

# ] General Kj
Login Type: HTML forrm w
Realm String:

# ] Certificates ]
Host Ceificate: 3
Root Cerificate: w

HTTP(s) Agent Options:

Login Type: HTML form
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Qs user-authen-rule

The User Authentication Ruleset specifies fram where users are allowed to authenticate to the system, and haow.

Genetal Log Settings | © Authentication Cptions Accounting HTTP(=) Agert Options FPP Agent Options Restrictions

# ] Timeouts L
Idle Timeout: 20 seconds
Session Timeout 20 seconds

D Use timeouts received from the authentication server.

(I‘l Mote that if no timeouts are received, OR if this chedibhox is uncheded, the above settingz will be usad

%] Multiple Username Logins B

(5) Allows multiple logins per usemame
() Allow ane login perusemame, disallow the rest.
() Allow ane login perusemame,

replace existing user if idle for more than | | TS

Restrictions:
Idle and Session timeout can be left as default or changed to affect the user once they have logged in
Multiple Username Logins can be change to allow the same username from several PCs.

Click Ok.

Step 5: Rules
Go to Rules > IP Rules

Add IP Rule Folder

wh Home | wd Configuration - T Toals = S Maintenance -

g IP Rules

""" DFL-8&0 IF Rulez are uzed to filter IP-basad netwar trar

- g3 System

ﬂﬁ.ddv

; _§ IP Rule Faolder
E- § P Rules ;

_§ for-user-auth
| lan_to_wan1

$ IFRule Action =
1 _§ for-uzer-auth
2 ﬁ ping_fw I B

L4 Access i _# lan_to_wani
[l el Irterfares

Name it for-user-auth

L‘g for-user-auth

An IP Rule folder can be used to group IP Rules into logical groups for better iews and simplified man

#7 General L]

Name

for-uzer-auth

4] Comments L]

Comments:
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Click on for-user-auth to access this folder
Add IP Rule (Total of 6 rules needed)

4 for-user-auth

An IP Rule falder can be used to g

3 4dd w4l Editthis object
g IF Rule

f,“ﬂ dns-allows

An P rule specifies what action to perform on network traffic that matches the specified filter eriteria.

General Log Settings NAT SAT SATSLB Multiplex SAT

# ) General L]
hams dnz-sllow
Action: NAT -
Serice dns-sll v
Schedule: (Mene) 7
# ] Address Filter L]
Spesify source intarface and source nebwor, together with destination intarface and destination network. All p have to matoh for the rule to matoh
Source Destinatien
Interface: lan v wanl v
Netuor: all-nats w all-nets v
# ] Comments L]
Comments

General:

Name: dns-allow
Action: NAT
Service: dns-all

Source Interface: lan
Source Network: lannet

Destination Interface: wanl
Destination Network: all-nets

“ dns-allow
An P rule specifieswhat action to pefarm on network traffic that matches the specified filter criteria

General Log Settings MAT SAT SATSLB Multiplex SAT

# / General fj

Select if logging should be enabled and what severity to use.

Enable logging

Log with severity:  |Default v

Log Setting:

Enable Logging
Click Ok.
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Add another rule
groupi-fip-only

An P rule specifies what action to peform on nebuork traffic that matches the specified filter eriteria.

Genersl Log Settings NAT SAT SATSLB Multiplex AT

# /) General rj
Name: groupl-fip-only
Action MAT v
Senice ftp-outbound v
Schedule: (Mane) -
# /] Address Filter !3

Specify source interface and source netwonk, together with destination interface and destination network. All parameters have to mateh for the rule to match

Source Destination
Interface: lan v wani v
Netwate greupl v all-ners v
# ] Comments L]

Comments:

General:

Name: groupl-ftp-only (this will allow ftp access only for groupl)
Action: NAT
Service: ftp-outbound

Source Interface: lan
Source Network: groupl

Destination Interface: wanl
Destination Network: all-nets

group1-fip-only

An P rule specifieswhat action to peform on nebuork traffic that matches the specified filter eriteria.

Genersl Log Settings NAT SAT SATSLB Multiplex AT

# ) General 5]

Select if logging should be enabled and what severity to use.
Enable lagging

Log with sewerity: Default w

Log Setting:

Enable Logging

Click Ok.
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Add another rule
group2-http-only

An P rule specifies what action to perfarm on nebwom tratfic that matehes the specified filter criteria

General Log Seftings MAT SAT SATSLB Muttiplex SAT

& General L]
Name group2-http-only
Hction NaT 7
Service: http-all v
Schedule (Mane) o
%) Address Filter B
Specify source interface and source netuork, togetherwith destination interface and destination nebwork. Al have to mateh far the wle to match
Source Destination
Interface: lan v wanl v
Nebork group2 - all-nets -
#) Comments L]
Comments:

General:

Name: group2-http-only (this will allow http access only for group2)
Action: NAT
Service: http-all

Source Interface: lan
Source Network: group2

Destination Interface: wanl
Destination Network: all-nets

group2-http-only

#An IP rule specifies what action to perform on network traffic that matches the specified filter criteria.

Genersl Log Settings MAT SAT SAT 5LB Muttiplex SAT

#] General L]

Salact if logging should be enabled and what severity to use.
Enable logging
Log with sewerity: Drefault 3

Enable Logging

Click Ok.
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Add another rule
group3-mail-only

An P rule specifies what action to perform on nebaork traffic that matches the specified filter criteria

General Log Settings MAT SAT SATSLB Muttiplex SAT
' General Kj
Hame: greup3-mail-anly
Action HAT v
Serice: pop3 v
Sechadule: (Mene) v
#/ Address Filter 5

Specify source interface and source nebwod, together with destin ati interface and destination netuode All hawe to match for the rule to match

Source Destination
Interface: lan v wantl v
Netio: group3 v sll-nets v
# ] Comments L]

Comments:

General:

Name: group3-mail-only (this will allow email access only for group3)
Action: NAT
Service: pop3

Source Interface: lan
Source Network: group3

Destination Interface: wanl
Destination Network: all-nets

group3-mail-only

An P rule specifies what action to perform on network traffic that matches the specified filter criteria

General Log Settings NAT SAT SAT SLB Muttiplesx SAT

# ] General 5]

Select if logging should be enabled and what severity to use.

Enable logging

Log with sewerity: Default “

Log Setting:

Enable Logging

Click Ok.
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Add another rule
:J“_S force-to-auth

An P rule specifies what action to perform on network traffic that matches the specified filter criteria

General Log Settings MNAT SAT SAT LB Muttiples SAT

%) General ]
[ farce-ta-auth
Action: AT -
Senice http-all 7
Sehedule (Mone) -
# ] Address Filter ]
Spesify soutcs interface and sourse netwotk, together with destination interface and destination network, All ters have to mateh for the rle to mateh.
Source Destination
Interface: lan v wanl v
Nebuor all-nets - all-nets ~
# ] Comments L]
Comments

General:

Name: force-to-auth
Action: SAT
Service: http-all

Source Interface: lan
Source Network: all-nets

Destination Interface: wanl
Destination Network: all-nets

jJ_l) force-to-auth

An |P rule specifies what action to perform on netuonk traffic that matehes the specified filter eriteria.

Genetal Log Settings MAT SAT SAT SLE Multiplex SAT

#) General L]

Select if logging should be enabled and what severity to use
Enable logging

Log with severity:  |Defaule Z

Log Setting:

Enable Logging
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“;S force-to-auth

An IP rule specifies what action to perform on network traffic that matches the specified filter criteria

General Log Settings MAT SAT SATSLB Multiplex AT

# ) General L]
Translate the
() Source IF Address
(5) Destination IF Address
To:

Mew P Address: Jan_ip 3

New Port: =
e (L Thisvalue may only be zpplied on TCRAUDF services with port setto either a single port number o a port 1ange without

gaps
[ Alkte-One Mapping: rewrite all destination IPsto a single IP

SAT:

Select Destination IP Address and in New IP Address select lan-ip
Click Ok.

Add another rule

allow-force

An IP rule specifies what action to perform on network traffic that matches the specified filter eriteria.

General Log Settings NAT SAT SATSLB Multiplex SAT

# ) General L]
LBt allow-farce
Action: Allow B
Service hep-all v
Schedule (None) 2
# ) Address Filter L]
Specify source interface and source network, togetherwith destination inteface and destination netwotk. Al ters have to matoh for the rule to match
Source Destination
Inteface lan = wanl w
Netuors: sll-nets - all-nets -
#) Comments L]
Comments:

General:

Name: allow-force
Action: Allow
Service: http-all

Source Interface: lan
Source Network: all-nets

Destination Interface: wanl
Destination Network: all-nets

You can enable Logging on this rule as well.

Then click Ok.
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Once done you should see something like the below (They need to be in the same order as below).

# ¥ Mame ™ Source interface ™  Source network ¥  Destination interface ¥  Destination netwark ™  Service ¥

. ﬁ dns-allow Ed 1an D,: all-nets A wani D,: all-nets ‘;é dns-all

2 § groupl-ftp-only 3 lan Ljs groupl 13 wani 1;: all-nets (é ftp-outbound
= g groupZ-hitp-only 3 lan g groupZ 13 wani g all-nets a hitp-all

4 g group3-rnail-only  §1% 3 lan I;J group3 13 wani Q all-nets a pop3

5 s force-to-auth Ll eaT  Edlan g all-nets 13 wani g all-nets “# http-all

[ s allaw-force ﬁ Allow 14 lan lj, all-nets 3 wani ]rj; all-nets a hitp-all

If the rules are not in the same order right click on the name of the one that is out of order and then
you can select to move up or move down.

Step 5: Save Setting

Click Configuration then Save and Activate

=Y Configuration «
8 Save sngd Activats
a Discard Changes

d View Changes

Then click Ok once more the confirm to save the settings.

“‘a Save Configuration

? Ase you sure you want 1o save the configuration?

An sdministator needs 1o log in within 180 seconds to verify the new configuration. Dthessize the unit will aesume that you accidentally loded
yoursell oul, and 1ever (o |is previous configuration,
Click hare to adit the configuration werification timaout

ox 3
Wait around 15 seconds for the settings to be saved.
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Once saved, try to access a web site.

You should get an Authentication required page. Enter in one of the username / passwords then
click Submit, If the username you use has HTTP access the website should open.

To logout simple close the page.

Note: that if the user does not do anything for a period of time the login will time out (See step 4,
Restrictions to change the time out).

3 Authentication required - Microsoft Internet Explorer provided by D-Link Australia [:|E|E|
© File Edt Wew Favorites Tools Help  Links ':,'
: Address ’@ htkpe fens, smb.com. auf V| Go
Authentication required
Tlsermatne: | |
Password: | |
@ Done & Internst
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