How to setup DFL PPTP authentication with Windows Server 2008 LDAP
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Windows Server 2008 AD information
Domain: test.com
Group: boss, other,
Users: test in boss group and test2 in other group.
[DFL-860 Setup]
1. Objects > Address Book

# Name Address User Auth Groups Comments

1 ‘;’» InterfaceAddresses

2 4 all-nets 0.0.0.0/0 All possible networks

3 2 pptp-ip 10.10.10.1

4 3 pptp-pool 10.10.10.10-10.10.10.20

5 13 to-boss-server 192.168.10.111

6 2 to-ad 192.168.10.200

7 & pptp-auth-boss-group 10.10.10.10-10.10.10.20 boss

8 W} pptp-auth-other-group 10.10.10.10-10.10.10.20 other
2. Interfaces > PPTP/LTP Servers

# Name Tunnel protocol Inner IP address  Outer interface IP pool Outer server IP Comments

1 (& pptp-if PPTP 2 pptp-ip {13 vani & pptp-pool 2 vani_ip

2/ 1P Pool

|1PPool: pptp-pool v

3. User Authentication > External User Databases
IP Address: Windows Server 2008 IP
Name Attribute: SAMAccountName
Base Object: DC=test, DC=com <Setup your domain here>
Administrator Account: administrator@test.com <Setup your domain administrator account>
Password: Setup your domain administrator password
Password Attribute: Description
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# Database Settings

Base Object: | DC=test,DC=com ]

Meml\t:i dministrator: com ]

Password: Note! Existing passwords will always be shown with 8 characters to hide the actual length.
Confirm Password: ececcece -'
T

2] optional

Password Attribute: Description l
#J Comments

Comments:

OK

J [ cancel |

User Authentication > User Authentication Rules

1 g pptp-auth-rule PPP LD

pptp-if
General ~ LogSeftings | Authentication Options | Accounting | AgentOptions | Restrictions
#J General
Name: pptp-auth-rule
Authenfication agent: [PPP. w
ication Source: [LDAﬁ v
Interface: F;ptp-if v
Originator IF: [ﬁ-nets v @ For XAuth and PP, this is the tunnel originator IP.
Terminator |P: wanl_ip Wi
ﬁ Comments
Comments:
ok | [ cancel |
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5. Rules > IP Rules

2. g pptp-boss-in mAllow
3 § pptp-userin 'y Allow

[Windows Server 2008 Setup]
1. Create Boss and other group
&?_._,boss

13 pptp-if
9 pptp-if

q pptp-auth-boss-group [i lan
q pptp-auth-other-group [ lan

Security Group - Global

82 other Security Group - Global
General | Members | Member Of | Managed By |
B
Group name (pre-Windows 2000): |other
D .|. - I
E-mail: I
Group scope Group type
£ Domain local % Securty
& Giobal ¢ Distrbution
¢ Universal
Notes:
=|
=
ok | cancel | sl |
2. Setup user Description
MemberOf | Dialin |  Envionment |  Sessions
Remotecontrol | Teminal Services Profle | COMs |
General | Address | Accourt | Profie | Telephones | Organization

2 e

First name: est Initials:

Last name: |

Display name: llest

Description: |1111111

Office: I

Telephone number: |

E-mail: |

Web page: I

_ Oter. |

o]

Cancel I Apply

l Help I

This setup is use for user dial-in password.

In this picture we setup 1111111 i

This is user dial-in password.

n user description.

|2 to-boss-server aall_services

2 to-ad

(o all_services



3. Setup test in the Boss group and setup test2 in the other group.

Remote control | Teminal Services Profile l COM+
General | Address | Account | Profile | Telephones | Organization
MemberOf |  Diain |  Envionment |  Sessions

Member of:
Name | Active Directory Domain Services Folder |
Domain Users test.com/Users
other test.com/Users
Add... Remove
Primary group: Domain Users
There is no need to change Primary group unless
you have Macintosh clients or POSIX-compliant
applications.
ok | camed | ppy | Hep |

Please set the “Domain Users” in the Primary Group.

4. Use cmd and run administrator and type in gpupdate /force to update the group policy.

Administrator: Command Prompt
oft Windows [Uersion 6.8.60011
Copyright (c)> 2086 Microsoft Corporation. All rights reserved.

C:\Users\Administrator>gpupdate /force
Updating Policy...

User Policy update has completed successfully.
Computer Policy update has completed successfully.

C:\Users\Administrator>gpupdate /force
Updating Policy...

User Policy update has completed successfully.
Computer Policy update has completed successfully.

C:\Users\Administrator>

[Test Result]
1. When test accounts dial-in it only can access boss server. (192.168.10.111)
2. When test2 accounts dial-in it only can access AD server. (192.168.10.200)

END



