
How to setup DFL SIP function scenario 2 

Scenario 2 

Protecting proxy and local clients - Proxy on the same network as clients 

The SIP session is between a client on the local, protected side of the NetDefend Firewall and a client which is on the external, 

unprotected side. The SIP proxy is located on the local, protected side of the NetDefend Firewall and can handle registrations from 

both clients located on the same local network as well as clients on the external, unprotected side. Communication can take place 

across the public Internet or between clients on the local network. 

Scenario 2 

Protecting proxy and local clients - Proxy on the same network as clients 

In this scenario the goal is to protect the local clients as well as the SIP proxy. The proxy is located on the same, local network as the 

clients, with SIP signalling and media data flowing across two interfaces. This scenario is illustrated below. 

 

This scenario can be implemented in two ways: 

• Using NAT to hide the network topology. 

• Without NAT so the network topology is exposed. 

  



[Topology] 

 

[TekSIP Server Setup] The TekSIP server is the default setup. 



 
 



[DFL-860 Setup] 

1. Objects > ALG with AV/WCF – Default setup. 

 

2. Objects > Services 

 

3. Rules > IP Rules 

 

 

 

[Console command] 

We can use this command to confirm three of different type on the session call. 

1. When SIP account registered 

 

2. When session calling. 

 

  



3. When SIP account communicate. 

 

4. When session disconnection. 

 

We can use this command to confirm the already registration account and account source IP. 

       

In the scenario 2 only outside user information will be show in this command the inside LAN user will not 

show in. The LAN net user must use SIP server private IP to register. That’s why this command will not show 

the LAN net user register information in the console because only registration on the SIP Public IP will be 

record. 

[Test Result] 

1. PC1/PC2/PC3/IPhone4 register at the same time. 

2. The PC1/PC2/PC3 can call to IPhone4 and communicate is work fine and the IPhone4 can call back too. 

3. The PC1 call to PC2 and communicate is work fine. 

4. Outside in and inside out are works fine. 

 

END 


