How to setup L2TP/IPsec with RADIUS Server (Windows 2008)
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Introduction: The situation in my topology is when the VPN client try to build the tunnel
with the DFL, the DFL will authenticate the client by RADIUS server which is located in
it's LAN.

Step:
1. Setup L2TP’s server, pool, and RADIUS server in DFL’s Address Book.
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2. Setup IPsec’s pre-shared key in Authentication Object.



General

&) General

Name: | 1Psec-key

#) Shared Secret

@ Passphrase
Shared Secret. |ooao.-o.

Confirm Secrat: | sesssace

‘ Note! Existing secret will always be shown with 8 characters to hide the actual length.

|

3. Setup IPsec interface, with following information. NOTE: Local Network: wanl_ip
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4. Setup L2TP’s interface. NOTE: Outer interface filter: IPsec interface

Automatic Route Creation
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5. Group the interfaces, L2TP and lan, for ip rule.
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6. Setup ip rule.

(41 Right-click on a row for additional options.

General Log Settings | NAT | SAT | Multiplex SAT | SLBSAT | SLB Monitors

General
Name: | L2TP-lan |
Adion. | Allow o~
sovce: | all_tepudpicmp x.!]
Sehadule: \ (None) \‘_’1

) Address Filter

Intarface - Neatwork B
Source: | L2TP-lan |V_-5] ‘ all-nets VIJ
Dastination: |L2Tv-lan |v:] ‘all-ncn Lq]
# ) Comments

Specify source Interface and source network, together with destination Interface and destination network, All parameters have to match for the rule to match.

Comments:

7. Setting External Authentication for RADIUS




4 Prat Agorihnm
MTTH Banner Fies
= Lg Auses
= § P Ries
| ] oL vt wany
! Ghacress
RS

| | wmvan

HTTP Barver Fias
g teses
B § e
LN N _want
vas
15l ninrtaces
T r et
wraany
) Pwmc
ORe
FPRoE
PP Berenry
FRTRCITR Chonte
e D B ittt
W wincace Oroups
. eeanp
4} Lk Foanng
I R
= Usee Auttisee anon
B R Loxul Uner Catatines
@B Asrmernivers

b Frtamal Uner Ouwmarases

b

o (& 20
COgn otee v bt
Terminase & wanl _in

S

L e L S e

_ Genecw | tog Semnge
_gm

RACIZ senvwrs
Avatzace

Aratetrw

Gatect BrE O TROCE FUITRCIAON SETVRTE AT 3015 I1E SUMEARCItT TIAIhoS ATHCN 13 URSS for STicny PN M UEer s ewoed

>

Ut te | Moea down




W Psar AOIINNS
HTTR Sanner Fies
5L teses
= 8 P Russ #) Goneral
g e, fo_sman MO8 B 00D DCOVURING SEVEND AMO BAMCTTIE MEREDCY 00 110 GUTVEIDCIN U rber TLal GACUM) Be B9t 1 5 DCCCUNING § Iy
5 Acttsa
(PRI e A::_:." e
T ] f - o=
LEFWAN
o Wsec ]
) o )
08 Ferer tage]
A PPTPAITP Survers
09 FETRILITP Cllerey . .
e GNP ManagEment R ET————
Lhreertace Covups

- # ) User Statistics
" L Rovang
o (1P ¥ Bytes Sert (¥ Ddtws Recormec
=1 -l Ve Aameati aton W] Pachuns el W Pachsts macenes
= @10t Uses Databases (U1 Enatie sp(aring mTIe emiiar o Secans TIn 5 asee iesieil
& ramnusers |
&R LETRan 9 |3 BEBEOTIntenm Accoumng
U el Usar Ditataries .
v 5 — " v Gerver conmvoled salue
> irkanm Vatee oo Gaciondy TV Imtereal in 2econds whveh B1e srit shoid Seni Y SCoouTing e Mats el
s i S houtil e B les than FOD secands

Team Windows Help

SO % o Cafouch.
3 Groupe 17 Tt ey e (R i it Pt Acomms Sarvice (i)
= Y Storage 7 Awimys Catimcki b0

T pemgr Static 1P Addrwases

&Oﬁb“ (TGS |

- mn_ﬁln-
Detie i euntée Nt Owat e L l

[ ok | cwca | ESu | e

I I




10.Check the RADIUS port in NPS, first.

* & Network Policy Server J

e Xl
&= = |[m=] .
- TR : General Ports |
=l HADIUS Clients and Servers Enter the RADIUS authentication and accounting port numbers.
= RADIUS Clients :
55 Remote RADIUS Server G I 2 g l
= % Authentication:
[=[ Policies J1812:1645
B, Network Access Protection
& Accounting Authentication default ports 1812,1645
I Accounting: 1813.1646 I
Accounting default ports 1813,1646
If you do not use the RADIUS default port numbers, you must
QY configure exceptions on the firewall for the local computer to |
allowFU&DlUStraﬁconﬂnenewpoﬂs Learn more. |
You can configure NPS to monitor IPv4 RADIUS traffic, IPvE
RADIUS traffic, or both on specific network adapters. Learn
more.
[ ok | cancet |  2ppn |
11.Setup the NPS Client.
[SRetworcrotoy sever o roas provernes TR
File Action View Help = '
«=|s[m A
[V Enable this RADIUS client
@ NPS (Local) network
= ] pa iaais-and Servers Friendly name: i Z
|L2TP-Radius
RE E RADIUS Server G
L] Policies ‘Address (IP or DNS): I

B, Network Access Protection

g Accounting J152.168.10.1 —l Verity...

Specify RADIUS Standard for most RADIUS clients, or select the RADIUS client vendor
from the fist.

Vendor name: |RADIUS Standard =1

Tomamdytypeashaledseael click Manual. To automatically generate a shared secret,
click Generate. You must configure the RADIUS client with the same shared secret entered

here. Shared secrets are case-sensitive.
' Manual (" Generate
Shared secret: loooo.o.o
Confirm shared secret: l..oooooo I

I~ Access-Request messages must contain the Message-Authenticator attribute

I~ RADIUS client is NAP-capable

<] | ‘LI oK I Cancel I Apply l




12.Setup RADIUS policy.

End of Document.



