      How to use IDP to block YAHOO and MSN messenger
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(1) Go to http://security.dlink.com.tw -> NetDefend Live ->
NetDefend IPS.
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(2)You can use search to find which function do you want.
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(3)Go to IDP/IPS -> IDP signatures. Find which group do you want. 
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(4) Go to IDP/IPS -> IDP rules. Add two new IDP rule “msn” and
   “yahoo”.
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(5)Go into “yahoo”.
Be careful to address filter and service.
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Choose action:protect. Signature:POLICY_IM_POLICY
[image: ]
(6)Go into “MSN”.
Be careful to address filter and service.
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Choose action: protect. Signature: POLICY_P2P_POLICY.
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Go to status->logging.
[image: ]






image3.jpeg




image4.png
4 oearch Retelendienke J oueMap
D-Link | Netbefend Center About D-Link Product  Support | NetDerend Lve | My D-Link  News  Contact Us

» NetDefend IPS :
T NEIDETenG AN VTS

*NetDefend Web Content =
Filtering >

* NetDefend Update Center 2.

NerperenoLive IPS Update History Anti-Virus Update History ~ User Login
Gl Securty St +Jan 12,2011: 4IPS signature released  *Jan 12, 2011: 8 AV signature released

Jani3 201t ~Jan 11,2011: 7 IPS signature released  *Jan 09, 2011: 5 AV signature released Username

{8 I M) a0 08,2011 10 PS signature released  Jan 07, 2011: 1AV signature released  pagsword
+Jan 07, 2011: 51PS signature released  Jan 05, 2011: 2 AV signature released
Threat Analyzer +Jan 06, 2011:11PS signature released  Jan 05, 2011: 1 AV signature released





image5.png
D-Link | netdefend center AboutD-Link  Product  Support  NetDefend Live. My D-Link News  Contact Us

NetDefend 1PS Home > NetDefend Live > NetDefend IPS Service SUBSCRIBE
» IPS Advisories NetDefend IPS Service
A Defeng The IPS festure of -Link NetDefend fiewall prevents both well-cnown and unknown threats and
. | winerabities n the network.The following s th Hot Vuinerabiies Bulltin which shows you n detal he :
Anti-Virus AdVisories | information of the wuinerabilties brought by each threat. EmallAdizss:
NetDefend Web -
St Aobe S E—
[EPEET LD Jan 12,2011 Inbound.Allaple.ICMPSWeep e
R Jan 12,2011 | 38281 Outbound Allaple CHP Sweep ]
© Update Center — —
Jan11,2011 | 38280 HTTP BitTorrent Policy Company
IPS History s tt,20m 30279 WiteTextrle clsidNowV ActeX.. —
~Jan 12,2011 - - - Country.
Hdan 11 2011 Jan 12,2011 | 38278 WriteTextFile.progid.NewV.Active.. Foelectone =]
dan 08 2011 2o e RunCommand progi ewy AcHHEX .
" Jan 06, 2011 Jan 11,2011 | 38276 RunCommand.clsid.NewV.ActiveX.Un...
Jan 11,2011 | 38275 DelFile-progid.NewV.ActiveX.Unau..
12,20 201 27a DeFie cisiNewy ActveX naut.
*Jan 07, 2011 Jan 11,2011 | 38273 Str_replace.ndex Elxis. PHPINCL..
Jan 06,2011
* Jan 05,2011 Jan 08,2011 | 38272 'wordspew.Wordpress.UPDATE.SQL-IN...
Jan 08,2011 | 38271 ‘wordspew.Wordpress.DELETE.SQL-N...
NETDEFEND Jan 08,2011 | 38270 wordspew Wordpress. SELECT.SQLIN.. NHDEFENDLMIG
ot ety Sus
Sepontonies Jan0s, 2011 | 38269 page.textadmin.PHP MicroCHS.XSS.C "
T Jan0s, 2011 | 38268 page.textadmin.PHP MicroCHS.XSS.B
WO Jan0s, 2011 | 38267 bage.textadmin.PHP MicroCHS.XSSA
Jan 07,2011 | 38266 blog.commentlgnition File.Include Threat Analyzer
Jan 07,2011 | 38265 DIR_FILES_BLOCK_TYPES_CORE.contr.. Jan 13, 2011
Jan 05,2011 | 38264 CnC.StormWorm3 HTTP-Ping
Jan 07,2011 | 38263 DIR_LIBS.NucleusCHS.PHPNCLUSION
12345678910 +10] lext | Last





image6.png
tusv % Main

onfiguration v T Tools » @ Logout

& Home

= & IDPSignatures
2 DFL 860 View the prasent Intusion Detacton & Frevantion Signaturs groues.
(- System
&G ohes =
-(§ Rules &) IDS_ANTIVIRUS_SYMANTEC 2
@i Interfaces. &) 105_aPP_aDOBE 2
-4 Routing & 1DS_APP_GENERIC 5
=-(@IDP /IPS. & 1DS_APP_ITUNES. 2
&) 1DS_APP_REALPLAYER 3
TDP Rules, &) IDS_APP_REALSERVER 1
(¢1-(GgUser Authentication & 1DS_APP_SERVER 4
5[ Trafic Management &) 10s_ape_wmp .
& [0 ZoneDeknse S — .
&) IDS_AUTHENTICATION_KERBEROS. 1
& IDS_BACKUP_BRIGHTSTOR 12
& 1D5_BACKUP_NETVAULT :
& 1DS_BACKUP_VERITAS 3
&) 1DS_BOT_GENERAL
& IDS_BROWSER_FIREFOX 7
& 1DS_BROWSER_GENERAL 7
& 10s_sRowsER I 178





image7.png
] e
2 e 3 tamer ey 3 alnets

[C T ———





image8.png
D-Link

Building Networks for People

& Home Configuration +

= DFL-860

@@ System
-3 Objects
[-(§ Rules

- Interfaces.
- Routing
=-[@IDP /IPS.

& IDP Signatures
- Interfaces.

- Routing
=-[@IDP /IPS.

| & IDP Signatures
- Interfaces.

- Routing
=-[@IDP /IPS.

& IDP Signatures
- Routing

=-[@IDP /IPS.
& IDP Signatures
‘@ IDP Rules
-/ User Authentication
@3 Traffic Management
[)-|§ ZoneDefense

na

admin

administrator
1

& Logout

Sonecule: | (None) v

Protectagainst nserion/evasion sttads

#J HTTP Normalization

Invalia UTFe, Log v
Invelig hex encoding: | ProPLog v
Double encoding: | 19ner= v

#J. Address Filter

‘Specity source intertace and source networ, ogether wih destintion infefacs and destination network. All parameler have to maten for the ule to mateh

C o J( e





image9.png
2 DFL8s0

18 System

129 Objects

1§ Rules
{interfaces

(- Routing
E-(@I0P /1PS.

& IDP Signatures

@ 0P Rules.

(56 User Authentication
&8 Traffic Management
(10 ZoneDefense.

POLICY_IM_POLICY

(B Rightclickon a row for sdditional options.





image10.png
1 DFL-860
@@ System
-3 Objects
-L§ Rules
(- (i Interfaces
(2 Routing
=-@IDP/IPS
& 1DP Signatures
‘@ IDP Rules
- (5§ User Authentication
)-8 Traffic Management
61§ ZoneDefense

#J, Traffic Shaping

‘Configure banawidth for hosts that igger an IDF Pipe acion. Once & connaction has been piped, i

| emain piped for the restof 1 fetime.

wits

“Trafic shaping will only spply to hosts that sre within tris network

seconds  Thiotling of new connections to and fom the riggering host will top ater the configured smount oftime.





image11.png
D-Link

Building Networks for People

& Home | Configuration +

= DFL-860

@@ System
-3 Objects
[-(§ Rules

- Interfaces.
- Routing
=-[@IDP /IPS.

& IDP Signatures
- Interfaces.

- Routing
=-[@IDP /IPS.

| & IDP Signatures
- Interfaces.

- Routing
=-[@IDP /IPS.

& IDP Signatures
- Routing

=-[@IDP /IPS.
& IDP Signatures
‘@ IDP Rules
-/ User Authentication
@3 Traffic Management
[)-|§ ZoneDefense

T Tools v na

admin

administrator
1

& Logout

Protectagainst nserion/evasion sttads

#J, HTTP Normalization

Invalia UTFe, Log v
Invelig hex encoding: | ProPLog v
Double encoding: | 19ner= v

#J, Address Filter

Specity source intertace and source networ. togsther with destinstion infefacs and destnation network. All parameler have to mateh for the ule to mateh

#J, Comments

Comments:

C o J( e





image12.png
& IDP Signatures

-6 User Authentication
(- 43 Traffic Management
{9 ZoneDefense

[OL T e——

[ —T— =]





image13.png
1 DFL-860
18 System
{23 Objects
1§ Rules
{interfaces
(2 Routing
=-@IDP/IPS
& 1DP Signatures
‘@ IDP Rules
{86 User Authentication
6 Trafic Management
61§ ZoneDefense

#J, Traffic Shaping

‘Configure bandwidth for hoss that igger an IDF Pipe acion. Once & connection has been piped, it will remain piped for the restof s ftime.

et
vk [pT000 g

[] Pipe future connections

wits

“Trafic shaping will only spply to hosts that sre within tris network

Time Window:

seconds  Thiotling of new connections to and fom the riggering host will top ater the configured smount oftime.





image14.png
2011-01-14 1P
06:36:09 Warning 1300003 o
description="_Load-server HTTP-Response.Yahoo.Policy” signatureid=67218 idrule="YAHOO"
2011-01-14 RULE
R Warning e Default_Rule  VRRP. want
ipdatalen=20
2011-01-14 0P

Warning P Tcp
description="Load-server HTTP-Response.Yahoo.Polcy” signatureid=67218 idrul

s conn .
Warning o LogOpenFails TP

protocol=tcp ipdatalen=148 ack=1 psh=1

67.195.186.241 80
192.166.11.130 11558

192.166.11.253
224.0.0.18

98.136.48.32_ 80
192.166.11.130 3175

192.168.1.15 49496
67.195.186.241 80

intrusion_detected
close

ruleset_drop_packet
drop

trusion_detected
close

no_new_conn_for_this_packet
reject




image1.jpeg




image2.jpeg




