                    IKE Configuration mode
[bookmark: _GoBack]IKE Configuration Mode is an extension to IKE that allows NetDefendOS to provide LAN configuration information to remote VPN clients. It is used to dynamically configure IPSec clients with IP address and corresponding subnet, and to exchange other types of information associated with DHCP. The IP address provide to a client can be either be based on a range of predefined static IP address defined for Config mode or it can come from DHCP servers associated with IP Pool object.

Test Topology.
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(1) Go to “address book”. Add a new IP address pool. This address subnet is the same with LAN subnet.
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(2) Go to “VPN object” > “IKE Config Mode Pool”. Add a new IKE Config Mode Pool object.
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(3) Choose the “Use a Static IP Pool”. IP Pool: ipsecpool Network: class C
[image: ]
(4) Co to “Interface” > “ipsec”. Select the pool in the “IKE Config Mode Pool” drop down list.
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(5) Create 2 IP rules for VPN.
[image: ]

(6) If IPSec create successful, you can use “routes” to verify the IPSec interface.
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Interfaces:
wan IPAddr 218.210.16.29  HwAddr 5c-d9-98-96-69-d8

Builtin r8169 - RealTek 81695C/8110SC Single-chip Gigabit Ethernet 81695C Bus 0 Slot 3 IRQ O
dmz IPAddr 172.17.100.254  HwAddr 5c-d9-98-96-69-d7

Builtin r8169 - RealTek 81695C/8110SC Single-chip Gigabit Ethernet 81695C Bus 0 Slot 4 IRQ O
lan IPAddr 192.168.10.1 HwAddr 5c-d9-98-96-69-d6

Builtin IXPANPE - Port 2 IRQ O

Previous shutdown: 2011-06-03 06:07:53: Reboot requested from WebUI by admin (192.168.10.10).

System running
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FL-260E: /> routes

lags Network Iface Gateway Local 1P Metric
192.168.10.200 ipsec [
718.21016. 16728 Walm 100
172.17.100.0/24  dmz 100
192.168.10.0/24  lan 100
0.0.0.0/0 wan 218.210.16.25 100
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