How to set up an overlapping network with IPSec tunnel in DFL unit

Before the scenario hands-on, we assume that the readers already along with
following abilities:

1. The simple routing concept

2. The basic concept for IPSEC interface

3. The concept of overlapping network issue. If you need mode information, please
refer the following

Scenario summary:
DFL-210/800/1600/2500/860/260 must use f/w:v2.26.00 or later

DFL-2560 DFL-2560G
LAN 2:1.1.1.1/24 LAN 2:2.2.2.1/24

Gatewayv: 1.1.1.2/24 Gatewav: 2.2.2.2/24
SOUA -

< :
‘ LAN3 LAN3
PC1 IP address: 192.168.30.10/24 PC2 IP address: 192.168.30.20/24

Object:
PC1 and PC2 can access each other with IPSec tunnel.



DFL-2560

Stepl. Set the IP address for LAN, Wan and other network objects respectively.
Remote network = the opposite virtual network

+ DFL-2560 il

(@ System
£ Objects
g

1 ALG with AVAWCF
O Senices

¥ IP Pools

=9 NAT Pools

i) Schedules E

\&# Authentication Objects
B-{.} VPN Objects
HTTP Banner Files
8 Rules
E-§ 1P Rules
g lan1_to_wan1
(3 Access
E|h Interfaces
1&g Ethemnet
153 VLAN
7 IPsec
% GRE
1% PPROE
1% PPTPIL2TP Seners
% PPTPIL2TP Clients

% Interface Groups
=

4 4 wan1_dnst 0.0.0.0

s 2 wan1_dns2 0.0.0.0

5 2 wan2_ip 152.168.120.254
7 & wanznet 192.168.120.0/24
8 3 lant_ip 192.168.10.1

s 2 lantnet 192.168.10.0/24
10 = anz_ip 1441

1 2 lanznet 1.1.1.0/24

12 3 lan3_ip 192.168.30.1
13 3 lan3net 182.168.30.0/24
14 2 land_ip 182.168.40.1
15 2 langnet 192.168.40.0/24
16 3 dmz1_ip 172.17.100.254
17 3 dmznet 172.17.100.0/24
18 2 dmz2_ip 172.17.110.254
19 2 dmzznet 172.17.110.0/24
20 3 dmza_ip 172.17.120.254
21 3 dmz3net 172.17.120.0/24
22 2 dmzd_ip 172.17.130.254
23 3 dmzanet 172.17.130.0/24
24 < remote_network 192.168.2.0/24
Ilﬁ 1 ipsec-local-net 152.168.1.1-192.168.1.254

Primary DNS server for interface
wan1.

Secondary DNS server for
interface wan1.

IPAddress of interface wan2
The network on interface wan2
IPAddress of interface lan1
The network on interface lani
IPAddress of interface lan2
The network on interface lan2
IPAddress of interface lan3
The network on interface lan3
IPAddress of interface land
The network on interface lan4
IPAddress of interface dmzl
The network on interface dmz1
IPAddress of interface dmz2
The network on interface dmz2
IPAddress of interface dmz3
The network on interface dmz3
IPAddress of interface dmzd

The network on interface dmz4

(£ Right-olick on & fow for sdgitional options.

M

Step2. Create a pre-shared key for IPSEC interface.

- DFL-2560
(@ System
= Objects
E-{ Address Book
Ll InterfaceAddresses
{© ALG with AVIWCF
0 Senices
& IP Pools
@ NAT Pools
% Schedules
\ Buthentication Objects
B-{_ VPN Objects

\2 Authentication Objects

) rosw

L4 Name Type Type
1 |9 HTTPSAdminCert Certificate Local

2 I 23 dlink Pra-shared Key I ascn

Comments

(£, Right-clioxon = row for additional options.

m

] r

Step3. Create a NAT POOL object as the screenshot below.

Configuration «

’g Status = """r Maintenance =

- DFL-2560
[ £ System
B-|_J Objects
=4 Address Book
i InterfaceAddresses
& ALG with AVAWCF
'\ Senices
-4 IP Pools
3 Schedules
\# Authentication Objects
., VPN Objects
HTTP Banner Files
# Rules
= § IPRules
§ lan1_to_wan1
8 Access

B yInterfaces
-1l Ethemet
A VLAN

. =@ ipsec-local-net

A NAT Pool is used for MATing multiple concument connedions to using different source IF addresses.

General Proxy ARP Advanced

#] General

Hame ipsec-local-nat

I Poal Type: | Fixed v I

Use IP Range

m

F Range: ipsec-local-net v

Use IPFoal

IF Pool:

Number of IFs:

#J comments

Comments:




Step4. Create an IPSEC interface as the following screenshots.

 DFL-2560
[+ g System
[#-|_J Objects
= 8 Rules
- § IP Rules
; § lan1_to_wan1
‘@Access
=g Interfaces
leyl Ethemnet
~ LS VLAN
 IPsec
% GRE
@ pepoE
18 PPTPIL2TP Senvers
{® PPTP/L2TP Clients
%% Interface Groups
& ARP
[=-| 24 Routing
El-_T" Routing Tables
: I main
:‘3} Routing Rules
E} Dynamic Routing Rules
gy OSPF
H- &y IGMP
- & Route Load Balancing
_;‘ Routing Settings

m

G) Jpsec
An IPsectunnel item is used to define IPsec endpaint and will appesr &s a logical Interface in the system.

DFL-2560
© System
4 Objects
$ Rules
B § IPRules
§ lan1_to_wan1
~\8 Access

-

=g Interfaces
legl Ethemet
BIVLAN
 IPsec
-} GRE
% PPPoE
/8 PPTP/L2TP Senvers
{8 PPTPILZTP Clients
~4% Interface Groups
~@#® ARP
(=) 24 Routing
Bl Routing Tables
| main
- @Routing Rules
:‘!}Dynamic Routing Rules
g OSPF
B g IGMP
- @ Route Load Balancing
= ;’ Routing Settings
- @ IDP / IPS

m

General Authentication Routing IKE Settings Keep-alive Advanced
#J General
Name: ipsec
Local Nebwerk: 192,168.1.0/24
Remate Network: remote_network
Remate Endpoint: 2.2.2.1
Encapsulation mode: | Tunnel
IKE Config Mode Pool: | (None)
#/ Algorithms
IKE Algorithms: Medium
IKE Lifetime: 28800 seconds
IPsec Algorithms: Medium
IPssc Lifetime: 3500 T
IPsec Lifetime: 0 kilobytes
#/ Comments
&) Jpeec
An IPsectunnel item is used to define IPsec endpoint and will appear as a logical interface in the system,
General Authentication KXAuth Routing IKE Settings Keep-alive Advanced
#J Authentication
7) X.508 Certificate
Root Cerificatels)
Available Seleded
Gatewsy certificate one -
Identification list: vorne, v
Pre-shared Key
Presshared key: dlink v Seledts the Pre-shered key to use with this IPsec Tunnel

#7 Local ID

Locsl 1D Type: Auto

Local 1D Value:

Seledts the type of Local ID to use.

Specify the local identity of the tunnel 1D



Step5. Add a routing entry for the virtual LAN net and add default gateway for the

LAN2.

-] Ethemet

Configure the settings for the Ethemet adapters in the system

#w Name 1P address Network Default Gateway Enable DHCP Client ©  Comments
T = . =
1 LA dmz1 = dmzi_ip = dmzlnet No
= ~ . 1
2 4 dmz2 s dmz2_ip < dmz2net No
n . . -
3 L dmz3 < dmz3_ip < dmz3net No
= .| . .
4 3 dmza = dmzd_ip < dmzdnet No
r - -
5 L wan1 ‘= wanl_ip < waninet No
r o) o)
6 L3 wan2 < wan2_ip % wanZnet No.
r - -
7 £ 1an1 ¥ lani_ip = laninet No
8 I LEdanz < lan2_ip < lan2net 1.1.1.2 || No
9 Edlan3 % lan3_ip < lan3net No
= . .
10 Ed lana = lana_ip < lananet No
(&) Right-click en = row for additional optiens,
4 n | v
L Type Interface Gateway Local IP address =~ Metric Monitor this route = Comments
~ DFL-2560 = I Route 0 No
[ g System Direct route for
&-Ca Ob o A - networl
- Objects 2 " Route %) ipsec 1 remote_network 90 No ey
B8 Rules over inter..
H P Rul Direct route for
ules " Q network dmz1net
$1an1.to_want 3 I Route 4 dmz1 i dmzinet 100 No vor interface
o) dm...
8 Access Direct route for
r . network dmz2net
B r £ 3
By Interfaces 4 I Route B4 dmz2 5 dmz2net 100 No over Interface
Ig) Ethernet dm...
= Direct route for
158 VLAN 5
- T Q network dmz3net
7 1Psec 5 oI Route 5 dmz3 o dmz3net 100 No e )
= df
W GRE Direct route for
4 PPPoE 3 F Route 154 dmze 2 dmadnet 100 No S‘f;’r’“";'(‘e‘ff’;‘f:”e‘
1% PPTPILZTP Servers dm...
Direct route for
PPTP/LZTP Clients . -
7 I Route 28 wan1 ' wanlnet 100 No network waninet
- ‘over interface
Direct route for
ol networle wanZnet
8 " Route ! wan2net 100 Mo ower interface
I” Routing Tables wa...
Direct route for
v Q network lan1net
i 9 I Route L an1 7 laninet 100 No vor interface
la...
@B Dynamic Routing Rules Direct route for
5 OSPF - 2 3 network lan2net
Ir L P 10 S Route L4 lan2 @ lan2net 100 No over interface
+ la.
] L4
- - Default route
i~ Route Load Balancing 1 I " Route 124 lanz 3 all-nets B 1112 I 100 No over interface
%% Routing Settings lan2.

Step6. Create one SAT and one Allow rule as the following screenshots for the IPSEC
in bound traffic.

IP Rules

IF rules are used to filter IP-based network taffic. In addition, they provide means for address translation as well ss Server Load Balancing.

) Addw

oo oaow o e

= Srchet Destlf Desthiet Service
§ von-in = all-nets L3 1an3  192.168.1.0/24 \éa\l_servl:es
§ von-in 2 all-nets 3 lan3 " 192.168.1.0/24 @ all_services
§ vpn-out 2 lan3net Y ipsec = all-nets ‘Eau_semm
§ ping_fw [ ' laninet 159 core < lani_ip '@ ping-inbound
§ lan3-to-lan2 ﬂmluw L 1an3 = lan3net L4 1an2 = lanznet \éa\l_servl:es
§

lan1_to_wanl

£] Right-click on & row for additional options.

n




SAT rule:

vpn-in

An IP rule specifies what action to perform on network traffic that matches the specified filter oriteria.

General Log Settings MNAT SAT Multiplex SAT SLB SAT SLB Monitors

#/ General
Name: vpn-in
Action: SAT
Service: all_services
Schedule: | (None) v

#/ Address Filter

Specify source interface and source network, together with

and inaticn network. All have to match for the rule to match.
Interface Network
Source: ipsec w  all-nets v
Destination: | 1@n3 W | 192.168.1.0/24 v

g vpn-in

An IP rule specifies what action to perform on network traffic that matches the specified filter oiteria.

General Log Settings NAT Multiplex SAT SLB SAT SLB Monitors

#/ General

Translate the
~) Source IF

@) Destinstion IP

to:

INEW\F'Addreose. 192.168.30.0 I I

New Fort: ﬂ This value msy only be applied on TCP/UDP services with port set to either a single port number or & port range without gsps

[C] All4c-One Mapping: rewrite =l destination IFs to a single IP

Allow rule:

vpn-in

An IP rule specifies what action to perform on network traffic that matches the specified filter oiteria.

General Log Settings NAT SAT Multiplex SAT SLB SAT SLB Monitors

#/ General
Name: vpn-in
Action: Allow
Sesvice: all_services
Schedule: |({MNone) w

#/ Address Filter

Specify source interface and source network, together with ination interface and ion network. All have to match for the rule to match.
Interface Network
Souroe: ipsec s all-nets “w
Destination: | 1303 W | 192.168.1.0/24 v

#/ Comments




Step7. Create a NAT rule as the following screenshots for the IPSEC out bound

traffic.

g vpn-out

An |P rule specifies what action to perform on network traffic that matches the specified filter oriteria.

General Log Settings NAT SAT Multiplex SAT SLB SAT SLB Monitors

%/ General

Name: vpn-out

Action: NAT “

Service: all_services “

Schedule: |(Nonea) v
2/ Address Filter

Specify source interface and source network, together with and network. All parameters have to match for the rule to match.

Interface Network

Source: lan3 +w lan3net
Destination: | IPSeC w | all-nets

&/ Comments




DFL-2560G

Stepl. Set the IP address for LAN, Wan and other network objects respectively.
Remote network = the opposite virtual network

- DFL-2560G
[+ g System
E-|_J Objects
£}, Address Book

2 ALG with AV/WCF
@ Senices
=& IP Pools
<@ NAT Pools
&% Schedules
\Z Authentication Objects
B4 VPN Objects
HTTP Banner Files
E-| § Rules
B Interfaces
Lyl Ethemst
L vLAN
) IPsec
7 GRE
% PPROE L
1% PPTRILZTP Senvers
{® PPTPIL2TP Clients
% Interface Groups
#* RP

4 Routing

n

" Routing Tables
T main

Name

3 wani_ip

2 waninet 8.8.8.0/24

2 wan1_gw 0.0.0.0

) wan1_dns1 0.0.0.0

< wan1_dns2 0.0.0.0

2 wanz_ip 192,168.120.254
< wanznet 192.168.120.0/24
2 Jan1_ip 192.168.10.1

< laninet 192.168.10.0/24
2 fanz_ip 2.2.21

< lan2net 2.2.2.0/24

3 lan3_ip 192.168.30.1

3 lananet 192.168.30.0/24
3 fan<_ip 192,168.40.1

< lananet 192,168.40.0/24
7 dmzi_ip 172.17.100.254
3 dmzinet 172.17.100.0/24
} dmz2_ip 172.17.110.254
< dmaznet 172.17.110.0/24
7 dmza_ip 172.17.120.254
4 dmazBnet 172.17.120.0/24
3 dmza_ip 172.17.130.254
2 dmzanct 172,472,130,0/24

5 ipsec-local-net

- remote_network

-

192.168.2.1-192.168.2.254
192.168.1.0/24

Step2. Create a pre-shared key for IPSEC interface.

LJA:I:Iv

Authentication Objects

Add, remove and modify Pre-Shared Keys and Certificates.

User Auth Groups.

Comments
IPAddress of interface wanl
The network on interface want

Default gateway for interface

Primary DNS server for interface
wanl.

Secondary DNS server for
interface wani.

IPAddress of interface wan2
The network on interface wan2
IPAddress of interface lan1
The network on interface lani
IPAddress of interface lan2
The network on interface lan2.
IPAddress of interface lan3
The network on interface lan3
IPAddress of interface land
The network on interface land.
IPAddress of interface dmzl
The network on interface dmz1
IPAddress of interface dmz2
The network on interface dmz2
1PAddress of interface dmz3
The network on interface dmz3
IPAddress of interface dmzd

The network on interface dmzd

& Name Type Type
1 HTTPSAdminCert Certificate Local

2 4 dlink Pre-Shared Key ASCII
4

Step3. Create a NAT POOL object as the screenshot below.

« DFL-2560G
- g System
E-| . Objects

=4, Address Book
i InterfaceAddresses
) ALG with AviwCF
O Senices
=¥ |P Pools
@ NAT Pools
. _- Schedules
‘ Authentication Objects
VPN Objects
HTTP Banner Files
- g Rules
= Interfaces
Ll Ethernet
LA VLAN
4 IPsec
W% GRE
(% PPPoE
1% PPTPIL2TP Servers
{® PPTPIL2TP Clients
yInterface Groups

m

&) ipsec-local-net

A MAT Pool is used for NATing multiple concument connections te using different scurce IF addresses.

General Proxy ARP Advanced
#/ General
Name: ipsec-local-net

Pecl Type: Fixed

@ UselF Range
IP Range: ipsac-local-nat w
TR
IP Pool: v
Number of IPs:

#/ Comments

‘Comments:



Step4. Add a routing entry for the virtual LAN net and add default gateway for the

LAN2.

Ethemet

Gonfigure the settings for the Ethemet adapters in the system.

#v Name 1P address Network Default Gateway ~  Enable DHCP Client © Comments
1 1 dmz1 < dmz1_ip < dmzinet No
2 154 dmz2 = dmz2_ip = dmzznet No
3 11 dmz3 = dmza_ip ' dmz3net o
4 L4 dmza 2 dmza_ip 2 dmzdnet o
5 L4 want = wani_ip ' waninet No
6 L4 wan2 2 wanz_ip 2 wanznet o
. 5
7 = lani ip = laninet No
— e -
E = lanz_ip = lanznet B z222 | Ne
9 L 1an3 ' lan3_ip '~ lan3net No
10 4 ana 2 land_ip ' landnet o
(E]l Right-click on & row for additional optians
« m | »
#v Type Interface ~ Network Gateway Local IP address ~ Metric
5@ NAT Pools - T S —
Sehodul Route L an3 2 192.168.2.0/24 | 0
y =chedules
-\ Authentication Objects 2 " Route 1 remote_network 30
-2 VPN Objects
HTTP Banner Files .
- g Rules 3 " Route 159 dmz1 5 dmzinet 100
=1+ Interfaces |
I Ethernet 4 I Route 154 dmz2 2 dmzznet 100
EaviLaN
) IPsec .
T GRE 5 _I” Route 3 dmz3 = dmz3net 100
(% PPPcE
18 PPTPILZTP Servers 6 I Route 14 dmza 2 dmzanet 100
{® PPTPIL2TP Clients
4% Interface Groups .
L. g ARP 7 | Route L wani = waninet 100
Routing 3
Mg eung)akes g I Route 58 wanz2 4 wanznet 100
i [ man
- :'.‘}Rnutmg Rules
@8 Dynamic Routing Rules 9 " Route 153 lam 2 iantnet 100
g OSPF
+ .
B iy IGMP 10 I Route 158 fan2 2 lanznet 100
#- & Route Load Balancing
y’:RnuUng Settings .
& @ DP/PS B 11 [ Route 5 1an2 < all-nets 2222 100 \

Step5. Create an IPSEC

interface as the following screenshots.

@ NAT Pools

¢, Schedules

{7 Authentication Objects
#-_ VPN Objects
; HTTP Banner Files

- # Rules
(=1 g4 Interfaces

~lggl Ethernet

~{® PPRoE
18 PPTP/L2TP Servers
% PPTP/L2TP Clients
%y Interface Groups
#* ARP
CRP Routing
=T Routing Tables
| main
%Ruullng Rules
;s %Dynamic Routing Rules
g OSPF
Bl g IGMP
El & Route Load Balancing

m

\fj ipsec

An IPsec tunnel item is used to define IPsec endpoint and will appesr ss a logical interface in the system.

General Authentication XAuth Routing IKE Settings Keep-alive Advanced

#7 General

Name: ipsec

Local Networé: To2.166.2.0 ) "

Remote Network remote_network v

Remote Endpaint 1.1.1.1 v

Encapsulstion mode: | Tunnel v

IKE Cenfig Mede Pool: | (Mone) w
%] Algorithms

IKE Algorithms: Medium ~

IKE Lifetime: 28800 S

IPsec Algorithms Meadium v

IPsec Lifetime: 3600 seconds

IPsec Lifetime: o Kilobyles




\»’j ipsec

An IPsectunnel item is used to define IPsec endpoint and will sppear as a logical interface in the system.

General Authentication KAuth Routing IKE Settings Keep-alive Advanced

#/ Authentication

| X.509 Certificate

Root Certificatels)

Available Selected
Gateway certificate: ane W
Identification list: BME v

@ Fre-shared Key

Pre-shared key: dlink w Selects the Pre-shared key to use with this |Psec Tunnel.

Step6. Create one SAT and one Allow rule as the following screenshots for the IPSEC
in bound traffic.

g IP Rules

IP rules are used to filter |P-based netwerk raffic. In sddition, they provide means for sddress translstion as well as Server Losd Balancing.

Daser

#w Name Action SrcIf Src Net Dest If Dest Net Service

1 g vpn-in | sAT ‘) ipsec ' all-nets Ed lanz - 192.168.2.0/24 O all_services
2 E vpn-in ﬂAllaw ipsec ":4 all-nets Edan3 ®) 192.168.2.0/24 ball_servu:es
3 § von-out VY nat 4 1an3 = lan3net 7 ipsec 2 all-nets \EEILSErvicaq
4 § ping_fw Allow 24 lan1 '~ laninet 153 core < lani_ip ' ping-inbound
[ § lan1_to_wanl

7 g ping ¥ Allow L 1an3 = landnet 1 core 3 lan3_ip ' all_services

SAT rule:
g vpn-in

An IP rule specifies what action to perform on network traffic that matches the specified filter oriteria.

General Log Settings NAT SAT Multiplex SAT SLB SAT SLB Monitors

#/ General
Name: vpn-in
Action: SAT
Service: all_services I
Schedule: | (None) v

#/ Address Filter

Specify source interface and source network, together with destination interface and destination network. All parameters have to match for the rule to match.

Interface Network

Source: ipsec w | |all-nets v

Destination: | 1803 W [1592.168.2.0/24 w




g vpn-in

An IP rule specifies what acticn to perform on network traffic that matches the specified filter oriteria.

General Log Settings NAT SAT Multiplex SAT SLB SAT SLB Monitors

#/ General

Translate the

=) Source IP

(@ Destination IP

MNew |P Address: | 192.168.30.0 [

New Port: o This value may only be applied on TCP/UDP services with port set to either a single port number or a port range witl

D All-to-Cne Mapping: rewrite all destinaticn IPs to a single IP

Allow rule:

vpn-in

An |P rule specifies what action to perform on network raffic that matches the specified filter oriteria.

General Log Settings NAT SAT Multiplex SAT SLB SAT SLB Monitars

#/ General
MName: vpn-in
Action: Allow W
Service: all_services “w
Schedule: | (None) "

#/ Address Filter

Specify source interface and source network, t

iether with destination interface and destination network. All parameters have to match for the rule to match.

Interface Network
Source: ipsec w | all-nets “
Destination: | 12n3 % | 192.168.2.0/24 w

Step7. Create a NAT rule as the following screenshots for the IPSEC out bound
traffic.

8 vpn-out

An IP rule specifies what acticn to perform on network traffic that matches the specified filter oriteria.

General Log Settings MNAT SAT Multiplex SAT SLB SAT SLB Monitors

%/ General
Name: vpn-out

I Action: | NAT 3 I
Service: all_services -5
Schedule: |(None) “w

#/ Address Filter

Specify source interface and source network, together with

and network. All have to match for the rule to match.
Interface Network

Source: lan3 « |lanZnet 9

Destination: | IPS=C w | all-nets v




Result:

PC1 can access PC2 with 192.168.2.20.

PC2 can access PC1 with 192.168.1.10

Note that the log page below is captured on DFL-2560G

2011-06-08 Inf CONN A cMP ipsec 192.168.1.1

04:27:10 nie 600001 BEos lan3 192.168.2.20 Er
satdestrule=vpn-in conn=open connsrcid=11221 conndestid=11221

2011-06-08 CONN lan2 1.1.1.1

04:27:10 Info 600001 IPsecBeforeRules ESP v 2.2.2.1 conn_open
conn=open connsrcid=0 conndestid=0

2011-06-08 Inf IPSEC £ tatisti
04:27:10 LiE 1803021 BSEC_Sd_S alstics
done=1 success=1 failed=0

2011-06-08 IPSEC = Frr
P Info 0046 ipsec_sa_lifetime
sec=3600

2011-06-08 IPSEC £ -
P Info Te0a043 ipsec_sa_informal
=piin="9b205d96 " spiout="16f4cd03 " alg=aes-cbc keysize=128 mac=hmac-md5-96

2011-06-08 IPSEC - -
04:27:10 Info 1802058 ipsec_sa_informal
local_id="192.168.2.0/24 any" remote_id="192.168.1.0/24 any"

2011-06-08 Info IPSEC ike_sa_negotiation_completed
04:27:10 1802703

ike_sa_completed
local_peer="2.2.2.1 ID 2.2.2.1" remote_peer="1.1.1.1 ID 1.1.1.1" initiator_spi="20db8ea8 a83dbc39" responder_spi="4746592c eaBaeea3" int_severity=6

2011-06-08 Inf IPSEC ipsec_sa_negotiation_completed
04:27:10 nie 1802040 ipsec_sa_enabled

sa=Responder info="tunnel" local_peer="2.2.2.1 ID 2.2.2.1" remote_peer="1.1.1.1 ID 1.1.1.1" spi_in="ESP 9b205d96" spi_out="ESP 16f4cd03"

2011-06-08 Inf IPSEC ike_sa_negotiation_completed
04:27:10 nio 1802703

ike_sa_complete
local_peer="2.2.2.1 ID 2.2.2.1" remote_peer="1.1.1.1 ID 1.1.1.1" initiator_spi="20db8ea8 a83dbc39" responder_spi="4746592c eaBaeea3" int_severity=6

END



