[image: image1.png](€ D-Link DI-804HY Web Configuration - Windows Internet Explorer e

G - [Bmmnsision RIEIES 2B
© 9 (g [Mourworan |@otncoanmvwencan. x| | B 0 O - Pue- @Tos- »

D-Link

Buang Retworks for eople

DI-804HV
Broadband VPN Router

Advanced = Tools

VPN Settings
ttem Setting
veN

V| Enable
NetBIOS broadcast [ Enable
Mo numberoftumnels 0
WAN D Tunnel Name: Method
E Poeciumel ke uwe)
AN p ke [uwe)
— B ke [uwe)
ke A )
s ke [uwe)

Previous page | Next page

| Errror— T romrr— - rererrr—)

——
9 O 0

Apply Cancel Help

@ et Qoon - .




[image: image2.png](€ D-Link DI-804HV Web Configuration - Windows Internet Explorer e

G- B sl Bl
©

© 9 (g [Mourworan |@otncoanmvwencan. x| | B 0 O - Pue- @Tos- »

Bunomg heswass orpeope DI-804HV
Broadband VPN Router
Advanced  Tools Status Help
VPN Settings - Tunnel 1
flem Setting
Tunnel Name PSectumel
Agaressive Mode [JEnable
— Local Netmask aseaseass0
WAN
Remote Subnet 192168110
—_—
A Remote Netmask aseaseass0
Remote Gateway 2228120
= BNCP™ IKE Keep Alve
(Ping IP Address)
Preshare Key
Extended Authentication [Enavle
(AUTH)
enermose ]
tient mode L
UserName
Password
1PSecNAT Traversal [Enable
Auto-reconnect [ZEnable
Remote ID Type [Paddress +|
Value

Done. @ et Qoo - .




[image: image3.png](€ D-Link DI-804HV Web Configuration - Windows Internet Explorer

G- & mmnszrmsion Bl Pl

© 8| [[moLmorLato |@otncoanmvwencan. x| | B 0 O - Pue- @Tos- »
~ Tunnel Name e <
Agaressive ode [Enable
Local subnet 2168 100
Local Netmask sassasso
Remote susnet ez e 1o
Remote Netmask sassasso
Remote Gatewa REEYEy _
IKE Keep Allie

(Ping IP Address)
Preshare Key

Extended Authentication ClEnable
AuTH I seer made
I lent motte
UserName
Password
IPSecNAT Traversal ClEnable
Auto-reconnect Wenable
Remote ID Tope [Padwess +
Value
Local D Type [Paddress v
Value

Qv OO

Back Apply Cancel Help

<«

bere @ et Baoon - .




[image: image4.png](€ D-Link DI-804HV Web Configuration - Windows Internet Explorer e

G- B sl Bl
©

© 9 (g [Mourworan |@otncoanmvwencan. x| | B 0 O - Pue- @Tos- »

D-Link M
D Link mryr
Broadband VPN Router
Advanced  Tools Status Help
VPN Settings - Tunnel 1 - Set IKE Proposal
IKE Proposal index Pecctumel ‘
el D ProposalName DH Group  Encryptalgorithm Auth agorttm Lite Time_Lie Time Uni
1 [Psecume | [Grow2 v|  [wEs v|  [swAt v| [zmen0 | [see <]
2 [eowpi v| [wEs~|  [swat~] [0 [sec ]
3 [eowpt v| [wEs v  [swAt <] [sec ]
4 [eowpi v| [wEs~|  [swat~] [0 [sec ]
5 [eowpt v| [wEs v  [swAt <] [sec ]
5 [eowpt v| [wEs v  [swAt <] [sec ]
7 [eowpi v| [wEs~|  [swat~] [0 [sec ]
s [eowpi v| [wEs~|  [swat~] [0 [sec ]
9 [eowpt v| [wEs v  [swAt <] [sec ]
10 [eowpi v| [wEs~|  [swat~] [0 [sec ]
Proposalp — sectone— | U
[EILV IR+ .

Done. @ et Qoo - .




[image: image5.png](€ D-Link DI-804HV Web Configuration - Windows Internet Explorer e

G- B sl Bl
©

© 9 (g [Mourworan |@otncoanmvwencan. x| | B 0 O - Pue- @Tos- »

I3

D-Link

Buang Retworks for eople

DI-804HV
Broadband VPN Router

Advanced  Tools Status Help

VPN Settings - Tunnel 1 - Set IPSEC Proposal
Item Setting
IPSecProposal index PSec-tumel

s D e oHeow LR Somm  aomnm Tme Umt
1 [pocctume | [cowz v] [0 v] [wEs <] [ws =] [ | [sec o]
2 fiore <] [p~] [wEs <] [ vl b | [sem <]
B e ~] [p~] [wEs <] [ vl b | [sem <]
. e ~] [p~] [wEs <] [ vl b | [sem <]
s e ~] [p~] [wEs <] [ vl b | [sem <]
s e ~] [p~] [wEs <] [ vl b | [sem <]
7 e ~] [p~] [wEs <] [ vl b | [sem <]
. e ~] [p~] [wEs <] [ vl b | [sem <]
. e ~] [p~] [wEs <] [ vl b | [sem <]
0 e ~] [p~] [wEs <] [ vl b | [sem <]

Proposal I sekctone — | Proposal index.

A o a0

Done. @ et Qoo - .




[image: image6.png](& D-Link DI-804HY Web Configuration - Windows Internet Explorer o e e
G - [Bmmnsision -l [4][x s
© 9 (g [Mourworan |@otncoanmvwencan. x| | B 0 O - Pue- @Tos- »
Bunomg heswass orpeope DI-804HV
Broadband VPN Router
Home Advanced = Tools
Device Information
Firmusare Version: V1.44506, Thu, Dec 07 2006
an
MIAC Address 00-0F-3D-14-58-D8
1P Address 192.158.10.1
Subnet Mask 2552552550
DHCP Server Disabled
wan
MIAC Address 00-0F-3D-1A-S8-DA
PPPOE Connected
COMEE | o | Dacomes |
1P Address 41242.19.45
Connection Time 00:12:09
—_—
Gateway 41242.12.45
Domain Name Server 196.43.45.190, 196.43.38.190
Peripheral
Dial.up Modem Mot ready
Device Time: FriHar 23 14:10.05 2007 L
Help
Done. @ et ®roo% - .




[image: image7.png](€ D-Link DI-804HV Web Configuration - Windows Internet Explorer e

G- B sl Bl
©

© 9 (g [Mourworan |@otncoanmvwencan. x| | B 0 O - Pue- @Tos- »

Bunomg heswass orpeope DI-804HV
Broadband VPN Router
Home Advanced = Tools
VPN Status
VPN status display VPN connection state.
o
el Remote Network Local Network
Name  JPASISS paagress  Tipe sute € prop
ubnet izt ‘Subnet Mask
T Gateway
192,188,101
192.188.10.01
Pseciunnel 25528526501 192158100/ oo el ke estaisnea 2663 (o
et 24248120
Stats
—_—

@ et Qoon - .




[image: image8.png](€ D-Link DFL-210 - Windows Internet Explorer

G- Bmwmsaisarns -|[%](x] 28]

G 9 (@ ?{momm,zm x | @ounwomavweocanns | | B~ © £ - APae- Wi~ »

o

Building Networks for People

= s & @

 H nfigurati

9 orL210 @ DNS

= Qorsien
5

Qoste snaTime 4 ons
fi
& By oo e e s s

Gl Remote Management
1B Log ano Event Recevers
{@BDHCP Settings Primary Sever [uan_dnst
Busc cens Secmioy S francanez
5 ovanced Setings

3 Obiects

8 Rules.

(@ nterfaces.

[Rautng [concei—]

@siop

[ User Authentication

[ Traffic Shaping

Tetisry Sever [(None)

@ et Qioow - .




[image: image9.png]@ D-Link DFL-210 - Windows Internet Explorer
G- Bz @

© 9 (ga[-[Mourkor2i0 | @0k Dranasy wen contiy |
o

= ln Logged n s administrator

: admin- 192.168.11.65

Building Networks for People

@rome | B Configurat ] e

§ oo 7@ Misc. Clients
& @ysin

(2Date and Time.
Tous
gllRemote Hanagement
B Log and Event Receivers
8 DHCP Settings

(@ uisc.Clents

¢ Advanced Setings
::::s (@ Rightcick on  row for fsther options
i interfaces.
@R
@00

[ User Authentication
st svapng

? Miscsllsnous netwcrk lients for DynDNS and smiler senvicss

B add e

Dyndns.org DyRDNS Client

@ et Qioow - .




[image: image10.png](€ D-Link DFL-210 - Windows Internet Explorer

G- Wiy

© 9 (@ f@p,mwmm
D-Link

Building Networks for People

¢ Home | M Configurati

x | @ounwomavweocanns | |

-]

= e e

B 0 9 - Pae - oo -

28]

»

~ @ status v

Logged in as administrator
admin- 192.1

9 orL2n0

{89 Dyndins.org DynDNS Client

& @ sysen
@Date and Tme.
Bons
&l Remot Management
B Log and Event Receivers
{E0HCP Settngs
@ iisc. Cents
56 Advanced Settngs
£ Objects.
24 Rues
{mnterfaces
{8 Routng
@Ds/op
8 User Auenticaton
[ Traffi Shapig

) Dyndns.org DynDNS Client

@ ‘Configure the parameters used to connectto the Dyndns.org DynDNS service.

oNsName: dlinksfrca.dynéns.ors
semame: ElfinDraia
Passuers [sessseen

Confi PEISTE  [vesssene

47 Comments

<5 testaynans org

Commants

Done.

@ et Qoo -




[image: image11.png](€ D-Link DFL-210 - Windows Internet Explorer

G- Wiy

© 9 (@ f@p,mwmm
D-Link

Building Networks for People

Configuration +

| @0k Dranasy wen contiy |

-]

= e e

B 0 9 - Pae - oo -

28]

»

Logged in as administrator
admin - 192.168.11.65

Blogot | relp

9 orL2n0

R InterfaceAddresses

Qsysten

553 Objcts

& Address Book

L merfaceAdaresses

[ ~opication Layer Gateways
services
3 Schecu Profies
G505 Certcates
£8P Otiects

8 Rues

(merfaces

Routing

i@os/op

{18 User Autnentaton

[ Traffc Shaping

R Use an Adress Folder to group relted sdres cojectsfor & batiar ovenview.

B add e

Inz
lannat

dmeip
dmznat

vannat
VBliramota-LAN
VBi-ramote 1

152.168.02.1
192.168.11.0/24
172.17.100.254
172.17.100.0/24
152.168.110.254
192.168.110.0/24
192.168.10.0/24
41.242.19.46

Eait e setings for tis oldr

IPaddrass of intarface lan
The nstierk on interfacs Iz
IPaddrass of intarface dm=
The nstierk on interface dmz.
IPaddrass of intarface van
The nstierk on interface van

Rignt-lics on & o forfutnar sptions.

@ rternet

®100% -




[image: image12.png](€ D-Link DFL-210 - Windows Internet Explorer

G- Dmmsrrann Vi

© 9 (g [Movror2i0
o
D-Link

Building Networks for People

| @0k Dranasy wen contiy |

e

 H = Configurati

SR Pre-Shared Keys

“ g, remove and modify Pre-Shares Keys, which sre used for IPSec suthenticstion purposes.

Qsysen
&-CJ Objects
G Address Book
[ ~opication Layer Gateways

-8 0 Add v
7 Schedule Profies
X509 Certfcates
(3 VPN Obiects hared-Key ascu
A pre-sharea keys (D) Figntaior on o fo utnar sptons

5 10AP Servers
oL

B\Ke Agorthms
8 Pacc Algortnms.
24 Rues

{mnterfaces

{8 Routng

@Ds/op

8 User Auenticaton

[ Traffi Shapig

Done @ nternet ®roo% - .




[image: image13.png](€ D-Link DFL-210 - Windows Internet Explorer

G- Dy

-]

© 9[- [Moumoran
D-Link

Building Networks for People

¢ Home | M Configurati

9 orL2n0

X | @0 ko wen conts | b

| 8-

£ Hcpae - G Toos - b

SR Pre-Shared-Key

din ss administrator

admin- 19

168.11.65

ut

O

Qsysten
553 Objcts
G Address Book
[ ~opication Layer Gateways
services
3 Schecu Profies
G505 Certcates
- C3VPH Objects
R Pre-Shared Keys
5 L0AP Servers
oL
B\KE Algortims
@ Psec Agortims
8 Rues
(merfaces
Routing
i@os/op
{18 User Autnentaton
[ Traffc Shaping

Done.

4] General

“ PSK (Pre-Shared Key) suthenticstion is based on = shered searetthat is known only by the pariies involved.

Neme [ra-Sharsc-icey

4] Shared Secret

o passoese
e ooy
Confim 525t | suuusne

pr—

—

‘Sincs requlir worss and phrssss e vulnsrabls o Gicionsry St 92 not usk tham 55 shared s

47 Comments

Commants

@ rternet

& 100%

Help




[image: image14.png](& D-Link DFL-210 - Windows Internet Explorer IR
G - [Brwnsisi <] (%] 28]
© 9 (ga[-[Mourkor2i0 x @k ososywencont | | B~ 9 £ baue- Whos- »

o

Building Networks for People

pye ® Configurati > @relp
{25, IKE Algorithms

& ‘Canfigurs slgeritnms wnich 212 used i the IKE chsss of an IPsso session

Qsysten
&-CJ Objects
G Address Book
[ ~opication Layer Gateways
services
3 Schecu Profies
G505 Certcates
- C3VPH Objects
R Pre-Snared Keys
5 L0AP servers
oL
CAKE Algortims
@ Psec Agortims
8 Rues
(merfaces
Routing
i@os/op
{18 User Autnentaton
[ Traffc Shaping

B add e

High 3DES, AES, Blovfish, DS, SHAL High security
1 Medium  3DES, AES, Blovfish, Twofish, CAST128, MDS, SHAL High compatibilty

Rignt-lics on & o forfutnar sptions.

Done @ nternet ®roo% - .




[image: image15.png](€ D-Link DFL-210 - Windows Internet Explorer

© 9[- [Moumoran
D-Link

Building Networks for People

¢ Home | M Configurati

9 orL2n0

x | @ounwomavweocanns | |

-]

B- 9

£ Hcpae - G Toos - b

din ss administrator
admin - 192.168.11.65

& @

Qsysten
553 Objcts
G Address Book
[ ~opication Layer Gateways
services
3 Schecu Profies
G505 Certcates
- C3VPH Objects
R Pre-Snared Keys
5 L0AP servers
oL
CAKE Algortims
@ Psec Agortims
8 Rues
(merfaces
Routing
i@os/op
{18 User Autnentaton
[ Traffc Shaping

Done.

4] General

& ‘Canfigurs slgeritnms wnich 212 used i the IKE chsss of an IPsso session
Hams:

Miscium

) Encryption Algorthms

Nt o oes: o
P I casTiza I
Blouien o Tuctin 7]
28 Rinssst; (V]
) Key Size 5
Sloutin Keysize: 128
TuotisnKeysize 128
AES Key size 128 v

) Integrity Algorithms

wos:

M sur [

4 Comments

@ rternet

®R100% v .




[image: image16.png](& D-Link DFL-210 - Windows Internet Explorer IR
G - [Brwnsisi <] (%] 28]
© 9 (ga[-[Mourkor2i0 x @k ososywencont | | B~ 9 £ baue- Whos- »

o

Building Networks for People

pye ® Configurati > @relp
22, IPsec Algorithms

e) ‘Canfigurs slgerithms whicn a1 s in the IFSac prase of an [Fsac sesson

Qsysten
&-CJ Objects
G Address Book
[ ~opication Layer Gateways
services
3 Schecu Profies
G505 Certcates
- C3VPH Objects
R Pre-Snared Keys
5 L0AP servers
oL
B\ KE Algortims
@ Psec Agortims
8 Rues
(merfaces
Routing
i@os/op
{18 User Autnentaton
[ Traffc Shaping

B add e

. High 3DES, AES, Blovfish, DS, SHAL High security
1 | Medium  3DES, AES, Blowfish, Twofish, CAST128, MD3, SHAL High compatibilty

Rignt-lics on & o forfutnar sptions.

Done @ nternet ®roo% - .




[image: image17.png](€ D-Link DFL-210 - Windows Internet Explorer

© 9[- [Moumoran
D-Link

Building Networks for People

¢ Home | M Configurati

9 orL2n0

x | @ounwomavweocanns | |

-]

B- 9

£ Hcpae - G Toos - b

din ss administrator
admin - 192.168.11.65

& @

Qsysten
553 Objcts
G Address Book
[ ~opication Layer Gateways
services
3 Schecu Profies
G505 Certcates
- C3VPH Objects
R Pre-Snared Keys
5 L0AP servers
oL
B\ KE Algortims
@ Psec Agortims
8 Rues
(merfaces
Routing
i@os/op
{18 User Autnentaton
[ Traffc Shaping

Done.

4] General

e ‘Canfigurs slgerithms which a1 vssd i the IFSac phase of an IFSaosession
Hams:

Miscium

) Encryption Algorthms

Nt o oes: o
P I casTiza I
Blouien o Tuctin 7]
28 Rinssst; (V]
) Key Size 5
Sloutin Keysize: 128
TuotisnKeysize 128
AES Key size 128 v

) Integrity Algorithms

wos:

M sur [

4 Comments

@ rternet

®R100% v .




[image: image18.png](€ D-Link DFL-210 - Windows Internet Explorer CCRRSRER S

G- Bmwmsaisarns -|[%](x] 28]

G 9 (@ ?{momm,zm x | @ounwomavweocanns | | B~ © £ - APae- Wi~ »

o

Building Networks for People

@rome | B Configurat 7T status & @
9 o2 § IPRules
Boen
£ obiects s e s e st st ey s s s ns v s e s Sl
(g Rules
- § PRies
8 dmz_to_lan Dadd~
g dmz_to_wan
g ame [evmamer s B0 WG NERNT QRIS e
4 lan_to_wan o @ pmgvan  Alow (gany Dalnets  (@oore 9 ip_van ®eine-
8 wan_to_dmz o
£ wans i §oingin  Alow Wan D mme i Beine-
B access 2§ tesechlon Alow Wseciul Gallnets W Isecian Qalinets i
g inerfaces. 3 [ lan tovan
@ Routng 4 g lan todme
5 gdmetolan
@ns/op
[ User Authentication g :j::—:—::"
[ Traffi Shapig s [§van_todme
Righackona row for ter oplons

@ et Qioow - .




[image: image19.png](€ D-Link DFL-210 - Windows Internet Explorer

G- Bmwmsaisarns -I[4)1x] 2
© o[8[ [Mosrorzo x @k ososywencont | | B 0 O - Pue- Wlos - »

D-Link

Building Networks for People

Confouration ~ s Plogor | Orieip
T $ ping wan
Qsystem ‘General [ Log Seffngs || NAT | SAT
£ Obiects:
& grues 4] General "
& § ipries
o ' AN IF rule spacifies what sction to perform n network bsfic thst mtches the specified filter sitaris.
ane_to_ian
g om_to_uan
g ooz Name: [ping_wan
Lt wen netor: [riow
g wan ooz
vy Senice: [ping-inbound
B acosss, sereauie: [[Rone)
aerisces
[Rautng ) Address Fiter "
i@ps /o8 Spec — Su. togeiher vithdesination neface and desiation nebwo. All aramates have fo maich
e Sty oo it a7 ron et gwnr i sinton it ndsinnrfs. Al pwamaten v o
[Tt Shaping
Sourcn Destnaion
[ v e
Motk [alnate ¥ e
47 Comments "

Commants

Done @ nternet ®roo% - .




[image: image20.png](€ D-Link DFL-210 - Windows Internet Explorer

G- Bmwmsaisarns -I[4)1x] 2
© 9[- [Moumoran x @k ososywencont | | B 0 O - Pue- Wlos - »

D-Link

Building Networks for People

Configuration +

9 orL2n0

Logged in as administrator

§ IPsecAliow

Boreen

£ Objects.
g Ruks.

& § PRiks
24 dmz_to_lan
4 dmz_to_wan
4 lan_to_amz
4 lan_to_wan
24 wan_to_dmz
4 wen_to_an

B Access

@ iterfaces
[ Routing
i@os/op

[BUser Authentication
[ Traffc Shaping

Done.

==
#) General 5

' AN IF rule spacifies what sction to perform n network bsfic thst mtches the specified filter sitaris.

Nems[ipsac-allon
Adion:  [allow
Sevics [il_samices

Schesule:  [(None)

4 Address Filter "

‘Spacity source ntertace snd source networ, togather with destinsion intefsce and destination network. Al parsmetars have fo mstch
for e ol to maten

Source Desinstion
Iniedsce: [(p5ec-LAN ¥ [rseean v
Newor  [alnets ¥ [

) Comments "

Commants

@ et & 100%




[image: image21.png](€ D-Link DFL-210 - Windows Internet Explorer

G- Wiy

© 9 (@ f{momm,zm

D-Link

Building Networks for People

¢ Home | M Configurati

9 orL2n0

x | @ounwomavweocanns | |

= e e

-]

28]

B- 9

£ Hcpae - G Toos - b

~ @ status v

§ IPsecAliow

Logged in as administrator
admin - 192.168.11.65

& @

Boreen
£ Objects

‘General ) Log Seftngs | NAT | SAT |

g Ruks.
& § PRiks
24 dmz_to_lan
4 dmz_to_wan
4 lan_to_amz
4 lan_to_wan
24 wan_to_dmz
g wan
W Access
@ iterfaces
[ Routing
i@os/op
[BUser Authentication
[ Traffc Shaping

4] General

[@ ‘Salact log recsiveris) an ssverty 1o enstls logging for i coject

7] Enstis lezging
Logio:
+ lreomiven

‘Soscific recsivers:

BN

Logwithseverit:.  [Notice v

Done.

@ rternet

®100% -




[image: image22.png]|eleh|:

(€ D-Link DFL-210 - Windows Internet Explorer

OO - Wz SllEs! 2]

© 9 (ga[-[Mourkor2i0 B+ 0 P b~ Wi~ »
o
D-Link

Building Networks for People

x | @ounwomavweocanns | |

@rome | B Configurat ] e

) IPsec Tunnels

Osisten
£ obects e Mansg the IPsec tunne inferfaces uses for essblishing Pse VEN connactions o nd from tis system.
24 Rues

i terfaces.

Weinemet

VLA

& PsecTinnes

i PPRot Tummes

‘W L2TPRPTP Servers (B Rianetis on s row forfurtner cptions.

‘P L2TPIPPTP Clents 56 ity sevances setings

B add e

VBliramoteIp PSK VBN Tunnel

IPsac-tunnel Iannet

& RPTabe
2 Routing
i@os/op

[BUser Authentication
[ Traffc Shaping

@ et Qioow - .




[image: image23.png](€ D-Link DFL-210 - Windows Internet Explorer

G- Dy

© 9 (@ f@p,mwmm
D-Link

Building Networks for People

¢ Home | M Configurati

9 orL2n0

| @0k Dranasy wen contiy |

-]

B- 9

£ Hpae + G Took

»

) IPSectunnel

Logged in as administrator
admin - 192.168.11.65

& @

Qsysten

£J obcts

8 Rules.

- nterfaces.
W etrernet
VLA
& PsecTumnels
i PPRot Tummes
B L2TPPPTP Servers
- L2TPPPT Clents
A nterface Groups
& 2RpTable

{23 Routing

@siop

[ User Authentication

[ Traffic Shaping

‘General | Authentcation | Extended Authentication (CAuth) | Routing | IKE Sefings | Keep-aive | Advanced

4] General

e A IPseotunnal item is sed to define IPsec endpoint and will sppesr 85 8 Iogical inteface i the sstem

Hams:
Lossl Natvor:
R Nato:

Remots Endseint

Encapsuistion Mode:

155ac-tunnsl
annet
VB-ramots- LaN

Ve-ramots 1

Tumnel

#) Aigorithms "
E Algsitors isdium
K Lt Time “2sa00] snes
Pasc Algotms [viadium

IFesc it Time

IFesc it Time

47 Comments

Seno) smeenes

o] iobytes

Commants: [\oN Tunnel

@ rternet

®100% -




[image: image24.png](€ D-Link DFL-210 - Windows Internet Explorer CCRRSRER S

G- Bmwmsaisarns B [CE3) 2
© o[8[ [Mosrorzo x @k ososywencont | | B 0 O - Pue- Wlos - »

o

Building Networks for People

@ Home | B Configurati o @Help
9 oz ) IPSectunnel
25,,_.. ‘General ) Authentcaton {Exiended Authentation (XAut) | Rouiing | IKE Sefings | Keep-aive | Advanced
Objects
i : Rules. 4J Authentication ]
rrces
W Ethernet X509 Certificate
I [
@ FPcE Tumels =)
o TP Servers
B LTeRETe Clents =
W ntrface Groups.
s [—
[ Routing Isentifizstion List
@os o0 © prostssker
[ User Authentication
e Pk st
e

Done @ nternet ®roo% - .




[image: image25.png](€ D-Link DFL-210 - Windows Internet Explorer

-]

© 9[- [Moumoran
D-Link

Building Networks for People

¢ Home | M Configurati

9 orL2n0

] 8- 0

| @0k Dranasy wen contiy |

£ Hcpae - G Toos - b

) IPSectunnel

din ss administrator

admin- 19

168.11.65

ut

O

Qsysten

£J obcts

8 Rules.

- nterfaces.
W etrernet
VLA
& PsecTumnels
i PPRot Tummes
B L2TPPPTP Servers
- L2TPPPT Clents
A nterface Groups
& 2RpTable

{23 Routing

@siop

[ User Authentication

[ Traffic Shaping

‘General | Authentcation | Extended Authentication (CAulh) | Routing ) IKE Sefings | Keep-aive | Advanced

& 1K

“ usin oH Group.

e

4] Perfect Forward Secrecy

Prs. oH Group.

Nons.

) Security Association

g Fartost

#) Compativity Flags

[] 00 not vty pacsing

£ NAT Traversal

o
® On fsupported and NATeg

On ifsupporisd

Done.

@ rternet

& 100%

Help

<




[image: image26.png](€ D-Link DFL-210 - Windows Internet Explorer

G- Bmwmsaisarns -|[%](x] 28]

G 9 (@ ?{momm,zm x | @ounwomavweocanns | | B~ © £ - APae- Wi~ »

o

Building Networks for People

@rome | B Configurat & @

9 oz ) IPSectunnel

25,,_.. ‘Genera | Authentcaton | Exiended Authentation (XAuth) | Rouiing | IKE Sefings | Keep-aive ) Advanced
Objects
4 Rules #) Automatic Route Creation 5
- nterfaces.
W9 Etnernet Automstically 209 route for remate neter
mva
ST 0 5 ot vt
Fproc Tumels
W L2TPRETE Servers
@ L2RETe Ciens
R rertace Groups
& 250 T
B Routng =
i@os/oe
[ User Authentication
[ETrattc Snapng

Route Mitic: =

Done @ nternet ®roo% - .




[image: image27.png](& D-Link DFL-210 - Windows Internet Explorer IR
G - [Brwnsisi <] (%] 28]
© 9 (ga[-[Mourkor2i0

o
o adma- 1521681165

Building Networks for People

x @k ososywencont | | B~ O £ Paue- Wloos~ »

@rome | B Configurat ] e

&P PPPOE Tunnels

Qsysten

£ obects @ ‘Setup PP (Pointio-Foint Protocol) tunnls over Ethemst inferaces

4 Rules.
El-{g nterfaces

W etrernet

VLA
& PecTumess
@ repot Tumels
o LZTPPRTP Servers
- L2TPPPTP Cints. (Z Rignt-cliskon s row for furiner astiens.

B add e

& RPTabe
2 Routing
i@os/op

[BUser Authentication
[ Traffc Shaping

@ et Qoon - .




[image: image28.png](€ D-Link DFL-210 - Windows Internet Explorer

G- Dmmsrrann Vi

© 9 (g [Movror2i0
o
D-Link

Building Networks for People

| @0k Dranasy wen contiy |

e

 H = Configurati

‘ Interface Groups

Osystem
£ Objects ‘ Use interfscs groups to combine sevarsl interfsces for simolified policy mansgement
4 Rules.

El-{g nterfaces

WP Ethernet
VLAl

B Psec Tumess
& PProE Tunness
gﬁﬁiﬁ’ (0 ot on o ot s

B add e

o R rPecin 1Psac-tumslan

& RPTabe
2 Routing
i@os/op
[BUser Authentication
[ Traffc Shaping

Done @ nternet ®roo% - .




[image: image29.png](€ D-Link DFL-210 - Windows Internet Explorer CCRRSRER S

G- Bmwmsaisarns B [CE3) 2
© o[8[ [Mosrorzo x @k ososywencont | | B 0 O - Pue- Wlos - »

o

Building Networks for People

< ome | 8 Configurat ~ % st & @

) IPSec-LAN

9 orizo
Qsystem
£ Obiects: ) General 5
Rules
i :m_,m B o= e o e s st s e ks
W enemet
VLA Neme: tpsectan
e [ SeouriyTransport Equivalent
@ Frece Tumeis
B L2TPRETP Servers
@ 2P Ciets pfluitotaces L]
8 nterfsce Grous. vaste Selacs
& soave s 55 e
(8 Routing wan
@siop
[ User Authentication
[ Traffic Shaping
47 Comments 5
p—
e

Done @ nternet ®roo% - .




[image: image30.png](€ D-Link DFL-210 - Windows Internet Explorer

G- Bmwmsaisarns -|[%](x] 28]

G 9 (@ ?{momm,zm x | @ounwomavweocanns | | B~ © £ - APae- Wi~ »

D-Link

Building Networks for People

@ Home Configuration v s Plogout  DHelp

| Main Routing Table

9 orL210
Qsysten
3 Objects I Tre main ruting tsle of e system.
8 Rues
(merfaces
-2 Routing D Add~
[“Wain Routing Table
i ase v ook e e e e R
2 Poicy-based Routng Polcy © [ Route Wvan shys @ vannet w0 we e

:::';:mmmm © CRoute Woms G dmeet w0 e e
(@ Traffic Shaping 2 Routs W lan 2 tznnet 100 Wo e ]
3 [fRoue D s Guen 0 e EEERTEEE
- tunnel remote-LAN "IpSec-tunnel".
a Route @ van 3 sllnets 0 N S s S

Rignt-lics on & o forfutnar sptions.

@ et Qioow - .




[image: image31.png](€ D-Link DFL-210 - Windows Internet Explorer CCRRSRER S

G- Bmwmsaisarns B [CE3) 2
© o[8[ [Mosrorzo x @k ososywencont | | B 0 O - Pue- Wlos - »

o

Building Networks for People

& @

@ Home | M Configurati

{ig iscers cranges (g UserA P

Qsystem
£ Objects.

s g Local User Databases External User Databases

g nterfaces. Manage the locs! user Satsbases ang user scoounts used for ‘Extarmal user dtabeses, such 85 3 RADIUS senver, are used fo
[ Routing suthenticsion purpeses Vertyuser names and pesancrss.

i@ns/0p

{ghUser Authentication
[ Traffc Shaping

u User Authentication Rules

The User Authentication Ruleset specifies fom where users are
Sliouss to sutnentists to he sytem, and hon,

@ et Qoon - .




[image: image32.png](€ D-Link DFL-210 - Windows Internet Explorer

G- Bmwmsaisarns -I[4)1x] 2
© o[8[ [Mosrorzo x @k ososywencont | | B 0 O - Pue- Wlos - »

D-Link

Building Networks for People

Confouration ~ - Plogout | @rielp
T ) Iterface Status
Bsrsen
£J obcts ) General 5
4 Rules.
i nterfaces. Intertacs: [wan -
[ Routing 1P Adress: 12248120
@Ds/op Link Status
@ User Authentication MAC Address: 0000:0000:0000
[ Traffic Shaping Send Rate: Okops
e e
) Send rate over the past 24 hours 5
2ot
s
ot
#) Receive rate over the past 24 hours 5
2ot U
s

Done @ nternet ®roo% - L





