
               How to set up IPSec site to site with Xauth 

 

Topology: 
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This reference files just focus on the XAuth setup procedure. We suppose user know 

how to setup site-to-site IPsec VPN policy. 
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Go to User authentication > AdminUsers. Add a new user account “xauth”. You have 

to give this user “username” and “password”. 

 

 

Go to User authentication > User Authentication Rules. Create a new User 

Authentication Rule with the “Authentication source” set to trusted users. 

Agent: xAuth  

Authentication Source: Local  

Originator IP: all0nets 

 

 

 

 

 

 

 



Go to interface > IPSec. Add a new IPSec interface. 

 

Go to XAuth then choose number 2 button. 

 

Go to IP rules. Add two IP rules for IPSec VPN. 
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Go to interface > IPSec. Add a new IPSec interface. 

 

 

Go to XAuth then choose number 3 button. Fill out the username and password. 

 

 

 

 

 

 

 

 



Go to IP rules. Add two IP rules for IPSec VPN. 

 

 
 

 

 

 

                            END 

 

 


