Protecting proxy and local clients - Proxy on the DMZ interface

This scenario is similar to the previous but the major difference is the location of the
local SIP proxy server. The server is placed on a separate interface and network to the
local clients. This setup adds an extra layer of security since the initial SIP traffic is

never exchanged directly between a remote endpoint and the local, protected
clients.
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This scenario can be implemented in a topology hiding setup with DMZ (Solution A
below) as well as a setup without NAT (Solution B below).

In this document, | only tell you how to setup solution A.

Solution A - Using NAT

The following should be noted about this setup:
The IP address of the SIP proxy must be a globally routable IP address. The
NetDefend Firewall does not support hiding of the proxy on the DMZ.

The IP address of the DMZ interface must be a globally routable IP address. This

address can be the same address as the one used on the external interface.

Setup SIP server & SIP phone:

In this test, all parameter use default setting, only need to add user account.

DPH-150SE:

IP address: 2.2.2.1 GW: 2.2.2.254 SIP server address: 1.1.1.1

X-lite 5:

IP address: 192.168.10.2 GW: 192.168.10.1 SIP server address: 1.1.1.1
SIP server:

IP address: 1.1.1.1 GW: 1.1.1.254



File | Service Help

Registrations I Active Sessions I Endpoints I Routing I Application Log I Recordings Settings |

ISewice Parameters | Accourting | Authentication | Services | Counters |

— Service Parameters

Listen IP Address | Port - |1.1.1.1 ]| 5080

Use Extemal Address - | |7

UPnP Update Period - |3 | minutes

SIP Domain = [1.1.1.1
Logging - INune ;I
ENUM Lockup Enabled : |
B2BUA for Zx Responses @ |
Startup Mode = |Automatic |
Save Registrations - [

|TekSIP Service is started. & .

File  Service Help
Registrations I Active Sessions I Endpoints I Routing I Application Log I Recordings Settings |
Service Parameters | Accounting | Authentication | I Services | Counters |

— Services

Voice Mail Server : |
Max. Session Duration : IE Hours

Enable RTP Proxy - |

Record Audic - [

SIP Transport : IUDF‘&TCF‘ vI

Banned SIP User Agents - |

—HTTP Server
Enable HTTP Server - [
HTTP Server Port - |[E020

Login Password - I"""

IE' | ¥) Revert | | [ Aeph | | Hsave |

| TeksSIP Service is started. €.




File  Service Help
Registrations |Ac:ti'u'e Sessions I Endpoirts I Routing I Application Log I Recordings I Settings I

I| | 5P Endpoint | Address | UserAgent | Port | Transport | Exp. Date | Exp.Time |

2001 1112 DPH-150... 5060 UDP 7422 5:00:21 AM
2002 2221 Flterele.. 5060  UDP 744722 9:02:15 AM

There are 2 registered endpoints | ¥ Clear || ¥ Clear all |

|TekSIP Service is started. & .

DFL setup:

(1) Enable transparent mode on WAN1 and DMZ then you will see switch route in
the main table.
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(2) Check “sip-udp” services.
Destination port: 5060
Type: TCP/UDP
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(3) Define four rules in the IP rule set:
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A NAT rule for outbound traffic from the clients on the internal network to the proxy
located on the DMZ interface. The SIP ALG will take care of all address translation

needed by the NAT rule. This translation will occur both at the IP level and at the
application level.

§ outbound_to_proxy

An IP rule specifies what action to perform on network traffic that matohes the specified filter criteria.

General Log Settings NAT SAT Multiplex SAT SLB SAT SLB Moniters

#) General
Name: outhound_to_proxy
Action: NAT v % NAT, SAT, SLB SAT and Multiplex SAT i not usabie with an IPVE rule
Servic2t | sip-udp v

Schedule: | (None)

# Address Filter

Specify source interface and source network, together with destination interface and destination network. All parsmeters have to match for the rule to match

Interface Network
Source: lan hd lannet
Destination: | dmz A 1.1.1.1

An Allow rule for outbound traffic from the proxy behind the DMZ interface to the
remote clients on the Internet.

outbound_from_proxy

An |P rule specifies what action to perform on network traffic that matches the specified filter criteris.

General Log Settings: NAT SAT Multiplex SAT SLB SAT SLB Monitors

# ) General

Mame: outbound_fram_prosxy

Action: Allow w ﬂ MNAT, S&T, SLE SAT and Multiplex SAT i not usable with an IPvE nle
Sarvice: sip-udp

Schedule: (None)

# ) Address Filter

Specify source interface and source network, together with destination interfsce and destination network. All parameters have to match for the rule to match.

Interface Network
Source: dmz b 1.1.1.1
Destination:  |wanl L all-nets



An Allow rule for inbound SIP traffic from the SIP proxy behind the DMZ interface to
the IP address of the NetDefend Firewall. This rule will have core (in other words,
NetDefendOS itself) as the destination interface.

inbound_from_proxy

An |F rule specifies what action to perform on network traffic that matches the specified filter criteris.

General Log Settings NAT SAT Multiplex SAT SLB SAT SLB Monitors
# ] General
Name: inbound_from_prosy
Action: Allow w @ NAT, SAT, SLB SAT and Multiplex SAT is not usable with an IPvE rule
Service: sip-udp

Schedule: | (None)

# ] Address Filter

Specify source interface and source network, toegether with destination interface and destination network. All parameters have to match for the rule to match.

Interface Network
Source: dmz ¥ 1.1.1.1
Drestination: care ¥ dmz_ip hd

An Allow rule for inbound traffic from, for example the Internet, to the proxy behind
the DMZ.

inbound_to_proxy

An |IF rule specifies what action to perform on network traffic that matches the specified filter criteria.

General Log Settings NAT SAT Multiplex SAT SLB SAT SLB Monitors

] General
Name: inbound_to_prosxy
Action: Allaw w ﬂ NAT, S&T, SLB SAT and Multiple SAT is not usable with an [PvE rule

Sarvice: sip-udp

Schedule: | [Nane)

# ) Address Filter

Specify source interface and source network, together with destination interface and destination network. All parameters have to match for the rule to match.

Interface Network
Source: wanl b all-nets
Destination: dmz b 1.1.1.1

An allow rule is for other WAN traffic can go into DMZ.

§ allow_wan_to_dmz

An P rule specifies what sction to perform on network traffic that matches the specified filter criteria.

General Log Settings NAT SAT Multiplex SAT SLB SAT SLB Monitors.

# ] General
Mame: allow_wan_to_dmz
Action: Allow W @ NAT, SAT, SLE SAT and Multiplex SAT is not usable with an IFvE rule
Service: all_icmp w
Schedule: | (None) W

# ] Address Filter

Specify source interface and source network, together with destination interface and destination network. All parameters have to match for the rule to match.
Interface Metwork
Source: wanl v all-nets

Destination: | dmz b dmznat hd



When your SIP client registers to SIP server successful, you can see registration

information on CLI.

DFL-B60E: /> sip -registration show SIP

SNo

AOR URI : 5ip:2001@1.1.1.1:5060
Dependent URI: si 0

Contact URI

Binding URIs

Life Time

AOR URI :
Dependent URI:
Contact URI :
Binding URIs
Life Time

: 5060
: 5060
: 5060
15060

wwwmwmn
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2@1.1.1.1:5060 5ip:2001@1.1.1.1:5060 NOMASK CALLING

ip:2002@1.1.1.1:5060 5ip:2001@1.1.1.1:5060 NOMASK CALLING

B Administrator: C:\Windows\system32\cmd.exe

Microsoft Windows [Version 6.1.76811
Copyright {c>» 2807 Microsoft Gorporation. A1l rights reserved.

C: llzers™Administrator>arp —d

C:lsers™Adninistratord
C:sUzers Admninistrator>ping 2.2.2 .1

Pinging 2.2.2_.1 with 32 bytes of data:

Reply from 2.2.2.1: bytes=32 time{ims TTL=126
Reply from 2_.2.2.1: bytes=32 time<{ims TIL=126
Reply from 2.2.2. byte 2 time{ims TTL=126
Reply from 2.2.2.1: bytes=32 time{ims TIL=126

Ping statistics for 2.2.2.1:

Packets: Sent = 4. Received = 4, Lost = 8 (B2 loss).
fipproximate round trip times in milli-seconds:

Minimum = Bms,. Maximum = Bms,. Average = Bms

C:llzers™Administrator>ipconfig

Windows IF Gonfiguration

Ethernet adapter Local firea Connection 5:

Media State . . . . . . . . . . . Media disconnected
Connection—specific DNE Suffix . dlink.com.tw

Ethernet adapter Local Area Connection 2:

Connection—specific DNE Suffix
Link-local IPvé Address

IPv4 Address. . . . .

Subnet Mask . . . . .

Default Gateway . . .

feB0::1149:hd5?:7757:h44dcx13
192.168.18.2

255.255.255.8

192.168.18.1

END



