Here is an example on how to set up port forwarding on your DFL-210:

For every port you want to forward, you need to set up 2 IP rules. A SAT rule and a ALLOW rule. Your
SAT rule is ALWAYS before the ALLOW rule.

First you need to add your devices IP you want to forward the ports to.

i Home = & Configuration » | |7 Tools Status » & Maintenance - ¥ Startup

< DFL-800
- @ System
- e _ 4] Edit this object
El"’r_ L4 Ethemnet sddress
Lﬂ_ f‘ﬂ Ethernet address group |

-y ALe _ 172.17.100.254
..... @ Services 172.17.100.0/24

afw IP Pools ahg IP4 group 10.0.0.1
..... ;’ NAT Pools H lannet 10.0.0.0/24
..... 5= Sehedies E wanl_ip 192.168.110.254
S _ = waninet 192.168.110.0/24
..... \& Authentication Objects o e
Bl VPN Objects 4 wanznet 192,168.120.0/24

L # Ritles

' IPaddress
e Pt Adivea e o efine 2 o for 9 specfiolP bk nchwotk or ancs. .

General User Authentication ]

# | General

Mame:

o rsocs GEgiSS T

# ] Comments

eq: "172.18.50.8% "192.168.

Comments:

add your subnet mask also.
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w1 Home & Configuration ~ | Tools - S Status » | *& Maintenance » ¥ Startup

- [+ Edit this object

ig Ethernet sddress

@ Ethernet address group

172.17.100.254
_ 172.17.100.0/24

47 IP4 group 10.0.0.1
H lannet 10.0.0.0/24
..... 89 o chedules  wani_ip 192.168.110.254
----- \& Authentication Objects S it gme 1ni 10 a el
Hrte  wanz_ip 192.168.120.254
Fel 4 WER Oleices  wanznet 192.168.120.0/24

. Ritlea

IP address

General ~ User Authentication |

# ] General

P Aseres: | ig8,158:177.0/24 R
(o |

Then it should look something like this

ﬂ% InterfaceAddresses

) Add w 4] Edit this object

2 dmz_ip 172.17.100.254
I dmznet 172.17.100.0/24
H lan_ip 10.0.0.1

I lannet 10.0.0.0/24

wanl_ip 192.168.110.254
wanlnet 192.168.110.0/24
wanz_ip 192.168.120.254

wanznet 192.168.120.0/24

Now we need to set up the ports to be forwarded to that address. If they are custom ports we need to
add them into the services list first.
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@ om0 I cicns e peeined o s

[+ &3 System
o e — AR

i ~vremm £ TEPUSE s
“faLe O ICMP service
""" _ fé IP protocol service reme

a9 IP Pools _ IPProto
----- =9 NAT Pools '@ Service group TCP
..... v Schedules (é E“_tl:pudp Gruup
..... T8 Avthanticatinn Mhiscte @' all_tepudpicmp  Group
a TCP/UDP service
# ] General
e
Type: TCP .
you should check if you need TCP andior UDP
Source: |!_ 65535 |

@ Enter port numbers and/or port ranges separated by o

Pass returned from ICMP emor messages from destin

Now the port should show under your services

L | || g meteon TCP/UDP 999
a nfs-all TCPR/UDP 2049
? ori-en O nfs-tcp TCP 2049
- § System @ nfs-udp uDP 2049
E‘ LJ- fﬁ- nntp TCP 119
- [ Address Book O ntp TCP/UDP 123
----ﬁALG T& ping-inbound ICMP Echo Request
..... 1;_ a ping-outbound ICMP Echo Reguest
.? IP Pools a pop3 TCR 110
----- S geotsess  TcR saso
-3, Schedules - pptp-ctl TCp 1723
_____ @ Authentication Objects a PP‘t.P-SUIte Group gre-encap, pptp-ctl
R fﬁ- radius (]s]= igiz

Do the same as above to add the other custom ports. Now we need to open the port and point it to
the server. Remember that the SAT rule must be set up 1%, then the Allow rule.

SAT RULE:
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w1 Home | & Configuration « T Tools»  #§ Status»  *& Maint

= DFL-800
| & System

; 4§ lan_to_wan1 el
i - Py 2 § pina_fw
= Interfaces

o B e [ VR A

IP Rule

|Generall - LogsSettings | NAT | SAT | SATSLB | Muttiplex SAT |

# ] General

e GaRISASOSAT
Action: i w
Service: ﬁ w

Schedule: |[Nune]

4

# ] Address Filter

Specify source interface and source network, together with destination interface and destination n

Source Destination

Interface: i .vl - .vl
Hetwork - .V] i .V]

IP Rule

General | LogSettings [  NAT| [SAT < SATSLB | Mutiplex SAT

# | General

Translate the
™ Source |P Address
i@ Destination IF Address

To:

.
MNew Port: tl (] This value may enly be applied on TCP

All-to-Cne Mapping: rewrite all destination IPs to a single IP
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ALLOW RULE:

i IP Rule

~ |Generall ~ LogSettings | NAT | SAT | SATSLB | Muliplex SAT |

# ] General

Name:

sz
Seie S v

Schedule: |[N one) &

Action:

# ] Address Filter

Source Destination

Sl B B
Network all-nes v il v

- |
(o |

Then it should look something like this:

Specify source interface and source network, together with destination interface and destination network. All param

4 lan_to_van1
a ping_fw mAHuw [lan E [annet [l core E lan_ip

(E), Right-click on  row for further options.

Now all you need to do is to set the other ports up the same way. Remember, 1* the SAT rule then

the allow rule. When you are done with all the ports it should look something like this.
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B . Allow 12 any Q all-nets 15 care E wan_ip all_icmp
El Frdsat 1 P Ll saT 1 any ‘E] all-nets 1% core ﬁ wan_ip rdp

10 g fwdzllow rdp Allow 1 any Q all-nets 15 care Fj wan_ip rdp

131 g fwdsat pop3 | '.':‘_4 SAT 1 any ‘E] all-nets 1% core ﬁ wan_ip pop3
12 fwdallow pop3 Allow 1 any Q all-nets 15 care Fj wan_ip pap3
13 B fwdsat smtp | '.':‘_4 SAT 1 any ‘E] all-nets 1% core ﬁ wan_ip smtp
14 : fedzllow_smtp Allow 1 any Q all-nets 15 care Fj wan_ip smtp
i5 “Fudsat_imap '.':‘_4 SAT 1 any ‘E] all-nets 1% core ﬁ wan_ip imap
16 ¢ fwdallow_imap Allow 1 any Q all-nets 15 care Fj wan_ip imap
17 B fwdsat webmail '.':‘_4 SAT 1 any ‘E] all-nets 1% core ﬁ wan_ip webmail
18 ¢ fwdallow webmail Allow 1 any Q all-nets 15 care Fﬂ wan_ip webmail

And that is it, you're done.
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