The example of VLAN routing on DFL series

This scenario is VLAN2 has a PC client and VLAN 3 has a PC client, and they can reach both
sides.

DFL-210 Firmware Version 2.27.05.35-17110
DGS-1500-20 Firmware Version 1.10.001
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[DFL-210]

1. Objects->Address Book->Add->
®OVLAN2 192.168.2.0/24
@VLAN3 192.168.3.0/24

QVLAN_1_2 3 lannet, vlan2, vlan3

-5 lan1 2 3

o

An |P4 Address Group is used for combining several IP4 Address objects for simplifie

General User Authentication
#/ General
Manne: lani_z_3

Growp members
Available

all-nets
dmz_ip
dmznet
lan_ip
wan_br
wan_dns1
wan_dns2
wan_gw
wan_ip

2. System ->DHCP Servers -> Add->
DHCP server

~ % DHCP Servers

Add, remove and configure the DHCP servers in the system.

Ij Add - y'/ Advanced Settings

m

M
M

#w Name Interface Relayer Filter
1 % DHCPserver L3 vianz - 0.0.0.0/0
2 % DHCPserveri L3I VLANS 2 0.0.0.0/0

% DHCPserver

A DHCP Server determines 3 s=t of I[P addres

General Options Log Settings
#/ General
Nanne: DHCPserver
Interface Filter: | WLAMNZ
Relay Filter: 0.0.0.0/0
IP Address Pool: | 192.168.2.1-192.1
Metmask: 255.255.255.0 W

DHCP server-> edit this object->Options
Default GW:192.168.2.100
DNS: 8.8.8.8

Selected

+ lannet
+wlan2
+wvlan2

[ Move up ][ Mowve down ]

Netmask Enable logging
255.255.255.0 Yes
255.255.255.0 Yes

IP Address Pool
7 192.168.2.1-192.168.2.10

-

4 192.168.3.1-192.168.3.10

A DHCFP Server determines 3 set of IP addres

~ % DHCPservert

General Options Log Settings
#/ General
Name: DHCPserverl
Interface Filter:  [WVLANZ3 L
Relzy Filter: 0.0.0.0/0 £
|P Address Pool: [192.168.3.1-192.1 »
Netmask: 255.255.255.0 W

DHCP serverl->edit this object-> Options
Default GW:192.168.3.100
DNS: 8.8.8.8



3. Interfaces-> Interface Groups->Add-> General

ﬁ VLANGROUP

Use an interfaos group to combine several interfaces for a simplified security po

General

#/ General

Name: VLANGROUP

|:| Security/Transport Equivalent

#/ Interfaces
Available Selected
core lan
dmz WLANZ
wan VLANZ

4. |nterfaces->VLAN->Add-> General

Us= 3 VLAN to define a virtual interface co

General Advanced
#/ General
Mame: WLANT
Interface: lan -
WVILAN IDx: =z

# | Address Settings

|F address: 192.168.2.100 L
Network: 192.168.2.0/24 w
Default Gateway: | [Mone) w

5. Rules-> IP Rules->Add
test

An |P rule specifies what sction to perform on network traffic tha

General Log Settings NAT SAT Muttiph
#/ General
Namae: test
Action: Forward fast w
Sarvips: all_icmp

Schedule: | (None)

#/ Address Filter

Specify source interface and source network, together with destinstion
Interface MNetwork

Source: WLANZ w |lan1_2_3

Destination: |VLAN3 w [lani_2_3

1551 VLAN3

Use a WLAN to define 3 virtual interface oo

General Advanced
#/ General
Mame: WLAME
Interface: lan w
WLAN ID: 3

#/ Address Settings

|P addres=: 192.168.3.100 "
Network: 192,168.2.0/24 -
Diefault Gateway: |[Mong) -

test2

An IP rule specifies what action to perform on network traffic tha

General Log Settings NAT SAT Multipl
2/ General
Name: test2
Action: Forward fast w
Bearvice: all_icmp
Schedule: | [Mone) w

i/ Address Filter

Specify sowrce interface and source network, together with destination

Interface Network
Source: WLANZ + |lani_2_3
Destination: |WLANZ + |lani_2_3


https://192.168.1.1/?Page=Node&OBJ=/Interfaces
https://192.168.1.1/?Page=Node&OBJ=/Interfaces

6. Rules->IP Rules->lan_to_wan->Add
g b to van

[ aady [y Edit this object

1 § drop_smb-=ll @ prop 4 lan S lannet 3 wan S all-nets @ smb-all

2 g allow_ping-outbound m NAT Ej VLANGROUP o lan1_2 3 3 van 9 all-nets a ping-outbound

3 3 allow_ftp-passthrough_av m NAT Eﬂ VLANGROUP ga..g lani_2_3 &3 van Q all-nets “ ftp-passthrough-a
4 § allow standard N nar & viangroup iy lan1_2 3 3 wan & all-nets @ all_tcpudp

[DGS-1500-20]
6.System->System Settings

_

@ Staic ) DHCP () BOOTP

Interface Mame |S].rstem |
YLAN Name |default |
Interface Admin State Enabled -
IP Address [192.188.1.2 |
Netmask 8 (255.0.0.0) -
Gateway [192.168.1.1 |

7.VLAN ->802.1Q VLAN

AsymmetricVLAN [Example] () Enabled © Disabled

Total static VLAN entries: 3

I Maximum 4094 entries.

'»'L**H Name Advertisement
Disabled 01,0420

-—————m
Disabled

8. VID1 Settings -> Port 1 Untagged - Port 2 & 3 Not Member

YiD 1

WLAN Mame default |
Advertisement " Enabled @ Disabled
# Maximum 20 characters.

01 Jo2 |03 o+ |
@ E! E! @

Forbidden @E}@@




9. VID2 Settings -> Port 1 Tagged, Port 2 Untagged

VID Settings

VID 2

VLAN Name [VLANZ

Advertisement Enabled @ Disabled

# Maximum 20 characters.

| Pot [SelectAll _[01 02 103 04 |

Intagged All @

Tagged All a

Forbidden Al

Mot Member All Q a

10. VID3 Settings -> Port 1 Tagged, port 3 Untagged

VID Settings

VID 3

VLAN Name \ian3

Advertisement Enabled @ Disabled

# Maximum 20 characters.

ot |SelectAl o1 _[02 [03 ]o4 |

ntagged All @

Tagged All )

Forbidden Al

Mot Member All o @

[TEST]
Both of VLAN PCs can ping each other.

Administrator: Windows Command Processor l 8 ‘ﬂ]ﬂ_ﬁj

Microsoft Windows [Uersion 6.1.76011
Copyright (c)> 2009 Microsoft Corporation. All rights reserved.

C:\Windows\System32>ping 192.168.3.1 -t

inging 192.168.3.1 with 32 bhytes of data:
from 192.168.3.1: bytes=32 time=2ms TTL=127
from 192.168.3.1: bytes=32 time=1ms TTL=127
from 192.168.3.1: bhytes=32 time=1ms TTL=127
from 192.168.3.1: bhytes=32 time=1ms TTL=127
from bytes=32 time=1ms TTL=127
from bytes=32 time=1ms TTL=127
from bytes=32 time=1ms TTL=127
from bytes=32 time=1ms TTL=127
from bhytes=32 time=1ms TTL=127
from bytes=32 time=1ms TTL=127
from bytes=32 time=1ms TTL=127
from bytes=32 time=1ms TTL=127
from bhytes=32 time=1ms TTL=127
from bytes=32 time=1ms TTL=127
from bhytes=32 time=1ms TTL=127
from bytes=32 time=1ms TTL=127
from bytes=32 time=1ms TTL=127
from bytes=32 time=1ms TTL=127
from bytes=32 time=1ms TTL=127




B Administrater: Windows Command Processor C=araa X

Microsoft Windows [Uersion 6.1.76811
Copyright <c2> 2BA? Microsoft Corporation. All rights reserved.

C=Windows~System32>ping 122.168_.2.1 —t

Pinging 192_168.2_.1 with 32 bytes of data:

Reply from 192_168.2.1: hytes=32 time=2ms TTL=127
Reply from : hytes=32 time=1ms TTL=127
Reply from hytes=32 time=1ims TTL=127
Reply from hytes=32 time=1ms TTL=127
Reply from hytes=32 time=1ms TTL=127
Reply from hytes=32 time=1ms TTL=127
Reply from hytes=32 time=1ms TTL=127
Reply from . hytes=32 time=1ims TTL=127
Reply from . hytes=32 time=1ms TTL=127
Reply from hytes=32 time=1ms TTL=127
Reply from hytes=32 time=1ms TTL=127
Reply from hytes=32 time=1ims TTL=127

—

END



