How do | configure an 1PSec LAN-to-LAN tunnel
between ’g o _locations (Office A and Office B)?

Note: This FAQ will demonstrate setting up a Lan-to-Lan IPSec VPN tunnel between
firewall A and B.

In this example:

Firewall A is on 192.168.1.0/24 network
Firewall B is on 192.168.2.0/24 network

Configuration of Firewall A

Step 1: Open your web browser and type in the IP address of the Firewall
(192.168.1.1 by default). Enter the username (admin by default) and password
(admin by default), and then click OK.

Step 2: Click the plus sign next to Objects and select Address Book.

Step 3: Click Add and select Address Folder from the dropdown menu.
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Step 4: Enter a name for the folder and click OK.
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Step 5: Click Add and select 1P address from the dropdown menu and configure as
followed:

Name: enter a name as desired (remote_net in this example)

IP Address: enter the remote subnet of the remote firewall (192.168.2.0/24
in this example)

Click OK.
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Step 6: Click Add and select IP address from the dropdown menu and configure as
followed:

¢ Name: enter a name as desired (remote_gateway in this example)
e |IP Address: enter the gateway of the remote location

Click OK.
ﬁ IP address
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# ] Comments ]

Comments:

|_ Ok H Cancel

Step 7: Click on Authentication Objects, click on Add and select Pre-shared key
from the dropdown menu to add a Pre-shared key.
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Step 8: Configure the Pre-shared key as followed:

e Name: enter a name as desired (IPSec_psk in this example)
Passphrase

e Shared Secret: enter a desired key
e Confirm Secret: re-enter the key

Click OK.
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Hamse: 1PSec_psk

@ | Shared Secret

(# Paszphrasze

Shared Secret:

Confirm Sacrt | aeee

{7 Hexadecimal Key
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[£] Since regqularwards and phrazes are wilnerable (o dictionany attades, do not use them as shared secrats.

Step 9: Click the plus sign next to Interfaces and select IPsec. Click Add and
select IPsec Tunnel from the dropdown menu.
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Manage the IPsectunnel intefaces used for establi:

Step 10: Configure the IPsec Tunnel as followed:

Name: enter a name as desired (ipsec_tunnel in this example)
Local Network: lannet

Remote Network: remote_net (created in step 5)

Remote Endpoint: remote_gateway (created in step 6)
Encapsulation Mode: Tunnel

IKE Algorithms: High

IKE Life Time: 28800 secs

IPsec Algorithms: High

IPsec Life Time: 3600 secs
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Step 11: Click on the Authentication tab and select the pre-shared key (created in
step 8) from the Pre-Shared Key dropdown menu.
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Root Cerificates:

Gateway Cerificate: f w
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(* Pre-chared Key
FPre-shared Key:

Step 12: Click on the Routing tab and check the box labeled Dynamically add
route to the remote network when a tunnel is established.

:;j IPsec Tunnel
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&/ Automatic Rouwting
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# ] Packet Sizes

Specify the size atwhich to fragment plaintext packets (rather than fragmenting [Pz
Flaintext MTLU: 1424

4] IP Addresses

IF address to use assource [P of the tunnel
(v Automatically pick the address of a local interfface that corresponds to the local net
(" Specify address manualhy:

IF Address: w



Step 13: Click on the Keep-alive tab and select Auto.

Click OK.
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‘. IPsec Tunnel

General | Authertication | Extended ALthentication (XAuth) | Routing | IKE Settings Lovanced

# | Keep-alive

IPsec keep-alives makes sure that an IPsec tunnel stays established at all times by continuously sending ICMP pings through t
establishing it if necessany. Mote that this will only wode on LAN to LAM tunnels, i.e. where the remote gateway is a single IP a
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! Manually configured IP addresses

Source [P Address:

Cestination IP Address:

Step 14: Click the plus sign next to Rules and select 1P Rules. Click Add and select
IP Rule Folder.
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Step 15: Enter a name for the folder and click OK.

g 1P Rule Folder

& General

.’—g An IF Rule folder can be used to group IF Rules into logical groups for betler owerview and simplified management.
|

Mama ipsec_rules

4| Comments

Comments:

|

Step 16: Click Add and select 1P Rule. Configure the IP Rule as followed:

¢ Name: enter a name as desired
e Action: Allow
e Service: all_services



e Schedule: None
e Source interface: lan
e Source network: lannet
¢ Destination interface: ipsec_tunnel (created in step 10)
o Destination network: remote_net (created in step 5)
Click OK.
§ IPRule

General — Log Seftings [ MAT | SAT | ZAT Server Load Balancing
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# ] Address Filter
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Soyron Casdination
Interface: lan W ipsec_tunnel ¥
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Step 17: Click Add and select 1P Rule. Configure the IP Rule as followed:

Name: enter a name as desired

Action: Allow

Service: all_services

Schedule: None

Source interface: ipsec_tunnel (created in step 10)
Source network: remote_net (created in step 5)
Destination interface: lan

Destination network: lannet

Click OK.
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Action: Allow
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# ] Comments

Step 18: Click Add and select IP Rule. Configure the IP Rule as followed:

Name: enter a name as desired

Action: Allow

Service: ping-outbound

Schedule: None

Source interface: lan

Source network: lannet

Destination interface: ipsec_tunnel (created in step 10)
Destination network: remote_net (created in step 5)

Click OK.
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Mame: Ping_Cuthound
Action: Allaw
Senice: ping-outbound w

Schedule: (Mane)

| Address Filter

v, Specify zource interface and source netwo, together with destination interfface and destination netwomk. .
= the rule to match.

Source Lestination
Interface: lan v ipsec_tunnel w
N etwod: lannet “ rerote_net

Step 19: Click Add and select IP Rule. Configure the IP Rule as followed:

Name: enter a name as desired

Action: Allow

Service: ping-outbound

Schedule: None

Source interface: ipsec_tunnel (created in step 10)
Source network: remote_net (created in step 5)
Destination interface: lan

Destination network: lannet

Click OK.
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# ) General

g An [P rule specifies what action to perfarm on networ traffic that matches the specified filter criteria.

Mame: ping _outbound
Action: Allaw
Service: ping-outbound

Schedule: (Mone)

# ) Address Filter

ﬁ : Specify source inteface and source netwods, togetherwith destination interface and destination netwo

*:1‘ “= the rule to match.

Source [estination
Interface: ipsec_tunnel w lan w

H etuo remote_net LT lannet LT

Step 20: Click Configuration and select Save and Activate. Click OK to activate
changes.
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Configuration of Firewall B

Step 1: Open your web browser and type in the IP address of the Firewall
(192.168.1.1 by default). Enter the username (admin by default) and password
(admin by default), and then click OK.

Step 2: Click the plus sign next to Objects and select Address Book.

Step 3: Click Add and select Address Folder from the dropdown menu.

D-Link

Building Networks for People

wHome = @ Configuration+ | Tools= % Status = ™% Maintenance
,_‘_ CFL-800 L\_‘*—d‘]'l' hddl'ﬂSE BDDI'(
[+~ g» System =
= Objects | : ___.] The Addresz Book contains symbolic names for varous bypes of addn
(=14, Address Book L=
gl Interfacesddresses
faLc
@ Services L3 Add v
i7, Schedules | Address faldar | .
E’;‘(ALﬂhentica‘tiun Objects @;ﬂme el address [ Address ¥ User Auth Groups =
{4 WPN Objects 144 Ethemet address group 0.0.0.0/0
| § Rules = IP address
E-|ghintertaces i P4 group |
[#-| & Rouing
+-| g IDF FIPS
[ g User Authentication =
-5 Traftic Management
[#-| @ FoneDetfense

Step 4: Enter a name for the folder and click OK.
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Step 5: Click Add and select 1P address from the dropdown menu and configure as
followed:

e Name: enter a name as desired (remote_net in this example)
IP Address: enter the remote subnet of the remote firewall (192.168.1.0/24
in this example)

Click OK.

'v_% IP address
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& | General 191
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e

Hama: remate_net
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*172.16.25.10-172.16.25 50"

& | Comments 5

Comments:
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Step 6: Click Add and select IP address from the dropdown menu and configure as
followed:

e Name: enter a name as desired (remote_gateway in this example)
e |IP Address: enter the gateway of the remote location



Click OK.

- IP address
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{a Use an IP4 Address item to define & name for 4 specific IP9 hod, nebaot or range.
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Comments:
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Step 7: Click on Authentication Objects, click on Add and select Pre-shared key
from the dropdown menu to add a Pre-shared key.
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Step 8: Configure the Pre-shared key as followed:



¢ Name: enter a name as desired (IPSec_psk in this example)

Passphrase
e Shared Secret: enter a desired key
e Confirm Secret: re-enter the key

Click OK.

/, Pre-shared key

& ] General

x::{;} P Sk (Pre-Sharmed Key) authentication is based on a shared secret that izknown onby by the padies imvobred.

Hame: IPSac_psk

% | Shared Secret

(# Paszphrase

Shared Secret. | iie

Confirm Sacretl | eeee

Hexadecimal Key

F assphrase

[G: nerate Random Key i

(£] Since reqularwords and phiazes are vulnerable to dictionary attade, do not uze them as shared secrats.

Step 9: Click the plus sign next to Interfaces and select IPsec. Click Add and
select IPsec Tunnel from the dropdown menu.
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Manage the IPsectunnel intefaces used for establi:

Step 10: Configure the IPsec Tunnel as followed:

Name: enter a name as desired (ipsec_tunnel in this example)
Local Network: lannet

Remote Network: remote_net (created in step 5)

Remote Endpoint: remote_gateway (created in step 6)
Encapsulation Mode: Tunnel

IKE Algorithms: High

IKE Life Time: 28800 secs

IPsec Algorithms: High

IPsec Life Time: 3600 secs
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Hame: ipsec_tunnel
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Remote Metwar: remote_net w

Remote Endpoint: remote_gateway w
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IKE Life Time Zme0n seconds
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IPsec Life Time 2500 saconds
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Step 11: Click on the Authentication tab and select the pre-shared key (created in
step 8) from the Pre-Shared Key dropdown menu.
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Gereral || authentication | Extended Authentication (XAuth) | Routing | ME Settings | Heep-alive

# ] Authentication

(" X809 Cetificate
Root Cerificates:

Gateway Cerificate: f w

ldentification List: f w

(* Pre-chared Key
FPre-shared Key:

Step 12: Click on the Routing tab and check the box labeled Dynamically add
route to the remote network when a tunnel is established.
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4] IP Addresses

IF address to use assource [P of the tunnel
(v Automatically pick the address of a local interfface that corresponds to the local net
(" Specify address manualhy:

IF Address: w



Step 13: Click on the Keep-alive tab and select Auto.

Click OK.
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‘. IPsec Tunnel

General | Authertication | Extended ALthentication (XAuth) | Routing | IKE Settings Lovanced

# | Keep-alive

IPsec keep-alives makes sure that an IPsec tunnel stays established at all times by continuously sending ICMP pings through t
establishing it if necessany. Mote that this will only wode on LAN to LAM tunnels, i.e. where the remote gateway is a single IP a
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! Manually configured IP addresses

Source [P Address:

Cestination IP Address:

Step 14: Click the plus sign next to Rules and select 1P Rules. Click Add and select
IP Rule Folder.
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Step 15: Enter a name for the folder and click OK.

g 1P Rule Folder

& General

.’—g An IF Rule folder can be used to group IF Rules into logical groups for betler owerview and simplified management.
|

Mama ipsec_rules

4| Comments

Comments:

|

Step 16: Click Add and select 1P Rule. Configure the IP Rule as followed:

¢ Name: enter a name as desired
e Action: Allow
e Service: all_services



e Schedule: None
e Source interface: lan
e Source network: lannet
¢ Destination interface: ipsec_tunnel (created in step 10)
o Destination network: remote_net (created in step 5)
Click OK.
§ IPRule

General — Log Seftings [ MAT | SAT | ZAT Server Load Balancing

# ] General

g An P wle specifias what action to pedorm on nebwodk fraffic that matchas the spacified filtar critaria

Hame: Allow_Standard

Action; Allgw '
Fendice: all_zervices L
Schedule: [Mone) W

# ] Address Filter

b= Specify soutce interface and souroe et f, together with destination interface and destination nebwof. All parameters have
== the nle to match.

Soyron Casdination
Interface: lan W ipsec_tunnel ¥
Nebuorc lannet a ramota_nat L

Step 17: Click Add and select 1P Rule. Configure the IP Rule as followed:

Name: enter a name as desired

Action: Allow

Service: all_services

Schedule: None

Source interface: ipsec_tunnel (created in step 10)
Source network: remote_net (created in step 5)
Destination interface: lan

Destination network: lannet

Click OK.
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# | General

g An P rula specifies what action to perform on nehuodk traffic that matches tha specified filker criteria

Hame: allow_standard
Action: Allow

Senice: all_services

Sehadule!  {Mone) w

# | Address Fifter

L. Specify source interface and source nebwod, together with destination interface and destination nebuods, All parameters haw
= = the rula to match,

Source Drastination
Interface: ipsac_tunnal W lan W
Hetwodk: remote_nat w lannet e

# ] Comments

Step 18: Click Add and select IP Rule. Configure the IP Rule as followed:

Name: enter a name as desired

Action: Allow

Service: ping-outbound

Schedule: None

Source interface: lan

Source network: lannet

Destination interface: ipsec_tunnel (created in step 10)
Destination network: remote_net (created in step 5)

Click OK.
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General - Log Settings | MAT AT | 'SAT Server Losd Balancing

# | General

g An IP rule specifies what action to pedform on netwod traffic that matches the specified filter criteria.

Mame: Ping_Cuthound
Action: Allaw
Senice: ping-outbound w

Schedule: (Mane)

| Address Filter

v, Specify zource interface and source netwo, together with destination interfface and destination netwomk. .
= the rule to match.

Source Lestination
Interface: lan v ipsec_tunnel w
N etwod: lannet “ rerote_net

Step 19: Click Add and select IP Rule. Configure the IP Rule as followed:

Name: enter a name as desired

Action: Allow

Service: ping-outbound

Schedule: None

Source interface: ipsec_tunnel (created in step 10)
Source network: remote_net (created in step 5)
Destination interface: lan

Destination network: lannet

Click OK.
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# ) General

g An [P rule specifies what action to perfarm on networ traffic that matches the specified filter criteria.

Mame: ping _outbound
Action: Allaw
Service: ping-outbound

Schedule: (Mone)

# ) Address Filter

-r"_J : Specify source inteface and source netwods, togetherwith destination interface and destination netwo

*-:,19 “= the rule to match.

Source [estination
Interface: ipsec_tunnel w lan w
H etuo remote_net LT lannet LT

Step 20: Click Configuration and select Save and Activate. Click OK to activate
changes.
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