DFL-210, DFL-800, DFL-1600

How To Setup IPSec VPN
Between D-Link Net Defend Client And The Firewall.

This setup example uses the following network settings:

192.168.10.254

Modem/Router
with WPN passthrough

WAN Interface: W NETDEFEND

202.129.109.84

DFL-210/800/1600

LAN Interface:
192.168.1.1

IP Address; 192.168.10.115
Subnet Mask: 255,255.255.0
Default Gateway; 192.168.10.254

LAN
192.168.1.0/24
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Firewall Setup

Step 1. Log into the Firewall by opening Internet Explorer and typing the LAN address of the Firewall. In our example we
are using the default 192.168.1.1. Enter Username and Password which you specified during the initial setup of the

Firewall.

Step 2. Go to Objects > VPN Objects > Pre-Shared Keys. Click on Add and select Pre-Shared Key.

D-Link

Building Networks for People

¥ Home B Configuration =

¥ DFL-210
® OSys“em
Bl Objects
(¥ Adcress Book
[ 2ppication Layer Gatewarys
T services
“—{’-} Schedule Profiles
& 509 Certificates
E- g WPN Objects
' Pre-Shared Keys
“JLDAP Servers
&0 Lists
A\ KE Algorithms
& Psec Algorthms
|- § Rules
- g Interfaces
- 23 Routing
|- @0 f10P
1| g User Authentication
[ 7 Traffic Shaping

i Tools =

®@Help

2 Logout

‘A Pre-Shared Keys

R Add, ramove and modify Pre-Shared Kays, which are used for IPSes authentisation purpuses.

) Add -

]B- Pra-Shared Key
L L

Commants ¥

(L Right-click on a rosstor furthar options,

Enter the Pre-Shared Key settings for your VPN tunnel.

Under Name type “Pre-Shared-Key”.
Under Shared Secret select the type

of key you want to use and type in the key. In our example we are using ASCII key

(passphrase). Note that you will need to use exactly the same key when setting up the VPN Client. Click OK when done.

D-Link

Building Networks for People

¥ Home & Configuration >  Jf Tools = W Status = 2 Logout @Help
T ‘A Untitled
2] OSyﬂem
Bl Objects &) General 5
[ Address Book
[.Applicalion et a PSK (Pre-Shared Key) authentication is based on a shared secret that is known only by the parties inwolved.
TR Services
=
¥ Schedule Profiles Name: Pre-Shared-Key
& % 509 Certificates
E- [ ¥PN Objects & Shared Secret 5
T Pre-Shared Keys
FILDAP Servers
GD s (¥ Passphrase
[}
CAKE Agorthms Shared Secret i ases
{8 Psec Aigorithms
@4 Rules Confim Sectet | e
[#- g Irtertaces
B 25 Routing ™ Hexadecimal Key
- g I0S F1DP
- [ User Authertication faamhizie
[ |7 Traffic Shaping Generate Random Key
(L] Since regular words and phrases are vulnerable to dictionary attadks, do not use them as shared secrets.
@] Comments 5
Comments  Pre-chared key for VPN connection
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Step 3. Go to Interfaces > IPSec Tunnels. Click on Add and select IPSec Tunnel.

D-Link

Enter your IPSec tunnel settings.
Under Name enter “IPSec-tunnel”.

Building Networks for People

wHome = & Configuration =

o DFL-210

& ) system

B0 Objects

- Ruses

- gy Interfaces
I8 Ethernat
W) VLAN
) Psec Tunneis
il PPPOE Tunneis
W2 L2TPRPTP Servers
P L2TRRPTP Clients
W@ Intertace Groups
& ARP Takie

- 3 Routing

| DS /1P

(- User Authertication

B~} Traffic Shaping

Il Tools» @ Status »

. :j IPsec Tunnels

= Logged in &s administrator

admin - 152.168.1.2

Blogout  (Drelp

£ Manage the IPsactunnal
¥

qyssdws
| ) 1Psec Tunnel |
# ¥ HName ™ LocalRetwork =

| used for

to and from this system.

- -

(L] Right-click on a rows for furthar options,
# Modity advanced settings

Under Local Network select “lannet” (this is the private network on this side of the VPN tunnel).
Under Remote Network select “all-nets”.

Encapsulation Mode should be set to Tunnel.
Under Algorithms select the desired algorithms and IKE/IPSec lifetime. In our example we are using “Medium” settings.
You can modify or add your own set of security algorithms under Objects > VPN Objects > IKE Algorithms and IPSec

Algorithms.

D-Link

Building Networks for People

@ Home B Configuration -

¥ DFL-210

o Syatem

-l Objects
g Rules

[l ]

)
H
H
-]

m

\3 IPsec Tunnels
?PPPOE Tunnels

W L2ZTPPRTR Servers
@ L2TPPRTR Clierts
‘Interface Froups
@ LRP Table

| g Routing

L@ IDE DR

| g User Authertication

L Tratfic Shaping

[E= s W ]
2 R R ER )

-£| ipsec-tunnel

= administrator
min - 192 2

General  Authentication | Exdended Authertication (XAuth) | Routing | TKE Settings | Keep-alive |"Advanced |

# General ]
ﬁ An IPsectunnel item is used to define IPsec endpoint and will appear as a logical interface in the system.
t
Hame: ipsec-tunnel
Local Nebwok: lannet
Remote Hetuor: all-nets
Remote Endpoint  [(None)
Encapsulation Mode: Tynnel
# Algorithms n
IKE Algorithms: Mediurm
IKE Life Time 2gg0n | seconds
IPsec Algorithms: Mediurn
IPsec Life Time 3600 | secends
IPsec Life Time o/ kilebytes
#] Comments L
Comments:
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Click on Authentication tab. Make sure the Pre-Shared Key option is enabled. Select the “Pre-Shared-Key” in the
dropdown menu (see Step 2).

D-Link

Building Networks for People

G Home iguration = [ T

-ﬁ ipsec-tunnel

4 DFL-210
voS\,fstem — — . : 2
- ~ General ! Authertication © Extended Authentication (Auth)  Routing | IKE Settings | Keep-alive | Advanced
|| Ohjects r l/ r I/ l
“$ Rules #7 Authentication )]
- g Irterfaces
""" B Ethernet (™ X509 Certificate
""" BEYYLAN Root Certificate(s):

._2] IPzec Tunnels
w FPFoE Tunnels
g L2TRPPTP Servers
g L2TPPPTP Clients
----- ‘Irrterface Groups

3 ateway Cerificate:

----- & AR Tabls
¥/ o Raouting |dentification List:
[]'"_‘IDS /1P (% Pre-Shared Key
[/ g User Authertication Pre-Shared Key: IPSec-key v
B Traffic Shaping
[ (1.4 ] [ Cancel ]
Page 4 of 17
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Click on Routing tab. Under Automatic Routing, tick the “Dynamically add route to the remote network when a tunnel is
established” option.

D-Link

Building Networks for People

o Home [ figuration « T

]

2 orL210 7] ipsec-tunnel
I:I--°System — = | ; " .

’ General ]”AMhermcatlon }’E)dended Authentication (X&uth) * Routing 7 IKE Settings }’Keep-alwe }”Advanced ]
[T Ohjects
[ _§ Rules 47 Autematic Routing ]
=l gg Interfaces . |

I:‘ Allowy DHCP over IPzec from single-host clients
----- W8 Ethernet . ) )
Dynamically add route to the remote netwos when a tunnel is establizshed
""" ) LAN
- ) IPsec Tunnel
) Psec Tunnels ] Packet Sizes ]
----- §# PPPoE Tunnels
Specify the size at which to fragment plaintext packets (rather than fragmenting 1Psec).
----- L2ZTPPPTP Servers . .
Flaintext TLU: 1424

----- @ L2TRPPTP Clients

----- ‘Irrterface Groups

..... & 4RF Table # ] IP Addresses ]
- _gj‘Routing IP address to use azsource |P of the tunnel
[]"'_‘IDS 1IDFP (* putomatically pickthe address of 2 local interface that comesponds to the local net
| gl User Authertication 7 Specify address manually:
B[ Traffic Shaping IP Address: v

(o] 4 ][ Cancel ]

Go into the IKE Settings tab. Under the Perfect Forward Secrecy make sure PFS is selected.

D-Link

Building Networks for People

« Horme figuration » = §7 Tools » | & tus Blogout  (DHelp
“Y ipsec-tunnel

¥ DFL-210 i) 1P
[]—-OS\;sdem — r— — h -

y General ]’.&.uthermcatu:n }’Extended Authentication (XALth) ]’Rc-uhng IKE Settings | Keep-alive }’Advanced ]
] Ohjects
-8 Rules 47 IKE “
| g Intert

Ay MMErtaces (* Main DH Group

8 Ethernet (™ Aggressive 2 -

) YLAN

\Z)j |IPzec Tunnels

- 4lf PPPOE Tunnels #  Perfect Forward Secrecy 51

g L2TPIPPTP Servers PFS DH Group

-4l L2TRPPTP Clierts PFS v 2 v

Wy Intertace Groups

P ARF Table 47 Security Association 51
B | Routing P P

* PerHet Per Haost

- & D=/ IDP B B
- | g L Authenticat -

E Ser_ " .'C on # J Compatibility Flags ﬁ
-1 Traffic Shaping

I:‘ Lo notwerify padding

& NAT Traversal ]

i o
(* Onifsupported and HATed
" On if supported

[ K ] [ Cancel
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Last go into the Advanced tab and deselect the “Add route for remote network” option. Click on the OK button.

D-Link

Building Networks for People

« Horme nfiguration = §f Tools = 7 & tus B Logout
R DFLZ10 *’:ﬁ ipsec-tunnel
[:I--oSystem — — - - —

’ General I/Authermcatmn ]"Extended Authertication (XAuth) I/Routlng ]"IKE Settings I/Keep-alwe Advancedd
[T Objects
B g Rules 4 Automatic Route Creation 4
- gy Interfaces

..... - Etheiget Automatically add route for remote netaod.

..... ) VLAN

""" \3 IPzec Tunnels [] Add route for remote netwonk

----- & PPPCE Tunnels

----- L2ZTR/PPTP Servers Route Metric: 30

""" & L2TPPPTP Clisnts
----- ‘Irrterface Groups
----- QARP Tahle [ (1.4 ] [ Cancel ]
- | 4 Routing

t- @ I0% fIDP

- | g User Authertication
H- |7 Traffic Shaping

If the WAN port of the firewall is set with PPPoE authentication, change the Route Metric for the IPSec Tunnel to 80.

General | Authentication | Extended Authertication (XAuth) | Routing | IKE Seftings | Keep-alive ' Advanced

#/ Automatic Route Creation L]

Automatically add route for remote network.
[:l Add route for remote nebwork

Route Metric: 20

[ ok [ cancel |
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Step 4. Go to Interface > Interface Groups, Click on Add and then Interface Group.

D-Link

Building Networks for People

¥ Home - figuration «

¥ DFL-210

o System

J Objects

_# Rules

£l g Interfaces

il Ethernet

- ) YLAN

3 IPzec Tunnels
a PPFoOE Tunnels

- g LZTPFRTP Servers
@l L2TRPPTF Clients
- W Interface Groups
- RP Table

| g Routing

- A C=/1DR

- g User Authentication
|7 Tratfic Shaping

o T e OO e OO

‘ Interface Groups

‘ Use interface groupsto combine several interfaces for zimplified policy management.

0 Add -

Interface Group

# - Name * Members * Cormments ¥

@l Right-click on a row for futher options.

Create a group which has your IPSec tunnel and your LAN.

Under Name type IPSec-LAN.

Under Interfaces add “IPSec-tunnel” and “lan” into the Selected field.

Click on the OK button.

D-Link

Building Networks for People

W Home =~ & figuration = = §f Tools» % s Blogout | (DHelp

¥ DFL-210

- system
[T Chjects
-8 Rules

=l g Interfaces
----- W8 Ethernet

- ) IPsec Tunnels

----- &# PPPOE Tunnels

----- L2TR/PPTP Servers
----- G L2TRRPTP Clierts
----- & Interface Groups
----- @ LRP Table

- |3 Routing

]---_‘IDS fIoP

H-| g User Authentication

H |7 Traffic Shaping

[ O IO o IO

‘ ipsec-lan

# ] General [

‘ Use an interface group to combine sewveral interfaces for a simplified security policy.

Name:

ipsec-lan
I:‘ SecurityfTransport Equivalent
# ] Interfaces B
HAurailable Selected
wan lan
dmz ipsec-tunnel
# ] Comments 5
Comments:

[ Ok ][ Cancel ]
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Step 5. Go to Rules > IP Rules. Click on Add and select IP Rule.

D-Link

Building Networks for People

" Home - nfiguration « b ~ @ Status = B Logout @He Ip
3 0FL210 § IPRules
- System [
B Objects IF Rules are used to filter IP-based netwot traffie. In addition. they provide means for addiess transiation aswell as Server Load
E-_g Rules Balancing.
= § P Rules
§ dmz_to_lan QAddr
_§ dmz_to_wan 3 IF Rule 5 5 5 5
ource ource estination estination
#1an_to_dmz § IP Ruls Folder Ackon ™ o 4o o - L, — Interface > Network = ?Mav
:I:ﬂaift;wc::z 0 ' ping_fw Allow a0 3 lannet g core 3 lan_ip i‘ﬂop:u:?lv
wan fo-lan i L§lantovan
o PO o] 2§ lan_to_dmz
R 3§ dmz_to_lan
[°]I 1w Interfaces 4 § drmz_to_wan
(¥ g Routing 5 _§ wan_to_lan
-G0S P & | § wan_to_dmz
[ || User Authentication §
- Traffic Shaging Ll Right-click on a row for further options,

This rule will allow communication between the LAN and the IPSec tunnel.
Under Name type “IPSec-Allow”.

Under Action select “Allow”.

Under Service select “all_services”.

Under Address Filter specify the following:
Source and Destination Interfaces: “ipsec-lan” (this is the group you created in Step 4).
Source and Destination Network: select “all-nets”.

D-Link

Building Networks for People

administrator
M !

« Horme M Configuration~ | §f Tools » = @ Status » B2 Logout
2 DFL210 § ipsec-allow
OSysiem

= General © Log Settings [ MAT [ SAT
I Ohjects

# | General

IF Rules

An P rule specifieswhat action to pedorm on netwods traffic that matches the specified filter criteria.
# dmz_ta_lan

_§ dmz_to_wan

§ lan_to_dmz Name: ipsec-allow
# lan_to_wan Action: Allow 7
# wan_to_dmz :
_s wan_to_lan Senice: all_services R
) Access Schedule:  [Mone) -
| gg Interfaces
Bl | 5 Routing 47 Address Filter
- g I0s HIDP ] ] ] o e
- EUSer suthertication i g:,e;:zts:,::::Vl:ttiﬁ;zic;nf‘:,,sfhu;ii|:et:m:nt'tz;.gEtherWIth destination interface and destination network. All
[ = Traffic Shaping
) Source Destination
Interface: ipsec-lan Ev ipzac-lan
Hetwork: all-nets £ all-nets

# / Comments

Comments:

Click on the OK button when done.
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Step 6. Save the new configuration. In the top menu bar click on Configuration and select “Save and Activate”.

D-Link

Building Networks for People

« Home M Configuration = - ¥ Status Blogout  (DHelp

() Date and Time == s

oes () Date and Time mn, DNS

.,LR&I‘!‘W Management Sat the date, time and fime zone information for this system. Configure the DNS (Domain Hamae System) client sattings.
!ﬂ-Log and Event Recesvers

B ICP Settings »
ko corts 53 Remote Management [} Logand Event Receivers

# 0 Advanced Settings

N i Setup and configure metheds and pemissions for remote Add, remowe and configuie the sarvars that are to receive log
&I Objects managamant of this system. and avant information from this system
& 8 Rules
)
| g intesfaces - .
: s 9
8- gRoutng I3 DHCP Settings Misc. Clients
& gDs fiop % =
Configure the DHCP (Dynamic Host Candral Profacal) elient, = - AT "
| kLI.ser Authenlication satest and falay settings, Miscellaneous nebwok clients for DynDNS and similar services.
B 7 Tratfic Shaping

3’;{; Advanced Settings

Madity advanced settings for this system.

Click on OK to confirm the new settings activation:

. T
- ln =, Logged in oz administrator
admin - 3.1.2

Building Networks for People

¥ Home & Configuration =  §7 Tools = @ Status~

|
pr [ Save Configuration
= ) System
{\gﬂute and Timea
Eons
GhlRemote Managemert
An adminkstiator needs to log in within 130 seconds to verlty the new configuration. Oihessize the unitwill assume that you aceidentally lodied

{0 Loo and Event Receivers yourself out, and rewert to its previous configusation,
+ uDHCP Settings Click hare to adif the configuration werification timeout

¥ isc. Cients
- Advanced Settings
) Objects L_ok TR Cancel |
§ Rules
g Interfaces
sz Routing
| g I0S fIDP
& | User Authenticalion
& A Traific Shaping

? Ase you sure you wank o save the configuration’

m-m-E-m
-t

Wait 15 seconds for the Firewall to apply the new settings.
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NetDefend VPN Client Setup

Step 1. Launch D-Link VPN Client (NetDefend). Select Configuration > Profile Settings.
Click on “New Entry”.

D D Link YPN Client

Conneckion NEEREEEGERRGN Log  Window  Help

Profile Settings Dutzide Line :
Extended Firewall Settings Ii
Cutside Line Prefix

Logon Options ]
Prafile Settings Backup ¥

Profile Settings E|

Available Profiles )
Profile Mames Phote MumberLink Type Configurs

J

DFL-1500 [Modem] <PhoneMumber:

Client o
DFL-210 LAN & wiLAN i
. DFL-300 LAN #WwWLaN
LConnect Disconnect | D- DFL-500 [PPPaE] 4D5L [PPPCE] Duplicate
Satistics: DFL-500 LAN 4 wLaN
; } i DFL-700 [Modem] <Phonehurmber: Delete
Time online: 00:04:52 Timeaout (sec): DFL-700 LAM £ wWLAN
Data (Tx) in KByte: 24,32 Direction: DFL-a0 LAM £ WLAN Help
Data (Rx) in KByte: 24.26 Link Type: DFL-900 LAM / wWLAM
Speed (KBytess): 0,000 Encryption: Dl-804hv [FPPoE] «D5L [PPPoE) T Laneel
Dl-804hy LAN /wiLaN
MR wine 1AM AW/ AN b ak.

Step 2. Enter in a name for the VPN tunnel (e.g. DFL-210). Click on Next.
Assistant for new profile ['5_<|

Connection Name » Iy
Enter the name of the connection - ln

The connection may be given a descriptive name; enter a name in the following figld.

Mame of the connection ;
_DFL-21 0

| Hext | LCancel
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Step 3. Change the communication media to “LAN (over IP)”. Click on Next.

Assistant for new profile f'5_<|

D-Link

Dreterming how the connection to the corporate network, should be established. IF the internet is
to be uzed via modemn, set the communication media to “rmodem’ and then select the
appropriate modem.

Link type [Dial up configuration]
Select the media type of the connection.

Communication media : ||_,-th [over IP] ﬂ
=2 1SDIM

hodem
LAM [over [P
xD5SL [PPPoE]
FFPTF

Ext. Dialer

¢ Back | Mewut | Cancel

Assistant for new profile f'5_<|

WP gateway parameters » ®
To whichYPM gateway should the connection be established D.I‘ln

Enter the DMNS name [i.e. wpnzerver. domain.com) or the afficial IP address (e 212.10.17.29] of
the %FM gateway you want to connect ta.

|Jzing Extended Authentication [<ATH] vou can enter the U semame and Pazsword for the
authentication. If no authentication data are entered they will be requested when establishing the
connechion,

G ateway :
' |202.129.109.54
[ Usze extended authentication [2AUTH)

@ L zernarmne :

Password : Pazzword [Confirmn] :

| |
< Back | Hext | LCancel

Step 4. In the Gateway section enter in the public IP address of the site you are going to connect to (the WAN IP of the
VPN Firewall). Click on Next.
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Step 5. Enter in the Pre-shared key (it should be exactly the same key you entered when configuring the VPN Firewall,
Step 2). Click on Next.

X

D-Link

& zhared secret or pre-shared key iz uzed to encrept the connection; thiz then needs to be
indentically konfigured on both sides [WPM client and WP gateway).

Assistant for new profile

Pre-zhared key
Common secret for data encryption

Enter the appropriate value for the [EE 1D according to the zelected 1D type.

i

Pre-zhared key

Shared secret : Confirm secret ;

EEEE HHHHH

Local identity

|IP Address
o

= Type:

El

¢Back [ Fnsh |

Step 6. Once finished click on the newly created tunnel and then click on the “Configure” button.
In the menu on the left select “IPSec General Setting” and then click on the “Policy editor” button.

Cancel |

Profile Settings

Available Profiles

Profile Mames Phote Murmber/Link, Type

DFL-1500 [t odem] <PhoneMumber: s

DFL-210 ] 3 MHew Entry

DFL-200 LAk & wiLan )

DFL-500 [FPPoE] #D5L [PFPaE) Duplicate

DFL-500 LAN /WwLAN ; -

DFL-700 [Modem] e gueens Profile Settings  DFL-210

DFL-FO0 LAMN /WwiLAN e r— IPSec General Settings

DFL-80 LAN //LAN IPSec General Settings .

DFL-900 LAM 4 wilLAN |dentities Gateway : |2D2.129.1DS_84

DI-2804hy [FPPoE] «D5SL [PPPoE) IP &ddress Assighment -

D1-204ky LAM /LA Remate Metworks Palicies

D182 4w LN 2 an | |Firewall Settings @ IKE policy: | automatic made
IPSec palicy : |automatic mode

Palicy lifetimes ..

Advanced optiohs

Exch. mode : |Main tode

w

PFS group: |N0ne

[ Usze P compression
[ Digable DPD [Dead Peer Detection)

Help |

ok

LCancel |
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Step 7. Click on “IKE Policy” then click on “New Entry”.
Enter in a Name for the new policy, change the Encryption to “Triple DES”, Hash to “SHA” and DH Group to
“DH-Group 2”. Click on OK when done.

NOTE: It would be a good idea to give your policy a name which describes its settings, e.g. “DFL-210 3DES SHA G2".
This may make it easier to see what the settings are later.

IPSec Configuration

- %7 IKE Palicy
1 DI-824vup+ [3DES-SHA-DH2)
%7 DFL-B0 [30ES-SHADHZ]
W7 DFL-900 [3DES-SHA-DHZ2)
W7 DFL-1500 [3DES-SHA-DH2)

1 DFL-300[3DES-SHA-DHZ)
T DFL-500[3DES-SHA-DHZ)
BT test Mame :
T DFL-210
¥T IPSec Palicy Authentication | Ehcryption | Hazh | CH Group |
Prezshared Fey Triple DES SHa DH-Group 2 [1024 Bit]
wtbantication. ! _! Add
Erncrption : |Tri|:||e DES j |
Hagh: |5HA B
DH Group : |DH-Group 2 (1024 Bit)  +|
Help ak. | Cancel ‘
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Step 8. Next highlight “IPSec Policy” and click on “New Entry”.
Enter in a name. Set Transform as “Triple DES”, Authentication as “SHA”. Click OK.

IPSec Configuration

7 DFL-B00[3DES-SHA-DH2)
BT test

W1 DFL-210
--HT IPSec Policy
1 DI-824vup+ [3DES-SHA)

%7 DFL-80 [3DESSHA]
%7 DFL-900 [3DES-5SHA]

>

IPSec Policy

1 DFL-1500 [3DES-S5HA]

1 DFL-300[3DES-SHA) N )

¥T DFS-500 [DES-SHA] M <

g t[?EtL 210 Pratacal | Tranzfarm | Mok

L 2 ESP Triple DES SHA
PBrotocol ; | J Add
Transform |Tri|:n|e DES j |
Authentication : |5H,r.\ ﬂ
Help ‘ ok Cancel ‘
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Step 9. Back on the Profile Settings page, under the Polices section select the policies that you've just created for both

IKE policy and IPSec policy.
Under Advanced options select “DH-Group 2" for the PFS group.

Profile Settings DFL-210
IPSec General Settings

B azic Settings

3

IPSec General Settings / )
| dentities Gateway : |202.123.109.84

IP Address Aszignment

Remate Metworks Falicies
Firewsall Settings |KE policy ; |DFL-21EI j
IPSecpoicy:  |DFL210 =l
Poalicy lifetimes ... | Palicy editar ... |
Fata (RNt oo
ﬁ Exch. mode : |Main Mode ﬂ
EFS group:  |DH-Group 2 (1024 Bi) =l

F LT LTS 10T

[ Digable DPD [Dead Peer Detection)

Help | (] Cancel

Step 10. In the menu on the left highlight the Remote Networks option. Under Network Addresses enter the private
network which you will be connecting to (the best hint would be the LAN address of the VPN Firewall, e.g. if the LAN IP of
the VPN Firewall is 192.168.1.1 enter 192.168.1.0 as Network address). Then enter the Subnet mask of the remote

private network (e.g. 255.255.255.0). Click on “OK” when done.

Profile Settings DFL-210

- - Fernate Metwork s

B azic Settings _

IPSec General Settings Entter the IP networks the tunnel should be used for,

Identities Without entries tunneling will always be uzed.

IP Address Assignment

Fierru:-tEe r-Jer..--.-- 15

Firewall Settings % Metwark addresses Subnet masks ;
1192.168.1.0 | 255.255.255.0
|0.0.0.0 |0.0.0.0
|0.0.0.0 |0.0.0.0
|0.0.0.0 |0.0.0.0
|0.0.0.0 |0.0.0.0
-

Help | (] Cancel

%]
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Step 11. If you need to re-enter or modify the Pre-Shared Key for your VPN connection, in the menu on the left highlight
“Identities” and enter the key in the Pre-Shared Key field.

Profile Settings DFL-210

B asic Settings etz =

IPSec General Settinis Local identity
: : |IP Address |

|P Address Azzignment |

Femote Mebworks
Firewall Settings

[V Use pre-shared key

% Shared secret ;
Confirm secret ;

[ Use egtended authentication [<AUTH)
Uszermame : |

EETE

EETE

Pazaword |

Help | (] Cancel

Step 12. To establish a VPN connection, click the “Connect” button. If connection is successful, you should see
“Connection is established” message.

D D-Link ¥PN Client

Copnection  Configuration  Log  ‘Window  Help

Profile : Outzide Line :
\DFL-210

Connechior

' |

. Lonnect | Disconnect | D-Link

Statistics:

Time onlire: 00:04:39 Timeout (zec). 0 zec
Data (Tx) in KByte: 24,32 Direction: oLt

Data (Rx) in KByte: 24.26 Link Type: LAMANLAR
Speed (KBytesz) 0,000 Encryption: Triple DE=
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Notes

In order to connect to shared resources via a VPN tunnel you can map remote computers’ drives and folders by opening
Windows Explorer and going to Tools > Map Network Drive (you need to specify the IP address of the computer on
remote network and the name of the shared folder):

Map Metwork Drive EJ

Windows can help vou connect ko a shared network Folder
and assign a drive letker to the connection so that wou can
access the Folder using My Computer,

Specify the drive letter For the connection and the Folder
that wou want to connect to:

Drive; 2 w

Folder: | 1192.168.1.2015hared Do

Example: \\serverishare
Reconnect at lagon

Connect using a different user name.

Sign up For online storage or conneck ko a
network server,

| Finish | [ Cancel ]

Alternatively you can do Search > Computers or People > Computer on Network > specify the IP address of the computer
you are trying to connect to.

If you do not see computers in My Network Places or My Network Neighbourhood you may need to enable NetBIOS over
TCP/IP in Windows.

Note that firewall/antivirus software installed on your or remote computer may stop you from accessing remote network.
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