Port based VLAN setup

Topology:

Setup:

(1) Add new VLAN interface. We need to assign virtual network range to these VLAN.
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General Advanced
# | General
Name: wlanz
Interface: lan W
VLAM 1D 2

# | Address Settings

|F address: 192.168.2.1 v
Network: 192.168.2.0/24 | ¥
Default Gateway: | [None) W
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(2) Go tointerface > switch management. You need to assign each VLAN to correct

LAN port.
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The LAM switch ports can be assigned individually to VLAN's to make it possible to separate the LAN network into more than one zone.

General

# ) Port based VLAN

Port 1: | [None)

Fort 2: | [None)
Port 3: | [None)
Fort 4: | [None)
Port 5 | [None)

Port & | [None)

PortT: | ylan2
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(3) Add new interface group for VLAN2 and VLAN3.

ﬂ Please note that enabling "Port based VLAN" will prevent 802.1Q tagged packets from being forwarded on the switch ports. Ports that are no
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Interface Groups

Use interface groups to combine several interfaces for simplified policy management.

Qs
#v Name
1 2 viLans

Members

vlan2, vlan3

address in the ARP table.

Because VLAN interface IP is a virtual IP address. Therefore we need to add this IP
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% ARP/Neighbor Discovery

@ ARP/Neighbor Discovery

dd, remove and oonfigure static and published ARF/Nesghbor Discovery entries,

[y add v % Advanced Settings.

#v Mode Interface
1 #F Publish i vlan2
2 #F Publish i vlan3

IP address
' 192.168.2.1
7 192.168.3.1

MAC address
1%, 00-00-00-00-00-00
1% 00-00-00-00-00-00




w ARP/Neighbor Discovery

Use an ARFiMeighbor Discovery entry to publish additionsl |F addresses andior MAC addresses on a specified interface.

General
# /] General
Mode: Publish e
Intarface: wlan2 b
IF address: 192.168.2.1 b
MAC sddress: | 00-00-00-00-00-00 W

# ) Comments

‘Comments:

(5) Because VLAN interface IP is a virtual IP address. Therefore we need to add this IP

address in the main table, then we can ping this IP address from PC.
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The system has a predefined main routing table. Alternate routing tables can be defined by the user.
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(6) Add new IP rules. #3 is for any traffic routed from one VLAN to other VLAN.
For example, from VLAN 2 to VLAN3.

§ IPRules
IP rules are used to fiiter |P-based network waffic. In addition, they provide means for address translation as well 2s Server Load Balancing,
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# Name Action Src IF Src Net Dest If Dest Net Service

1 $ ping-core-vlanz i Allow 5] vlan2 2 all-nets [ core 2 192.168.2.1 @ all_icmp

2 § ping-core-vian3 [ﬁ Allowe 51 vlan3 3 all-nets 4 core H 192.168.3.1 @ allicmp

£ § =llow-vi=n [ Atlew ) vans 4 all-nats i vians 4 all-nets i =ll_s=rvices
4 $ ping_fu [ Allow 2 Ian & lannet [53 core H lan_ip @ ping-inbound
5 “§ lan_to_van1

() Right-click on a row for additional options.
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