Troubleshooting: Connecting Windows Vista to shared drives and folders

If you are having troubles accessing a shared drive or folder on your network from a computer with Windows Vista

(NTLM authentication issue), please follow th

Option A.

e troubleshooting steps below.

Step 1. Click on the Start button and type “secpol.msc” (without quotes) in the Search field. Press Enter.

Note: If your computer does not have secpol
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Step 2. In the left pane go to Local Policies > Security Options. Then in the right pane locate “Network

secpol.msc X

.msc available please see “Option B” below.
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security: LAN Manager authentication level” and double-click on it.
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17o| Metwork access: Remotely accessible registry paths
1s| Metwork access: Remotely accessible registry paths and sub-paths

17s| Metwork access: Shares that can be accessed anonymously

o] Metwork access: Sharing and security model for local accounts

o] Metwork secunty: LDAF client signing requirements

o] Recovery console: Allow automatic administrative logon

1z Shutdown: Allow system to be shut down without having to log on
17| Shutdown: Clear virtual memory pagefile
1 [
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lzio| Metwork access: Restrict anonymous access to Mamed Pipes and Sh...

17| Metwork security: Do not store LAM Manager hash value on next pa...

o] Metwork security: Minimum session security for NTLM 55P based (...
17| Metwork security: Minimum session security for NTLM 55P based (...

1| Recovery console: Allow floppy copy and access to all drives and all...
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Step 3. Under the Local Security Setting tab select the “Send LM & NTLM — use NTLMv2 session security if
negotiated” option. Click on OK.

Metwork security: LAN Manager authentication level Properties m

Local Securty Setting | Explain |

j Metwork securty: LAN Manager authentication level

Send LM & MTLM - use NTLMvZ session securty i negntiatD

r Madifying this setting may affect compatibility with clients, services,
b and applications.
For mare information, see Networ security: LAN Manager
authentication level. (Q823655)

Ok [ Cancel |[ poly

)

You should now be able to connect to networked drives with shared folders.
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Option B.
Step 1. Click on the Start button and type “regedit” (without quotes) in the Search field. Press Enter.

Disclaimer: If you use Registry Editor incorrectly, you can cause serious problems that may require you to reinstall your operating system.

Use Registry Editor at your own risk. http://support.microsoft.com/kb/256986
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Step 2. In the left pane go to HKEY LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa. In the right
pane locate an item called “LmCompatibilityLevel”. Double-click on it.

Registry Editor
File Edit View Favorites Help
B ‘.;‘ Computer || Name Type Data
L& Bt ) ab] (Default) REG_SZ (value not set)
B 8| auditbasedirectories REG_DWORD 0:00000000 (0]
! .> l_HKEgéﬁng;-EﬂﬁHINE 4] auditbaseobjects REG_DWORD 0:00000000 (0)
i HARDWARE ab| Authentication Packages REG_MULTI_SZ msvl_0
h ' | sAM 4| Bounds REG_BINARY 00 30 00 00 00 20 00 00
& g due %] crashonauditfail REG_DWORD 0x00000000 (0)
|, SECURITY I;b']disabledomaincreds REG_DWORD 000000000 {0)
|:> .|| SOFTWARE I;'g']everyoneincludesanonymous REG_DWORD 000000000 (0)
4., SYSTEM £ ||| 24 forcequest REG_DWORD 000000000 (0)
b | ControlSetd0l REG_BINARY 00
b | ControlSetd02 REG_DWORD 000000001 (1)
-).. || CurrentControlSet REG_DWORD 000000003 (3)
a- ., Control REG_DWORD 000000238 (568)
ol AGP 74 NoLmHash REG_DWORD 000000001 (1)
I- L Arbiters ab]| Notification Packages REG_MULTI_SZ scecli
I~ [, BackupRestore 4| ProductType REG_DWORD 000000001 (1)
by Class 4] restrictanonymous REG_DWORD 0x00000000 {0)
by CMF || 24 restrictanonymoussam REG_DWORD 0x00000001 (1)
b-d Keyboard Layout 74 SecureBoot REG_DWORD 000000001 (1)
‘ :i - E::rboard fs 39]Security Packages REG_MULTL SZ kerberos msvl_0 schannel wdigest tspkg
B . MediaCategories
bl MediaDRM
b- . Medialnterfaces
b - ., MediaProperties ™
' 1 | F ' 1 p
ComputeryHKEY_LOCAL_MACHIME\SYSTEM\ CurrentControlSet\ Control\Lsa
L]
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Step 3. Change the value to 1 and click OK.

Edit DWORD (22-bit) Value [

Walue name:

LmCompatibility Level

Walue data: Base
1 > @ Hexadecimal
(7 Decimal

| ok || Cancel

Close the registry editor and reboot your computer.

You should now be able to connect to networked drives with shared folders.
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